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Abstract. We observe a security issue in protocols for session key exchange that
are based on Strong Physical Unclonable Functions (PUFs). Théepra il-
lustrated by cryptanalyzing a recent scheme of Tuyls and Skoric Hifhwhas
been proposed for use in a bank card scenario. Under realistic pisnos) for
example that the adversary Eve can eavesdrop the communicatiorehetvee
players and gains physical access to the PUF twice, she can demweusrees-
sion keys in this scheme. The observed problem seems to require thtRiztiom
of a new PUF variant, so-callé&rasable PUFs”. Having defined this new prim-
itive, we execute some first steps towards its practical implementatiorargod
that Erasable PUFs could be implemented securely via ALILE-bases$tmao
structures.

1 Introduction

Motivation and Background. Electronic devices have pervaded our everyday life,
making them a well-accessible target for adversaries si@alscryptography offers sev-
eral measures against the resulting security and privaaylgms, but they all rest on
the concept of a secret binary key: They presuppose thateb&anic devices can con-
tain a piece of information that is, and remains, unknownnadversary. However,
this requirement can be difficult to uphold in practice: Rbgkattacks such as invasive,
semi-invasive, or side-channel attacks, as well as soéatacks like API-attacks and
viruses, can lead to key exposure and security breaks.

The described situation was one motivation that led to theldpment ofPhysi-
cal Unclonable Functions (PUFsA PUF is a (partly) disordered physical systeém
that can be challenged with so-called external stimuli @llengesC;, upon which it
reacts with corresponding respongdes Contrary to standard digital systems, a PUF’s
responses shall depend on the nanoscale structural digopesent in it. It is assumed
that this disorder cannot be cloned or reproduced exacttgven by the PUF's original
manufacturer, and that it is unique to each PUF. This meanatty PUFS implements
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an individual functionFs mapping challenges’; to response®;. The tupleqC;, R;)
are thereby often called tlehallenge-response pairs (CRRx)the PUF.

Due to its complex internal structure, a PUF can avoid sombekhortcomings
associated with digital keys. It is usually harder to reat ptedict, or derive its re-
sponses than to obtain the values of digital keys stored imvatatile memory. This
fact has been exploited for various PUF-based securityppotd. Prominent examples
include schemes for identification [2], key exchange [1]digital rights management
purposes [3] [5]. Another advantage of (Strong) PUFs istti&g can lead to protocols
whose security does not depend on the usual, unproven nuhdametic assumptions
(such as the factoring or discrete logarithm problem), bstson independent hypothe-
ses.

Strong PUFs and Weak PUFs.Two important subtypes of PUFs, which must explic-
itly be distinguished in this paper, a&rong PUFs andWeak PUF<. This distinction
has been made first in [4] [3], and has been elaborated orefurt6] [7] [8].

Strong PUFsare PUFs with a very large number of possible challengesaiitiersarial
ability to apply challenges to them and to read out theireasps from them is usually
not restricted. Their central security features are: (st be impossible to physically
clone a Strong PUF, i.e. to fabricate a second system whisttheasame challenge-
response-behavior as the original PUF. This restrictiostrhald even for the original
manufacturer of the PUF. (ii) Due to the very large numberasfgible challenges and
the PUF’s finite read-out rate, a complete measurement ghallenge-response pairs
(CRPs) within a limited time frame (such as several days enaveeks) must be im-
possible. (iii) It must be difficult to numerically predidie responsez; of a Strong
PUF to a randomly selected challengg even if many other challenge-response pairs
are known.

A complete formal specification of Strong PUFs is laboriond besides the scope
of this paper, but can be found in [7]. Examples of candid&esStrong PUFs are
complex optical scatterers [2] or special, delay-basegbiratted circuits [9] [10] [11]
(albeit several of the latter have been broken up to a cesiiaim in recent machine
learning attacks [6]). Also analog circuits have been psapaecently [12].

Weak PUFsmay have very few challenges — in the extreme case just oreg] @ikal-
lenge. Their response($); are used to derive a standard secret key, which is subse-
quently processed by the embedding system in the usuabfashig. as a secret input
for some cryptoscheme. Contrary to Strong PUFs, the resganisa Weak PUF are
never meant to be given directly to the outside world.

Weak PUFs essentially are a special form of non-volatiledteyage. Their advan-
tage is that they may be harder to read out invasively thanvotatile memory like

! Strong PUFs have also been referred to as Physical Random Furi@jdas], or (almost
equivalently) as Physical One-Way Functions [2] in the literature.

2 Weak PUFs have also been referred to as Physically Obfuscated R@¥s| [4]. Note that
the predicate “Weak” is not meant to state that these PUFs are “bad” isearse, we just
follow the terminology introduced in [3].
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EEPROM. Typical examples of Weak PUFs are the SRAM PUF [3iteBily PUF [5]
and Coating PUF [13].

Applications of Strong PUFsWe are mostly concerned with Strong PUFs and vari-
ants thereof in this paper, whence we focus on them from nawl'ba archetypical
application of Strong PUFs is the identification of entit®r insecure networks. It
has already been suggested in the first PUF publication [2h&yexample of a bank
card scenario, and works along the following lines. Eacharuser’s bank card contains
an individual Strong PUF. Before issuing the card, the baelasares several of the
PUF's CRPs, and stores them secretly on its server. When #fteroar inserts his card
into a terminal, the terminal contacts the bank. The banlosés at random several
challenge<”; from its secret CRP list, and sends them to the terminal. €hminal
obtains the corresponding responggsfrom the PUF, and returns them to the bank.
If they match the values in the CRP list, the bank considezscHrd as genuine. The
scheme has the upsides of circumventing the need for sexyeitk secret information
on the vulnerable bank cards, and of avoiding the usual,aweprcomplexity theoretic
assumptions of classical identification protocols.

A second, central application of Strong PUFs, which alsodlemsady been sug-
gested in [2] (page 2029), and which has been worked out mtgreetail in [1], is the
distribution of a secret key between different parties,eeample the terminal and the
bank. We are mainly concerned with this second applicatighis paper.

Our Contributions. Our first contribution is to observe a problem in the repeatsa
of PUF-based session key exchange protocols. We illudtiest@roblem by the exam-
ple of a recent protocol by Tuyls and Skoric [1], which hagimrally been suggested
for use in a bank card scenario. We show how to cryptanalyizseptiotocol under the
presumptions that an adversary can eavesdrop the comrtianibatween the terminal
and the bank, that he has got access to the PUF more than addbaano secret digi-
tal information can be stored on the card. These presungseem very natural, even
more so in the original application scenario of bank cardsredit cards (see section
2). The problem which our attack exploits is that the CRimfation used to derive a
key remains present in the PUF after the completion of thesikefpange protocol.
Second, we reason that the described problem cannot bedsaleprotocol or
software measures, and also not on the basis of current Ribemtures. Resolution
seems to require the introduction of a new PUF variant, ded&rasable PUFs. They
are a special type of Strong PUF, with the additional feathat the value of single
responses can be erased or altered without affecting the wéhll other responses. We
specify this new primitive, and show how it can be used to fexahove security issues.
Third, we suggest one possible implementation strategifasable PUFs: Large,
monolithic crossbar arrays of diodes with random curreitage characteristics. It has
already been demonstrated in earlier work that such crossbays can act as secure
Strong PUFs [14] [15] [16]. We now show that the informatidared in the diodes
of the crossbar can be erased individually: By applying citeid voltage pulses to
selected crossbar wires, the current-voltage curve of imgyesdiode can be altered in-
dividually, and without affecting the other diodes in theagr We present measurement
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data from single ALILE-diodes fabricated in our group thapgorts the feasibility of
the described approach.

Related Work. There is no related work concerning the cryptanalysis ofStreng
PUF-based session key exchange protocol by Tuyls and Skorgeneral, the crypt-
analysis of PUF-based protocols appears to be a relatieebnt field. Previous PUF
attacks mainly focused on breaking the security propedfeBUFs themselves (for
example by modeling Strong PUFs via machine learning tegles [6]), but not on
analyzing PUF protocols.

With respect to Erasable PUFs, there is obviously a large bbevork on Strong
PUFs and Weak PUFs, but none of them explicitly considerectbperty of erasing
individual CRPs without affecting other CRPs. The categoiffPUFs which comes
closest to Erasable PUFs are Reconfigurable PUFs (r-PUFFE)Hat the previously
proposed optical, scattering-based implementation dfffdPhas the property that in-
evitablyall CRPs are altered by the reconfiguration operation. No ezasualteration
on a single CRP level is enabled. See also section 4 for afudibcussion.

Organization of the Paper. In Section 2, we illustrate a security problem occurring
in PUF-based key establishment protocols. Section 4 dissuthe implementation of
Erasable PUFs via crossbar structures. Section 4 deseritesgobstacles in the prac-
tical realization of Erasable PUFs. Section 5 gives somé&dracnd on the recent
concept of a Crossbar PUF. Section 6 describes how infoomatin be erased from
Crossbar PUFs, implementing Erasable PUFs. We concludeaiher in Section 7.

2 A Problem with PUF-based Session Key Establishment

2.1 The Protocol of Tuyls and Skoric

A specific Strong PUF-based protocol for combined identificaand session key es-
tablishment has been suggested recently in [1]. It is et in Fig. 1. The protocol
is run between a Bank on the one hand and an Automated TellehiNa(ATM) plus
a security token carrying the Strong PUF on the other hangrelsumes that all in-
volved parties have knowledge of a public one-way hash fanét, and of a publicly
known error correction scheme, which is used to derive seérérom a given noisy
PUF-responsé and helper datél’.

The protocol presupposes a set-up phase, in which the bangdtalirect access
to the Strong PUF. The bank first of all establishes a (largejet list of the form
{C;, W, S!}. Thereby the”; are randomly chosen challengég; denotes helper data
that is generated by the bank from the corresponding (noé&sgonse®; of the PUF,
andS! refers to secret information that is derived from the noesponse by use of the
helper data. Furthermore, the bank chooses a secret naineiaez at random, and
writes h(z) onto the card. After that, the card is released to the field.

Each subsequent execution of the protocol is run betwedraitieand the ATM/PUF.
At the beginning of the protocol, the token stores the numhlEiprevious protocol exe-
cutions, the valuen = h"™(z), and an identification number of the Strong PUF, denoted
aslIDpyp.
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The Bank initially holds a list of the formjC;, W;, S/} that is stored together with
IDpy r inthe Bank’s database. The valuesays how often the Bank has been engaged
in a session key exchange protocol with the PUF, arid= 2™ (z). The rest of the
protocol is described in Fig. 1, which is essentially takeonT [1]. At the end of the
protocol, the Bank and the ATM/PUF have established a jassi®on keyk .

Bank ATM + PUF

IDpye, ', m', {C, W, S/} IDpys, N, M =h"(x)

a, n, IDpur

(1) Generate random a.
Set K1 = h(m, |DPUF)

A

(2) Checkn=n'".
Set M =h""(m’)
Set Ky = h(m, |DPUF)
Randomly select

challenge G. E&MAC (@, C, W, B)
Generate random B. ~ (3) Check MAC.
Measure PUF response
and extract bitstring S.
< MAC (B) Set K = h(Ky, S).
(4) SetK =h(K,S).
Check MAC.
Use K = K’ as session key
(5) Setn”->n+1, m’=h(M) (6) Setn->n+1,m ->h(m)

Remove C from database.

Fig. 1. A protocol for combined identification and session key exchange as&tfrong PUFs,
which has been suggested by Tuyls and Skoric in [1].

2.2 Problems Arising from Repeated Access to the PUF

We will now present an attack on the repeated use of the aboteqol, which allows
Eve to derive previous session keys.

The attack makes the following assumptions: (A) Eve cansdrop the communi-
cation between the bank and the ATM/PUF. (B) No secret digitanbers (e.g., hash
values, secret keys) can be stored safely in a non-volatikién on the security to-
ken. (C) Eve gains access to the security token at least tesmecan measure selected
CRPs from the Strong PUF on the token. All of these assumptioe relatively well
motivated: If a secure channel would be at hand, which cammetvesdropped by Eve,
then no complicated session key exchange protocol is rege3he secret keys could
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simply be exchanged by sending them over this channel. lidevif we were to as-
sume that secret digital keys (or other secret digital nusjlmould be stored safely on
the token, then the use of PUFs is unnecessary: The toked egetute all necessary
communication securely via classical, secret key basqu@gyaphy. Finally, assump-
tion (C) is straightforward: For example in a bank card scenavhere an adversary
might operate with faked terminals/readers that are undecdntrol, and where the
card is inserted multiple times into these terminals/remd&gain, if we do not allow
an adversary to obtain physical access to the card, therstheflPUFs is unnecessary
in the first place.

Eve’s attack works in three successive phases executedes™i , 7, and73.° In the

first phase at timd?, we presume that Eve has got access to the token according to
assumption (C). By assumption (B), she can read the curedmés ofn andm at time

T, from the token, denoted by(7;) andm/(T7y).

In the second attack phase at tirhg we assume that Eve eavesdrops a session
key establishment protocol between the bank and the ATM/AUIS is possible ac-
cording to assumption (A). From the first message sent in tbéogol, which we
denote bya(T3),n(T3), IDpyr, Eve learns the current counter valu€l). Since
Eve already knows:(77) andm/(T;) from phase 1, she can deduce the current state
m(Ty) = h(T2)(z) = h(T2)=(T1) (;m(TY)). This allows her to derive the value of the
preliminary keyK attimeT; by settingK; (75) = h(m(13), IDpyr). Now, when the
bank sends the protocol messdge M ACk; (1) (a(T2), C(T2), W(Tz), B(T3)), Eve
can remove the encryption, because she knBwgl:) = K (7»). She learng’ (1)
and the helper daté’(T%). This closes Eve’s contribution in the second attack phase.
In the further course of the protocol (and without Eve’s inement), the ATM/PUF
measures the PUF and extracts a secret bitsf{i1g) from its responses. Finally, the
ATM/PUF sets the session key to B T) = h(K1(Tz), S(T2)).

In the third attack phase at tinig, we assume that Eve has got access to the se-
curity token and the Strong PUF, and that she can measure @RRs Strong PUF.
This is in accordance with assumption (C). Eve uses thigyabd measure the PUF's
responsef(7>) that correspond to the challenge(¥)75). Note that the Strong PUF's
responses are time invariant and are not actively alteredngyprotocol participant.
Hence Eve can determing(7»), even though the time has progressedioat this
point. Eve also knowsV (1), whence she can deriv§T:) from the responseB(Tz).

This enables her to compuf€(T>) = h(K;(T:),S(T»)), since she knows; (Tz)
already. In other words, Eve obtains the sessionké¥>) that was derived and used
at timeT5, breaking the protocol’s security.

2.3 Consequences for CRP Refreshment and Identification

It has been suggested in [1] that a session Kegstablished via the protocol of Fig.
1 could be used to achieve CRP refreshment between the ATMhan8ank. To that

3 In the description of our attack, we will need to consider the value of vagioatocol param-
eters, such as, m, or K1, at different points in time. To avoid confusion, we use the notation
n(T), m(T), K1(T) (or similar expressions) to denote the valuespf: or K at timeT".
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end, the ATM would, in regular intervals, execute the follogvsteps: (i) Measure new

data of the form{ C;(T}), W;(T3;), S;(T;)} (whereT; can be an arbitrary point in time).

(if) Exchange a session kdy (T7) via the protocol of Fig. 1. (iii) Send the encrypted
messag& & M ACk 1, {Ci(Ty), Wi(T}), Si(T;)} to the Bank. (iv) The Bank decrypts

this message, and adfis; (1), W;(T}), Si(1;)} to its CRP list. This process is termed
CRP refreshment. This method allows shorter CRP lists argbsstorage requirements
on the bank.

But in the attack scenario described in section 2.2, i.eeuttte provisions (A) to
(C), Eve can break this scheme. First, she can apply thekatéescribed in section 2.2 to
obtainK (T}). She can then decrypt the messadeM ACk (r{Ci(T}), Wi(T;), Si(Tj)},
and hence learns the valugs;(T;), W;(T;), S;(T;)} that were intended for CRP re-
freshment. This enables her to impersonate the PUF in subseglentification proto-
cols that are built on these CRP values. For example, it allogr to build faked bank
cards.

2.4 Generality and Difficulty of the Problem

The problem we observed in the previous sections does npapply to the protocol of
Fig. 1. It could be argued that any PUF-based protocol fordgtgblishment between a
central authority and decentral principals (terminalsdiare, etc.) involves, explicitly
or implicitly, the basic procedure that is shown in Fig. 2.

Central Authority (CA) Decentral Principal + PUF

(Terminal, Hardware etc.)

CRP List{Ci, W;, Si}

(1) Choose random Cj, Wj, S; Cj, W;
from CRP list "
Derive key K from §; (2) Measure Rj from PUF
Obtain S;from R; (by use
- of helper data W))
Use K as joint secret key .
€ m e > Derive key Kfrom S;

Fig. 2. The “raw”, basic building block for PUF-based key exchange. Iriize, it can and will
usually be accompanied by other measures, such as message aatioenticauthentication of
the physically transferred PUF.

Any protocol of this form is prone to the type of attack delsed in section 2.2.
Considering the protocol of Fig. 2 sheds light on the hearthefproblem: Eve can
break the protocol by firstly eavesdropping tfig 1W;. Subsequent one-time access to
the PUF allows her to measure the correspondingnd to derive the corresponding
S;. This enables her to obtaiid. We will not give a full formal proof of this statement,
but believe that adapted variants of this simple attack @ambunted on any Strong
PUF-based session key exchange. One example for such alecddack on a much
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more complicated protocol was given in Sec. 2.2. The keyeigsall cases seems that
the response information used for the derivatiofkds still extractable from the Strong
PUF at later points in time.

It would be hence necessary to “erase” the respoRsdsm the Strong PUF after
they have been used for key derivation. Note that in such eastee” operation, all
other responserR; (with ¢ # j) must remain unchanged: If they were altered, the list
{C;,W;, S;} stored at the central authority would no longer be validolld neither
be used for further key establishment protocols of the albgve, nor for the typical
PUF-based identification schemes (see Sec. 1).

3 Erasable PUFs

We will now make some first steps work towards a hardwareébaséution of the
above security problem, introducing a new variant of StrBitfs: So-called Erasable
PUFs. For reasons of clarity and unambiguity, we slightlyiate from the established
notation for PUFs in the following specification, and denbieresponse of a PUfto

a challenge” by R?..

Specification 1(ERASABLE PUFS). A physical systerfi is called anERASABLE PUF
if it is a Strong PUF with the following additional properte

— There is a special, physical erasure operatiBR.(-). It takes as input a challenge
Cyp of S. It turns S into a systent’ with the following properties:

e S’ has got the same set of possible challengeS.as

e For all challengesC' # Cy, it holds thatR? = R?, .

e GivenS’ and (), it is impossible to determint0 with a probability that is
substantially better than random guessing.

Note that Specification 1 is not meant to be a full-fledged fdrdefinition, but shall
mainly express the properties of Erasable PUFs in a comgat-formal manner. Its
style follows [7].

Given the discussion of the previous sections, it is nowtikelly straightforward to fix
the security issues of the protocols of Fig. 1 and 2.

1. PrRoTOCOL OFFIG. 1: Use an Erasable PUF in the protocol, and add the erasure
operationER.(C) at the end of step (3).

2. ProTOCOL OFFIG. 2: Use an Erasable PUF in the protocol, and add the erasure
operationdER(C)) to the end of step (2).

These steps disable the attacks that have been presentes pretvious sections:
When Eve has got access to the PUF at a later point in time, sheocaore determine
the PUF responses used for previous key derivation, as sipemses have been erased
from the system.
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4 Obstacles in the Implementation of Erasable PUFs

The implementation of Erasable PUFs on the basis of estalli®UF architectures
turns out to be intricate; we will summarize the occurrinffjclilties in this section. One
reason for the appearing problems is that Erasable PUFsauoosgiine the following

properties:

() They must be Strong PUFs, i.e. they must have very mansipleschallenges, and
must be able to withstand full read-out for long time periads weeks or months.

(i) They must allow the erasure or alteration of single msges, without affecting
other responses.

These properties rule out Weak PUFs and their current imghéation candidates
[3] [5] [13] from the start, since they simply do not fulfill odition (i) above, i.e. they
are no Strong PUFs.

An alternative approach would be to modify Strong PUF asttitres in order to
obtain Erasable PUFs. The erasure operation could, for gearalter some internal
components of a Strong PUF. But unfortunately, all popudaadidates for Strong PUFs
[2] [9] [10] [11] [12] create their responses in a complexeiptiay of many or even
all internal components. Altering one single component mok only change a single
response, but will affect many other responses, too. Tlesponses cannot be altered
individually, i.e. with single CRP granularity.

Another, straightforward idea would be to attach an accessral module to a
Strong PUF. The module could store a list of “forbidden” éfades and prevent the
application of these challenges to the Strong PUF. But {yisaach is costly in prac-
tice: It requires non-volatile memory, which must storegmbially large amounts of
challenges. Furthermore, it cannot reach ultimate seclaiels: The control module
might be circumvented or cut off by a well-equipped attacked the content of the
memory (i.e. the forbidden challenges) might be manipdlate

The existing concept that presumably comes closest to Elm&aJF are Recon-
figurable PUFs (r-PUFs), which were introduced in [17]. Byimiéon, each r-PUF
possesses a reconfiguration operation, in which all CRAseafPUF can be changed.
However, the currently suggested optical implementatibrPUFs has the property
that all responses are altered by the reconfiguration aperalisabling it as an Erasable
PUF. For electrical implementations of r-PUF based on plchs@ge materials, which
are only briefly mentioned asides in [17], it is yet uncleaettter they would be Strong
PUFs at all, i.e. whether they could be designed to withstalhdead-out in short time.

Eventually, there is one recent Strong PUF candidate tlmmsappropriate to im-
plement Erasable PUFs: So-called Crossbar-based PUFg.HEve originally been
introduced in [14] [15] [16], and will be treated in the negtsion.

5 Strong PUFs based on Crossbar Structures

Recent work [14] [15] [16] investigated the realization dffgecial type of Strong PUF
(so-called “SHIC PUFs*). These are Strong PUFs with the additional following prop-
erties:

4 SHIC abbreviates the term “Super-High Information Content”, and isquoced ashique”.
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(i) The PUF possesses maximal information content and gemsth all CRPs being
mutually (i.e. pairwise) information-theoretically ingendent.
(ii) The PUF can only be read out at slow rates.

The motivation behind investigating this type of Strong BW¥as to protect PUFs
against any modeling attacks. Such attacks use known CR&lé@n to extrapolate
the PUF's behavior on new CRPs, and constitute a serioutenlal for the security
of Strong PUFs [6]. SHIC PUFs are automatically invulnegadogainst such modeling
attempts, since all of their CRPs are information-theoadlly independent: Knowing a
subset of CRPs hence does not allow conclusions about oRies C

Concrete target parameters for the construction of SHICdiscussed in [14]
[15] [16] were an information content of up t!° bits and read-out speeds tff?
to 102 bits per second. As argued in [15], such relatively slow reatispeeds are no
problem in many typical applications of Strong PUFs, suchas card identification,
key exchange, or also oblivious transfer [18]. On the updige combination of slow
read out and high information content can potentially imimerthe PUF against full
read-out for up to month or years of uninterrupted, unndtiadversarial access [15].
For comparison, several known Strong PUF architecturégsaWHz read-out rate can
be modeled (and hence broken) via a number of CRPs that cagaldeout in a few
seconds [6].

It has been shown in [14] [15] [16] that SHIC PUFs can be redlizy large, mono-
lithic crossbar architectures. At each crosspoint of tlessiar, a diode with a random
current-voltage characteristic is present. The necesaagom variation in the diodes
is generated by a random crystallization technique knowALdkE process. We will
review the necessary basics of this approach in this sectianh further detail can be
found in [14] [15] [16].

ALILE Crystallization. In order to construct a Strong PUF with the above properties,
one first requires a solid-state fabrication process tha¢igees a maximal amount of
entropy in the PUF. The authors of [14] [15] [16] turned tostallization processes to
this end, since the crystallization step amplifies minusegatiations in the starting con-
ditions (such as atomic-scale roughness) to larger, staiations in the system (for
example the shape, size and position of the crystallitesjolg many possible crys-
tallization processes, they eventually selected the Beecaluminum-induced layer
exchange (ALILE) process [20] [21], since it is a simple ¢ajlization process that
involves few production steps and inexpensive startingensds. It results in polycrys-
talline films with p-type conduction [22], and creates a hjgfisordered and random
structure comprising of crystallized silicon grains (Sidaaluminum (Al). Fig. 3 a de-
picts the top view onto a crystallized system, illustratihg occurring randomness. By
changing the process parameters, the size and density gjrdites can be tuned as
desired.

Diodes and Crossbar Read-Ouitn order to read out the information contained in the
system, a circuit architecture known as crossbars can béowgeb It consists of two
sets of parallel wires, one of them applied on the top, therathe at the bottom of the
structure. Both sets are arranged orthogonally to eachr.dthe basic schematics are
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a) b)
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Fig. 3. (a) Randomly shaped and located Si crystallites (top view, showing theststeinz-y-
directions). (b) Schematic illustration of the crossbar architecture artidtes at the crossings.
Also read-out process, i.e. the selection of a bit line and a word line ir ¢odaddress and read
out a single diode, is illustrated.

illustrated in Fig. 3 b. Due to the p-n-type cross sectionhef éntire system (the film
of p-type conduction is generated on an n-type wafer to thi,each virtual crossing
of the crossbar acts like a p-n-diode, with rectificatioesatf up to107 [16]. Its I (V)
curve can be read out by applying a voltage at two chosentmoggres (bit and word
lines, in analogy to a memory), as illustrated in Fig. 3 b [TH]}e to the random nature
of the ALILE crystallization process, the diodes show catreoltage curves which are
very irregular and individual in shape. The individual ces\differ in their currents by
up to four decimal orders of magnitude, but are still stalgaimst aging and multiple
measurement [14] [16]. As shown in [14], at least three bftinformation can be
extracted reliably from each crossing.

Information Content and Inherently Slow Read-Out Spegding crossbar architec-
tures has two advantages. First, they can reach ultimabeniattion densities due to
their very simple architecture of parallel wires. The imf@tion density and content
targeted in [15] werg0'° bits per crd. Secondly, they can be designed with an inher-
ently limited read-out speed. To achieve this, the CrosBh#F is built in one large,
monolithic block, not from separate blocks as modern sentiaotor memories, and is
made from wires that have only finite current-carrying céiiyaSimulations conducted
in [15] showed that in such large monolithic blocks, sevendliseconds must elapse
before the sense current/voltage stabilizes. This resulead-out speeds of around 100
bits/sec. Any faster read-out attempts would overload astkdy the wires, leaving the
remaining structure unusable [15].

6 Erasing Information from Crossbar Structures

We now investigate if — and how — information can be eraserh f@&rossbar PUFs.
Since the information is contained in the diodes’ curresitage characteristics, any
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erasure operation must target the diodes, changing I®iy-curves irreversibly. We
could not build a device with0'© crossings within the scope of this paper, but argue
on the basis of measurement curves obtained from stané-&bricated in our group.
The fact that the behavior of these single diodes scaleswellyto the operation of
large, monolithic blocks of diodes has been proven in akitlat earlier work [15].

The “erasure operation” works as follows. A specific dioddha crossbar array
is chosen by selecting the corresponding bit and word lifiéRepcrossbar structure,
similar to the read-out procedure for the crossbars. Thémw# goltage pulse of 4 V to
5V is applied in reverse direction to the diode. This induecbseakdown in the ALILE
diode, which destroys the individual information presenthe(1") curve, and makes
all curves after erasure “standardized” and very similatiape.

This effect has been observed by ugsihmeasured diodeghree illustrative exam-
ples forI(V)-curves before and after breakdown are shown in Fig. 4. Whéddrge
variations in the original curves range over four orders afjmitude, there is little in-
dividuality left after breakdown. The curves after breakdalso differ strikingly from
the original curves. Considering the development of thatirad positions of the curves
over the full voltage range shows that not even the relatbsitipning of the curves is
preserved.
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E lll.l E
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— 10°F 1
T ]
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T 107 ]
1 1
G 3
5 10 r 1
O 10°F . 3
o F open squares: 3
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2 1 0 -1 2
Voltage [V ]

Fig. 4. The curves of three exemplary diodes (red, blue and green) tefidrafter breakdown.

The fact that the new curves are uncorrelated to the old sreesansequence of the
physical effect behind the breakdown of the diodes. Ouranqtion of this mechanism
is the presence of a thin natural oxide film between the p- alagers, effectively re-
sulting in a p-i-n-structure. Such an additional i-layemlgbstrongly reduce the tunnel-
ing current in reverse direction (as observed by us), whibkravise had to be expected
to be high due to the large hole carrier concentration in thitB layers (up to 16°
cm~3) [16]. The assumption of an intermediate oxide layer istfertsupported by the
fact that diodes which were exposed to hydrofluoric acid (Ygor prior to the depo-
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sition of the ALILE layersdid not showcomparable rectification rates; the HF vapor
is known to remove Si-oxide, leading to a destruction of thesgible p-i-n -structure
[23]. The described voltage pulse in reverse direction sieply burns and removes
this i-layer.

This physical mechanism behind the erasure supports theityesf our construc-
tion, for the following reasons: First, the destruction loé tthin, irregular oxide film
cannot be reversed physically by Eve. Second, after the=daiger has been removed,
independent and secondary features of the structure dterthel (1) curve (whereby
their effect on the randomness of the curve is by far not asgtas the original configu-
ration, see Fig. 4). From knowing the new curves after breakglit is therefore impos-
sible to conclude backwards on the shape of the oridifid) curves before breakdown.

Finally, please note that the operational voltage for mesmant of the diodes in
the crossbar structure lies between -2V and +2V. The eraperation hence is just a
factor of around 2 away from the standard operation of thestrar. This is compatible
with the use of wires with finite current-carrying capacitfyich was indispensable to
enforce the slow read-out rate of the crossbar (see Sectjgege 11, and [15]).

7 Summary

We made the following contributions in this paper. First, eeserved a security prob-
lem in a recently published session key exchange protocdiuyys and Skoric [1],
which is based on Strong Physical Unclonable Functions €»U¥e cryptanalyzed the
protocol under the relatively mild presumptions that theeasary gains access to the
PUF twice, that she can eavesdrop the communication bettixeeimvolved parties,
and that no secret information can be stored on the card. gsusied earlier, these
presumptions are well-motivated, for example in the bankl saenario in which the
protocol had been proposed originally. Our attack has sev@nsequences for the se-
curity of the proposed bank card application. The noted ritgqoroblem seems to be
general, applying to any comparable session key excharsgel lwan Strong PUFs.

Second, we introduced a new PUF variant, so-called Eragalbfes, in order to
resolve the described security issue. These are specal3RUFs, with the additional
property that the information stored in single responsetheirs can be irreversibly
erased without changing any other response values. As wedrgurrently known PUF
architectures are unsuited to this end: They either are mmm@PUFs in the first place.
Or, they have many interplaying components, which prevérds a single response
can be changed without affecting the other responses. Tiee faoblem holds for alll
delay-based PUFs, but also for the current, optical impteat®ns of Reconfigurable
PUFs.

We therefore, thirdly, investigated new architectures ifoplementing Erasable
PUFs. We suggested the use of crossbar structures withrraydoystallized ALILE-
diodes. It was known from recent work [14] [15] [16] that su€mossbar PUFs” can act
as Strong PUFs with very high information content and dessind inherently slow
read-out speed. We now discussed how the information storbe ALILE-diodes of
the crossbar can be erased individually. Our erasure paeaks by applying a rela-
tively small threshold current to selected bit and worddinéthe crossbar. This induces
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a “breakdown” in the diode, as it burns intermediate oxideta. The process is irre-
versible, and transforms the individui|V') curve of any diode into an uncorrelated,
new one. The threshold current is low enough to be compatititethe finite current
carrying capacity of the crossbhar wires and the read-ouhar@sm of the crossbar ar-
ray. We supported our proposal by measurements on singte] atone ALILE-diodes
fabricated in our group. It had been shown in extensive strans in previous work
[15] that the behavior of such diodes scales to large diods/sr
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