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ABSTRACT. Nuclear inspections, for example as part of non-proliferation treaty safeguards and
arms control agreements, often involve compliance verification in sites to which inspectors have limited
access. Traditionally, this necessitates the irreversible transfer of inspector-provided sensor equipment
to the inspected parties prior to inspection. This can lead to competing interests between inspectors
and inspected parties, for example concerning the frequency or intrusiveness of onsite inspections, and
regarding the question of mutual trust in the sensor equipment. Meeting these requirements continues
to be a challenge. This paper develops a radically new approach to this problem based on the idea
of “Virtual Proofs of Reality.” Virtual Proofs offer a way to prove physical statements over insecure
communication channels between two parties in two separate locations. They do not require classical
tamper-resistant sensor hardware with cryptographic keys to this end, but rely on the use of Physical
Unclonable Functions (PUFs) in an interactive protocol instead. Among other things, this reduces
the necessary security assumptions on the sensor equipment, making secure sensor fabrication and
mutual trust in the equipment substantially easier. Our paper discusses two example Virtual Proofs

that appear particularly relevant in the context of nuclear safeguards and arms control.
Introduction

Onsite inspections are a key mechanism for nuclear verification. They play a critical
role in monitoring treaty compliance as well as deterring non-compliance. They are a
very intrusive mechanism, however, and can be expansive and logistically complex to
implement. This leads to competing interests between inspectors and inspected par-
ties during negotiations, for example concerning the frequency and intrusiveness of
inspections, which can eventually prevent or limit their implementation.! Furthermore,
inspections that involve physical measurements in sensitive locations or on military
sites require trusted sensor equipment. This can necessitate the irreversible transfer of
such equipment from the inspecting party to the inspected party prior to inspection.?
To reduce the frequency of inspections, both parties can agree on using unattended or



remote-monitoring sensors.® In both cases, sensor hardware and communication chan-
nels are assumed to be tamper resistant and trusted by the inspector to ensure that
data acquired are trustworthy.* Demonstrating these underlying security assumptions
continues to be a challenge.

Here, we propose a radically new approach to this problem that does not require clas-
sical tamper-resistant sensor hardware and cryptographic keys.> We rely instead on
the use of Physical Unclonable Functions (PUFSs) in interactive protocols where the
host is the prover and the inspector the verifier. Such security protocols, recently in-
troduced by Riithrmair et al..® are called “Virtual Proofs of Reality” (VPs). Virtual
proofs are a class of interactive proof systems that allow proving physical statements
over insecure communication channels between two parties in two separate locations
without using classical secret keys and tamper-resistant hardware. In the context of
nuclear safeguards and arms-control verification, they could provide a basis for con-
ducting challenge inspections from a distance, especially for in places where inspector
access is temporarily or permanently limited or impossible.

After introducing the general concept of Virtual Proofs, we present two concrete ap-
plications: First, as an example for a measurement of a physical observable, we discuss
a virtual proof of temperature (measured at a remote location) using a Bi-stable Ring
PUF (BR-PUF) based on a field programmable gate array (FPGA) following the work
of Rithrmair et al. (2015). Second, we introduce a new type of virtual proof that would
demonstrate the viability of the concept for nuclear radiation measurements. Specifi-
cally, as a proof-of-concept, we propose a virtual proof of neutron non-irradiation (or
absence of neutron irradiation) using non-electronic superheated emulsion detectors.
As we discuss these examples, we highlight the potential for practical applications of
virtual proofs in nuclear verification.

The Concept of Virtual Proofs’

In a VP, the prover and the verifier are located in two distinct physical systems S;
and S, respectively and can communicate over an abstract and ideal digital channel.
The prover in S; wants to prove a physical statement to the verifier in S;. Examples
of physical statements are the temperature or location of a physical object in .5;.

Like any other interactive proof system, a VP must be sound and complete. The sound-
ness and completeness properties guarantee that the verifier cannot be tricked into
accepting false statements (soundness) and that the prover will be able to convince
the verifier to accept true statements (completeness).® Some additional assumptions
about the physical systems can be made as well. For example, one can assume S; to be
“closed” such that the system has no possibilities of external physical exchanges other
than the communication channel.



Typically, a VP consists of two phases: a setup phase and a proof phase. The setup
phase can be either public or private with regard to the prover. Here, we restrict our
example to VPs with a private setup phase. In such a phase, the verifier prepares so-
called “witness objects” and used them to measure relevant physical properties, storing
privately the data obtained.

A particularly interesting class of witness objects for VPs are objects that behave as
physical unclonable functions (PUFs) and have output dependent upon some physical
quantities. A PUF is a partly disordered physical system that can be challenged with
external stimuli, or challenges C};, upon which it reacts producing responses R;. Con-
trary to standard digital systems, a PUF’s responses shall depend on the nanoscale
structural disorder present in it. It is assumed that this disorder cannot be cloned or
reproduced exactly, not even by the PUF’s original manufacturer, and that it is unique
to each PUF. This means that any PUF implements an individual function Fpyr map-
ping challenges C; to responses R;. The tuples (C;, R;) are called the challenge-response
pairs (CRPs) of the PUF. With such properties, PUFs are considered to be the physical
equivalent of one-way functions.” They are easy to evaluate but hard to predict, easy
to manufacture but almost impossible to duplicate.

During the setup phase of a PUF-based VP, the verifier prepares a list £ = (R;, C;, 0,)
of CRPs such that for a given value of a physical quantity ©; and a challenge C7 the
PUF response R’ is given by Rj = Fpyp(C}, ©;). Then, the witness objects are trans-
ferred to the prover’s system S; to be used in the proof. The objects do not contain
any cryptographic keys nor need to be assumed tamper-resistant in the classical sense.
The prover can open and inspect the objects. If the prover uses destructive measures
to do so, he will need to either physically clone or computationally simulate the wit-
ness object’s physical behaviors before the proof takes place. Both actions are hard to
implement when using PUFs. The prover can also attempt to evaluate Fpyr(C,6) for
all C' and 6. However, the space of possible CRPs can be made arbitrarily large using
adequate PUF's, preventing such an attack.

In the proof phase, the verifier and prover interact sequentially over the communication
channel using a challenge-response protocol to demonstrate the state of the witness
object in S;. In a PUF-based VP, the prover would first send the value of the physical
quantity to be proven, for example 6, to the verifier. The verifier would then look up
his CRP list £, identify ©; = 0, randomly pick ¢ and send the challenge ¢ = C; back
to the prover. After receiving ¢, the prover sends back r = Fpyp(c, ©;). Finally, if
r = R’ the verifier accepts the proof. The verifier removes the (C}, R%) pair from L.

In what follows, we turn our attention to two particular examples: first a VP of tem-
perature independently reproducing experimental results from Rithrmair et al. (2015),
then a virtual proof of neutron irradiation and its potential implementation that we
propose for the first time.



Virtual Proof of Temperature

In a VP of temperature, the prover wants to convince the verifier of the temperature
of a witness object in S;. Additional assumptions are needed for the proof to extend
to the temperature of the system itself or of any subsystem or objects in S7. This is an
example of how physical sensors can be used in a VP.

Concept. The proof follows the general interactive protocol for PUF-based VP pre-
sented in the previous section. The PUF is assumed to be temperature dependent such
that in the setup phase a challenge-response list £ can be constructed as above for a
set of discrete temperatures ©;. In the proof phase, the prover first claims that the
PUF is at temperature T' € O4,...,0;. Then, the proof continues at outlined in the
previous section. If the proof is repeated r times, the dimension of £ should at least
be of size O(kr).

Apparatus. We test the underlying physical assumptions of the proof by implement-
ing a BR-PUF!? on a Xilinx Artix-7 35T FPGA. BR-PUFs are based on inverter rings
consisting of inverter stages connected to one another. Each stage consists of two in-
verters and a pair of multiplexer and demultiplexer to select either of the inverters to
be connected in the inverter loop. Challenges consist in choosing which inverter should
be activated from each pair. Once the ring configuration is fixed, all connections are
pulled low and released from this unstable state. It then falls into one of its two possi-
ble stable states. For a ring of four inverters, these states are “0101” and “1010.” The
response of the PUF is not only challenge dependent but also temperature dependent
providing a basis for this VP. We implemented four 64-bit BR-PUFs and XOR their
responses in the FPGA. We use four 16 pins MCP23017 GPIO integrated circuits (ICs)
connected by an 12C bus to deliver the 64 bits challenges. A fifth GPIO IC controls the
FPGA and reads the response. The ICs are controled by an Adafruit FT232H Breakout
board, allowing a PC to communicate to the I2C bus via usb connection. The complete
apparatus is shown in figure 1. Python scripts are used to carry out the experiments.!

Experiment and results. We placed our FPGA board and a temperature sensor
inside a cooler. Once the initial temperature stabilized to ~ 12.5°C, we ran a list of
200 64-bits challenges repeatedly 2000 times and averaged a posteriori the results for
every 11 trials. The process of data collection lasted for about 20 hours, enough for
the cooler to slowly equilibrate with the room temperature of ~ 25°C. The results of
the challenges are presented in Figure 2. They show interesting behavior for the setup.
First, not all challenges yield stable results. These are represented by green dots in the
top left plot of figure 2. Second, most challenges are relatively uncorrelated and inde-
pendent of temperature. However the remaining show enough variation to distinguish
various discrete temperatures. For each temperature, it is possible to concatenate all
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Figure 1. Virtual proof of temperature experiments. a) Hardware set-up comprising a FPGA, GPIO
commands, 12C bus, USB to I12C and a temperature sensor. b) Schematic of the bi-stable ring physical
unclonable function used in the experiment and coded on the FPGA.

challenges response into a 200-bit string. We can then calculate the hamming distance
(HD) between the strings of any two temperatures. In figure 2, we show the HDs be-
tween six selected temperatures. We also show the intrinsic instability of our system
that we define as the HD between two neighboring challenge strings. Results show
that the instability is always smaller than the hamming distance between two of the

selected temperatures. These results are consistent with what was previously reported
by Rithrmair et al. (2015).



100

Challenge Number

o
=
i

t

q
i

25¢ 1 Correlation
20 B
15 E

— 12.5°C
&

Temperature (°C)

20.4°C
23.5°C

2 25.2°C
P --..--./A... - Le?| 25.7°C
< 3
..... _/—" == Stability
L Sekalle” 7
L L L

Trial Number

HD (%)

o N B oo ® o

Figure 2. Results of the VP of temperature experiments. Every trial consists of 11 separate runs of
200 challenges. The top left panel shows the outcome of all trials (black = “1”, white = “0” and green
“unstable”). The top right panel shows the correlation between each individual challenges behavior
and temperature change. The lower panel shows the hamming distances between the combined results
of 200 challenges at six selected temperatures as well as the instability of our system defined as the
hamming distance between two neighboring trials.

Virtual Proof of Neutron Non-Irradiation

The main objective of this project is to extend the concept of virtual proofs to the
realm of nuclear verification and, in particular, to show that it can be applied to
measurements of nuclear radiation, which are often central for inspections. Below, we
propose a virtual proof of neutron non-irradiation; this particular proof strictly serves
as a proof-of-concept and is not immediately meant to support or enable a particular
verification scenario.

In a VP of neutron non-irradiation, the prover wishes to demonstrate to the verifier
that a witness object has not been exposed to neutron radiation above a certain neutron
energy threshold. Additional assumptions, for example, about the witness object loca-
tion in S; could be used to demonstrate that neutron sources have not been removed



from a room or that no neutron sources have been introduced in a room—giving a basis
for the application of VPs to perimeter monitoring in arms control and disarmament
verification.

Concept. Choosing an appropriate witness object is crucial for this application. Here,
we propose to use superheated droplet neutron detectors as a non-integrated optical
PUFs (Figure 3). Optical PUFs are physically disordered media, typically a transpar-
ent object doped with scattering particles, which will produce a random and unique
speckle pattern when exposed to a coherent light source.!? Their security lies on the
complex light-scatterers interactions inside the PUF. Speckle pattern outputs depend
on the size and density of scatterers, the wavelength and diameter of the laser beam,
and the orientation and position of the PUF with respect to the laser beam. So far,
even sophisticated attacks based on machine learning algorithms have been unable to
predict the outputs of non-integrated optical PUF.*® Optical PUFs developed by San-
dia National Laboratories have been used as a way to uniquely identify tags and seals
used in safeguards and arms control applications.'?.

Superheated droplet neutron (or bubble) detectors have been used recently in the ex-
perimental demonstration of a physical zero-knowledge interactive proof for warhead
confirmation.'® They comprise standard glass vials filled with an emulsion of fluoro-
carbon superheated droplet suspended in an aqueous gel matrix.'® Typical detectors
have about 4000 droplets of 80-120 um diameter per cubic centimeter and a volume
of 8 cm3. The detectors are insensitive to incident neutrons with energies below a cer-
tain threshold depending on the droplet and gel composition. They are insensitive to
gamma radiation. When a metastable droplet vaporizes and explodes due to an ener-
getic enough neutron interaction, it expands into a stable bubble about six times larger
in diameter (~ 600 um). The detectors can be irradiated several times and record the
total fluence to which they are exposed.

Here we assume that the irradiation of a bubble detector with neutrons will modify the
internal structure of the detector significantly and affect the speckle pattern. As soon as
macroscopic bubbles are formed, the scattering property of the detector should change
because bubbles are much larger and in a different phase than droplets. Moreover, by
expanding, bubbles modify locally the distribution and locations of droplets.

Bubbles can be re-condensed by placing a detector in an isostatic pressure chamber at
500 psi for ~ 10 minutes. While recompression will remove the macroscopic bubbles,
it may or may not “re-initialize” the location of all droplets to their original positions
(before irradiation). We address this issue by irradiating the detector to preload them
with a small number of bubbles. If the prover tries to cheat and compress the detector,
he would need to re-create the same bubble configuration. Particle interaction being a
random process, the probability that for example the same five droplets out of 32,000
will expand again into the same bubbles is ~ 1/2.79 x 10%°. Bubble detectors are



sensitive to cosmic neutrons, an effect that could affect the measurements if detectors
are to be used for long periods of time. Experiments with our most sensitive detectors
showed that they accumulate on average ~ 2 bubbles per detector per day at room
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Figure 3. Concept of the virtual proof of neutron irradiation based on Pappu’s physical one-way
function. The superheated droplet detector behaves as an optical puf sensitive to neutrons. A laser
with wavelength A and beam diameter ¢) probes the detector at various height 2z and angle 6. The
resulting interference pattern is recorded with a CCD camera. A transform is applied to this image to
obtain a challenge response (bit string).

Protocol for VP of Neutron Non-Irradiation.

Setup phase:

e The verifier prepares a bubble detector based optical PUF, and preload it with some bubble.

e She determines a private CRP-list £ for the detector. For i = 1,...,n, she randomly chooses
challenges C; = (g;,6;), directs a laser beam at coordinate ¢; with angle 6;, and measures the
resulting optical responses R; behind the PUF.

e She transfers the detector to the prover.
Proof phase:

e The prover claims that the detector has not further been exposed to neutrons.

e For v =1,...,m, with m < n the verifier randomly selects (C,, R,,) pairs and send C,, = (g, 6,)
to the prover. For each C,, the prover directs the laser beam to the PUF according to (gy,0)
and send the resulting optical response R} back to verifier.

e If all R} = R,, the verifier accept the proof. She then removes the (C,, R,) pairs from the list
L.



Discussion. In theory, every unit volume of the size of the laser wavelength can have
an influence on the optical response such that a system using a 4 cm long and 1.6
cm diameter detector (standard vial) exposed to a 600 nm laser has O(10'%) available
challenges. A VP of neutron non-irradiation could have many interesting applications
such as perimeter monitoring for warheads dismantlement, naval fuel safeguards,'”,
plutonium objects or other neutron sources. It could also be used in combination with
other VPs such as the VP of distance based similarly on optical PUFs (Rithrmair et
al., 2015).

Conclusion and Future Work

Onsite inspections currently are a central element of nuclear safeguards and arms-
control verification. They remain important and are probably irreplaceable, also as
a confidence building measure for the parties to a treaty. There are many situations,
however, where onsite inspections are difficult or perhaps even impossible to implement
due to their intrusiveness and related security and safety concerns that a host party
might have. This aspect is particularly relevant in the context of nuclear arms-control
verification, especially for future treaties that might have to account for individual
nuclear warheads. In the process of inspecting them, highly classified information could
be placed at risk. The specter of highly intrusive onsite inspections could ultimately
even prevent further progress in this area should negotiating parties conclude that the
required tradeoffs (between treaty objectives and their verifiability) are not in their
interest.

To address these concerns, and as a complement to onsite inspections, we propose the
use of virtual proofs of reality for nuclear verification. These proofs could provide a
basis for conducting challenge inspections from a distance and are designed such that
the inspecting party does not lose trust in the remotely used measurement equipment,
i.e., inspectors remain confident in the authenticity of the transmitted data.

While the case study of neutron non-irradiation is meant to serve as a simple proof-of-
concept for the transferability of virtual proofs to the nuclear domain, there are many
possible applications for nuclear safeguards and verification, where remote inspections
could be useful. These includes chain-of-custody and other continuity-of-knowledge
applications, perimeter control, data commitment, and authentication of measurement
equipment. The concept could be particularly valuable for nuclear warhead verification
and stockpile monitoring, including for both items and bulk materials, e.g. military
fissile material stockpiles and naval fuel.

In the next phase of the project, we plan to demonstrate the virtual proof of neutron
non-irradiation experimentally and to examine the viability of other physical unclonable
functions, both electronic and non-electronic, for use in radiation measurements. In ad-
dition to standard gamma and neutron measurements, there could also be non-nuclear



techniques relevant for nuclear verification such as eddy-current measurements (for
chain-of-custody applications)® and unique identifiers using reflective particle tags.'
If demonstrated successfully, virtual proofs of reality could address some of the most
difficult remaining challenges for nuclear arms control and disarmament verification.
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