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Abstract

This thesis describ es v arious e�cien t arc hitectures for computation in Galois �elds

of the t yp e GF (2

k

). \E�cien t" refers to the fact that the arc hitectures require a small

n um b er of elemen tary gates that are logical AND and exclusiv e OR . It is exp ected that,

as a consequence, VLSI implemen tations of the arc hitectures lead to c hip designs whic h

consume less area. All arc hitectures are bit parallel, i.e. they apply only com binatorial

logic and do not con tain registers. This results in naturally fast arc hitectures. The w ork

fo cuses on the basic op erations: m ultiplication, constan t m ultiplication, and in v ersion.

The arc hitectures are based on algorithms whic h mak e extensiv e use of the decomp osition

of �elds GF (2

k

) in to GF ((2

n

)

m

), the latter of whic h will b e called c omp osite �elds .

Tw o e�cien t algorithms whic h are related to comp osite �elds are dev elop ed. One

algorithm �nds matrices whic h map binary �eld represen tation to comp osite �eld repre-

sen tations. The second algorithms p erforms a fast test to determine whether a p olynomial

o v er GF (2

n

) is primitiv e.

First, previous bit parallel arc hitectures o v er �elds GF (2

n

) and comp osite �elds are

review ed. W e commen t on some of the previous arc hitectures. A sub optim um algorithm

for constan t m ultiplication with a reduced n um b er of gates is in tro duced. A complete list

of optimized complexities for constan t m ultiplication in the �elds GF (2

k

), k � 8 is giv en

in the app endix.

A general arc hitecture for m ultiplication in comp osite �elds is dev elop ed based on

the Karatsuba-Ofman-Algorithm. The algorithm is closely in v estigated with resp ect to

a parallel hardw are implemen tation. It is sho wn that m ultiplication of t w o p olynomials

of degree less than m o v er GF (2

n

) is of order O (( nm )

log

2

3

). Through an exhaustiv e

searc h, primitiv e p olynomials are determined whic h p erform mo dulo reduction with lo w

complexit y . W e are able to giv e detailed descriptions of e�cien t parallel m ultipliers for

�eld orders � 2

32

.

It is sho wn that for certain �eld orders, a com bined optimization of the p olynomial

m ultiplication and mo dulo reduction further impro v es the gate coun t and the dela y of

m ultiplier arc hitectures. W e pro vide suitable �eld p olynomials and detailed descriptions

of corresp onding m ultipliers. The gate coun ts ac hiev ed for some �eld orders are the lo w est

ones rep orted in tec hnical literature.

A comparativ e syn thesis maps sev eral parallel m ultiplier arc hitectures to the gate-

arra y library of TC 160G family . It is found that the comparativ ely lo w gate coun t

of the arc hitectures o v er comp osite �elds can b e transformed to netlists of gate-arra ys.

W e conclude that the theoretical gate coun t is a v alid measure for the n um b er of gate

equiv alences of VLSI implemen tations if gate arra ys are used. A sp eed estimation of the

comp osite �eld m ultipliers results in a data throughput of up to 3.88 Gbit/sec.

An algorithm from Itoh and Tsujii for in v ersion o v er comp osite �elds is applied to

elemen ts in standard base represen tation. A relationship b et w een this algorithm and an

arc hitecture o v er to w er �elds prop osed b y Morii and Kasahara is dev elop ed. F or the �elds

GF (2

8

) and GF (2

16

) are, as an instance, arc hitectures for parallel in v erters with mo derate

gate coun t pro vided.
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A new concept for systems in v olving �nite �eld arithmetic is in tro duced. W e prop ose

a com bined soft w are/hardw are approac h whic h p ossesses the adv an tage of alterabilit y . As

an application, a comp osite �eld m ultiplier o v er GF (2

16

) is attac hed to a 16 bit DSP . The

external arithmetic enables the pro cessor to p erform general m ultiplication more than a

magnitude faster than in soft w are. W e implemen ted a shortened (10,8) Reed-Solomon

co de whic h allo ws deco ding at a sp eed of up to 1.9 Mbit/sec.
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Chapter 1

In tro duction

1.1 Motiv ation

The mathematical discipline, Algebra, includes the theory of �nite �elds. Its dev elopmen t

dates bac k in the early nineteen th cen tury , when Carl F riedric h Gau� and Ev ariste Galois

w ork ed on the general theory of �nite �elds. Previous w ork w as done b y Pierre de F ermat,

Leonhard Euler, Joseph-Louis Lagrange and Adrien-Marie Legendre. In honor of Ev ariste

Galois' fundamen tal w ork on the topic, �nite �elds are also referred to as Galois �elds .

The t w o names will b e used in terc hangeably . Galois �elds with q elemen ts are denoted as

GF ( q ).

Ov er the last thirt y y ears, Galois �elds ha v e gained wide spread tec hnical applications.

Areas where they ha v e applications are:

� Algebraic co des [Bla83 ] [ML85]

� Cryptographic sc hemes [vT88] [Sc h93 ]

� Digital signal pro cessing [Bla85 ] [McC79 ]

� Random n um b er generators [WP90 ]

� VLSI testing [GSB91]

The �rst t w o topics pla y an imp ortan t role in mo dern digital comm unication. Since there

is an increasing n um b er of applications of comm unication systems exp ected in the near

future | with increasing impacts on v arious asp ects of our so ciet y | w e will brie
y

explain the principals of these topics.

T ransmission of digital data and its storage is often accompanied b y the p ossibilit y of

corruption of data. The principal of channel c o ding is that redundancy is in tro duced to

the data b efore transmission or storage. Because of the extra information added, c hannel

co des are principally capable of determining whether and where errors ha v e o ccurred.

In particular, BCH co des

1

and their sub class of Reed-Solomon co des (RS co des) ha v e

1

BCH co des are named after their in v en tors, Bose, Chaudh uri, and Ho cquenghem.

1
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pro v ed to b e extremely useful in tec hnical comm unication systems. These co des require

arithmetic in Galois �elds. Most often, the use of �elds with c haracteristic t w o allo ws a

direct represen tation of binary data as �eld elemen ts. So far, RS co des tend to p erform

arithmetic in �elds GF (2

8

), while application of �elds up to GF (2

32

) seems promising for

to da y's applications, since computer busses wider than eigh t bit ha v e b ecome imp ortan t.

More ab out RS co des will b e said in Chapter 9.

T ec hnical comm unication systems are endangered b y the p ossibilit y of unauthorized

reading and falsi�cation of digital data. F or the increasing n um b er of applications of

digital comm unication in areas suc h as electronic banking, se curity asp ects will b ecome

a crucial issue. Sev eral cryptographic sc hemes are based on the assumed di�cult y of

the discrete logarithm problem in �nite groups or �nite �elds. Examples of suc h sc hemes,

whic h ha v e b een applied widely , are the Di�e-Hellman k ey-exc hange proto col [DH76] and

the ElGamal sc heme [ElG85 ]. A go o d o v erview on sc hemes applying �nite �eld arithmetic

can b e found in [Odl84 ]. The latest recommendations for suc h systems suggest arithmetic

in �elds of order 2

500

{2

1000

so that securit y is assured. These �eld sizes refer to 500{1000

bit arithmetic mo dules. Ho w ev er, it should b e k ept in mind that it is di�cult to predict

the securit y of cryptographic systems for the future, as can b e seen in the recen t attac k

on the RSA sc heme [Kol94 ].

Most arc hitectures to b e dev elop ed in this thesis will pro vide arc hitectures with w ork ed-

out examples for �elds up to an order of 2

32

. Ho w ev er, the theory pro vided allo ws gener-

alization to higher �eld orders, suc h as those needed for man y cryptographic applications.

1.2 Finite Field Arithmetic in Hardw are

It is often required that systems in v olving �nite �eld arithmetic are fast . An example

is c hannel co ding in high sp eed data transmission. In order to meet this requiremen t,

it migh t b e necessary to implemen t the mo dules pro viding Galois �eld arithmetic on a

semiconductor c hip. No w ada ys, hardw are implemen tation usually implies a realization

as a VLSI (V ery Large Scale In tegration) c hip. VLSI mo dules p erforming Galois �eld

arithmetic can roughly b e classi�ed in to bit parallel and bit serial arc hitectures. The

former one applies only com binatorial logic, the latter one also applies registers. Generally

sp eaking, there exist a time-space trade-o� b et w een the t w o t yp es. While bit parallel

arc hitectures tend to b e faster, bit serial arc hitectures generally require less area than

their parallel coun terparts whic h pro vide the same function. All arc hitectures treated in

this thesis are bit parallel. F or con v enience, the terms \bit parallel" and \parallel" will

b e used in terc hangeably .

There are sev eral asp ects to b e considered if VLSI arc hitectures are to b e ev aluated.

The most imp ortan t ones are:

� Space complexit y (c hip area requiremen t)

� Time complexit y (circuit dela y or p erformance)
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� Hierarc h y

� Regularit y

� Mo dularit y

The �rst t w o asp ects are unique measures for arc hitectures whic h ha v e b een imple-

men ted. The arc hitectures in v estigated in this thesis will b e measured using the or etic al

space and time complexities. The theoretical space complexit y is measured b y the n um-

b er of t w o input mo dulo 2 adders (logical exclusiv e OR , X OR ,) and the n um b er of t w o

input mo dulo 2 m ultipliers (logical AND .) The theoretical time complexities are de�ned

as the n um b er of gate dela ys whic h are con tained in the critical path. The arc hitectures

to b e dev elop ed in this thesis fo cus on a lo w gate coun t, although the time complexities

are also considered for most arc hitectures. Chapter 7 deals with the relationship b et w een

theoretical gate coun t and area requiremen ts of actual implemen tations.

The latter three asp ects in the list ab o v e are structural prop erties [WE92]. Hierarc h y is

understo o d as the rep eated division of a mo dule in to submo dules. This ev en tually results

in submo dules with a comprehensible complexit y . Regularit y refers to arc hitectures whic h

are comp osed of similar mo dules or submo dules. An example of regular structures are

arra y arc hitectures. Mo dularit y is a prop ert y of arc hitectures whose submo dules p ossess

wel l de�ne d functions and in terfaces. The arc hitectures o v er comp osite �elds GF ((2

n

)

m

),

to b e dev elop ed in this thesis, p ossess most of the structural prop erties. Subsection 5.5.2

discusses ho w the use of sub�elds GF (2

n

) results in naturally structured arc hitectures.

1.3 Thesis Outline

Chapter 2 pro vides the mathematics of �nite �elds whic h is relev an t to this thesis. A class

of extension �elds, referred to as comp osite �elds, whic h is crucial for most arc hitectures

dev elop ed in the subsequen t c hapters, is in tro duced. Tw o algorithms related to comp osite

�elds are dev elop ed. The �rst algorithm �nds linear mappings b et w een di�eren t �eld rep-

resen tations. The second one determines whether a p olynomial o v er GF (2

n

) is primitiv e.

In particular, these p olynomials can b e used to generate comp osite �elds.

Chapter 3 giv es an o v erview of previous bit parallel arc hitectures. The three classi-

cal t yp es of m ultipliers, those applying standard, dual, and normal base represen tation

of �eld elemen ts, are in tro duced. Expressions for their space complexities are deriv ed.

Some commen ts on Mastro vito's standard base m ultiplier and on Berlek amp's dual base

m ultiplier are giv en. Next, sev eral parallel m ultipliers and in v erters whic h op erate o v er

extension �elds of GF (2

n

) are in tro duced.

In Chapter 4, constan t m ultiplication o v er GF (2

n

) with reduced complexit y is dis-

cussed. A lo cally optim um algorithm is in tro duced. W e compare the optimized complex-

ities with the complexities of a straigh tforw ard approac h for �elds up to GF (2

16

). In

the app endix, complete tables with optimized complexities for constan t m ultiplication in

�elds up to GF (2

8

) are pro vided. The tables can b e directly used for the determination
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of the gate coun t of RS enco ders. Upp er b ounds for the space complexit y of constan t

m ultiplication in comp osite �elds are also dev elop ed.

In Chapter 5, a general metho d for e�cien t bit parallel m ultiplication in comp osite

�elds is dev elop ed. The metho d applies the Karatsuba-Ofman algorithm, whic h is dis-

cussed in detail. Through an exhaustiv e searc h, �eld p olynomials whic h allo w mo dulo

reduction with lo w complexit y are found. Detailed descriptions for m ultiplier arc hitec-

tures in comp osite �elds up to GF (2

32

) are pro vided.

Chapter 6 deriv es parallel m ultiplier arc hitectures for t w o classes of comp osite �elds,

namely GF ((2

n

)

2

) and GF ((2

n

)

4

). The t w o t yp es of arc hitectures are sp ecial cases of the

previously describ ed general metho d. By applying a com bined optimization of p olynomial

m ultiplication and mo dulo reduction, the space and time complexities can b e further

reduced.

In Chapter 7, the VLSI syn theses of v arious m ultipliers are compared with resp ect to

space and time complexities. The arc hitectures compared are standard, dual, and normal

base m ultipliers o v er GF (2

k

), and the comp osite �eld m ultipliers o v er GF ((2

n

)

m

). It is

found that the latter one p erforms b est for a gate arra y implemen tation with resp ect

to area requiremen t. An estimation of the data throughput of an arithmetic mo dule

con taining a comp osite �eld m ultiplier results in a maxim um of 3.88 Gbit/sec.

Chapter 6 applies an e�cien t algorithm from Itoh and Tsujii for computing the in v erse

o v er comp osite �elds to �elds represen ted in standard base. Expressions for the space

complexit y are deriv ed. A relationship to an arc hitecture o v er to w er �elds, i.e. m ultiple

�eld extensions of degree t w o, is dev elop ed. As examples, in v erters o v er the �elds GF (2

8

)

and GF (2

16

) are describ ed and their space complexities are determined. It is found that

implemen tation of parallel in v erters for these �elds are p ossible in terms of gate coun t.

In Chapter 9, a new concept for tec hnical systems in v olving Galois �eld arithmetic is

in tro duced. W e prop ose a com bined soft w are/hardw are approac h. A 16 bit Reed-Solomon

deco der is implemen ted on a digital signal pro cessor whic h accesses an external m ultiplier

o v er GF (2

16

). Using a shortened Reed-Solomon co de with co de parameters (10,8) and a

direct deco ding algorithm, a deco ding sp eed of up to 1.9 Mbit/sec b ecomes p ossible.



Chapter 2

Mathematical Bac kground and Tw o

Algorithms

2.1 Finite Fields

This section in tro duces the basic de�nitions and prop erties of �nite �elds whic h are rele-

v an t to the material treated later in this thesis. All statemen ts are giv en without pro of,

but it will alw a ys b e referred to the appropriate literature. Classically , b o oks whic h co v er

algebraic co ding also treat to some extend the mathematics of �nite �elds, as do, for

instance, the references [Ber68] [PW72] [Bla83 ] or [LC83]. The n um b er of mathematical

b o oks whic h are en tirely dev oted to �nite �elds is rather limited. Besides Lidl and Nieder-

reiter's thorough mathematical treatmen t of the matter in [LN83], there are McEliece's

b o ok [McE87 ] and, more recen tly , the references [BGM

+

93] and [Jun93].

2.1.1 Basic Prop erties

W e start with the de�nition of a fundamen tal algebraic structure whic h is called gr oup .

Its basic prop ert y is that it assigns to a pair of elemen ts of a set a third elemen t of the

same set b y applying one op eration, denoted as � .

De�nition 1 A set G to gether with a binary op er ation G � G ! G is c al le d a group if

the fol lowing c onditions ar e satis�e d:

� The binary op er ation is asso ciativ e : ( a � b ) � c = a � ( b � c ) , for al l a; b; c 2 G .

� Ther e is an iden tit y element e 2 G such that a � e = e � a = a , for al l a 2 G .

� F or any element a 2 G , ther e exists an in v erse element a

0

2 G such that a � a

0

=

a

0

� a = e .

If a group satis�es additionally the condition that a � b = b � a , for all a; b 2 G , the group

is said to b e c ommutative or ab elian .

5
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No w w e are in the p osition to de�ne the algebraic structure �eld .

De�nition 2 [LC83 ] L et F b e a set of elements on which two binary op er ations, c al le d

addition \ + " and multiplic ation \ � ", ar e de�ne d. The set F to gether with the two binary

op er ations + and � is a �eld if the fol lowing c onditions ar e satis�e d:

� F is a c ommutative gr oup under addition + . The identity element with r esp e ct to

addition is c al le d the zero element or the additive identity of F and is denote d by 0.

� The set of nonzer o elements in F is a c ommutative gr oup under multiplic ation � .

The identity element with r esp e ct to multiplic ation is c al le d the unit element or the

multiplic ative identity of F and is denote d by 1.

� Multiplic ation is distributiv e over addition; that is, for any thr e e elements a; b; and

c in F : a � ( b + c ) = a � b + a � c .

There are �elds with a �nite n um b er of elemen ts whic h will b e called �nite or Galois

�elds. Suc h �elds with q elemen ts will b e denoted b y GF ( q ). In the remainder of the

thesis, only �nite �elds will b e considered.

De�nition 3 The order of a �eld is the numb er of its elements.

Theorem 1 [McE87] The or der q of a �eld must b e a p ower of a prime: q = p

m

, p prime.

Theorem 2 [McE87] Ther e exists a unique �eld of or der p

m

, for any prime p and any

p ositive inte ger m .

De�nition 4 The smal lest p ositive inte ger � for which

P

�

i =1

1 = 0 in a �eld, is c al le d the

�eld's c haracteristic .

All arc hitectures in this thesis are based on Galois �elds of c haracteristic t w o. An in ter-

esting consequence, whic h follo ws directly from the c haracteristic t w o prop ert y , is that

ev ery elemen t a is its o wn additiv e in v erse whic h leads to: b � a = b + a .

De�nition 5 L et a b e an element of GF ( q ) . The smal lest p ositive inte ger s for which

a

s

= 1 is c al le d the order of the element.

De�nition 6 Elements which have (maximum) or der s = q � 1 ar e c al le d primitiv e

elemen ts

1

.

It can b e sho wn that elemen ts with maxim um order exist for ev ery �nite �eld. Primitiv e

elemen ts � and their p o w ers generate the en tire m ultiplicativ e group f 1 ; �

2

; �

3

; : : : ; �

q � 2

g

of a �eld. This p o w er represen tation will b e often used in this thesis in order to refer to

�eld elemen ts.

Theorem 3 [LC83 ] L et a b e a nonzer o element of a �nite �eld GF ( q ) . Then a

q � 1

= 1 .

Man y �nite �eld arc hitectures for in v ersion are based on this theorem, since it follo ws

immediately that a a

q � 2

= 1 and th us a

� 1

= a

q � 2

.

1

There is some confusion in the literature ab out the terminology for these elemen ts. Some b o oks refer

to them as \primitiv e elemen ts", whereas they are some times referred to as \primitiv e ro ots."
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2.1.2 P olynomials and Extension Fields

This subsection describ es some prop erties of p olynomials o v er �nite �elds. The imp ortan t

principle of extensions of �nite �elds will also b e in tro duced. A sp ecial t yp e of extension

�elds, named c omp osite �elds , will b e de�ned.

A p olynomial A ( x ) = a

m

x

m

+ a

m � 1

x

m � 1

+ � � � + a

0

whose co e�cien ts a

i

are elemen ts

of a �eld GF ( q ), is said to b e a \p olynomial o v er GF ( q )." A p olynomial is monic if its

highest co e�cien t a

m

is one.

De�nition 7 [LC83 ] A p olynomial A ( x ) is irr e ducible over GF ( q ) if A ( x ) is only divisible

by c or by c A ( x ) wher e c 2 GF ( q ) .

In the sequel, \ a j b " denotes \ a divides b ," where a and b can either b e n um b ers or

p olynomials.

De�nition 8 L et P ( x ) b e a p olynomial of de gr e e m over GF ( q ) with P (0) 6= 0 . The

smal lest p ositive inte ger s for which P ( x ) j ( x

s

� 1) is c al le d the order of P ( x ) .

Theorem 4 [LN83] The or der s of every irr e ducible p olynomial of de gr e e m over GF ( q )

ful�l ls the c ondition: s j ( q

m

� 1) .

A consequence of the last theorem is that the maxim um p ossible order of an irreducible

p olynomial is s = ( q

m

� 1).

De�nition 9 A monic p olynomial of de gr e e m with maximum or der s = ( q

m

� 1) is said

to b e a primitiv e p olynomial .

It can b e sho wn that primitiv e p olynomials of degree m o v er GF ( q ) exist for an y �eld

GF ( q ). Maxim um order p olynomials are of ma jor imp ortance for the remainder of this

thesis.

An irreducible p olynomial P ( x ) of degree m o v er GF ( q ) can b e used to construct an

extension �eld of GF ( q ). The extension �eld is of order q

m

and is denoted b y GF ( q

m

).

The �eld GF ( q ) is then a sub�eld of GF ( q

m

) [McE87 ]. All q

m

elemen ts of the extension

�eld can b e represen ted as p olynomials with a maxim um degree of m � 1 o v er GF ( q ).

These q

m

p olynomials are the residue classes mo dulo P ( x ) of all p olynomials o v er GF ( q ).

Hence the p olynomial P ( x ) determines the algorithms for the arithmetic op erations in

the �eld.

Theorem 5 [LN83] If a is an element of the �nite �eld GF ( q

m

) , the element

a

q

m

� 1

q � 1

is in the sub�eld GF ( q ) .
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De�nition 10 The trace T r ( a ) of an element a 2 GF ( q

m

) r elative to the sub�eld GF ( q )

is de�ne d by:

T r ( a ) = a + a

q

+ a

q

2

+ � � � + a

q

m � 1

It can b e sho wn that T r( a ) 2 GF ( q ).

In the follo wing, a term in tro duced b y Green and T a ylor [GT74] will b e adopted for

denoting a certain t yp e of extension �elds of c haracteristic t w o:

De�nition 11 We c al l two p airs f GF (2

n

) ; Q ( y ) = y

n

+

P

n � 1

i =0

q

i

y

i

g and f GF ((2

n

)

m

) ; P ( x ) =

x

m

+

P

m � 1

i =0

p

i

x

i

g a comp osite �eld if

� GF (2

n

) is c onstructe d fr om GF (2) by Q ( y ) ,

� GF ((2

n

)

m

) is c onstructe d fr om GF (2

n

) by P ( x ) .

Comp osite �elds wil l b e denote d by GF ((2

n

)

m

) .

A comp osite �eld GF ((2

n

)

m

) is isomorphic to the �eld GF (2

k

), k = nm , in a mathematical

sense [LN83]. Ho w ev er, although t w o �elds of order 2

nm

are isomorphic, their algorithmic

complexit y with resp ect to the �eld op erations addition and m ultiplication ma y di�er

and dep ends on the c hoice of n and m and on the p olynomials Q ( y ) and P ( x ). The

in tro duction of comp osite �elds for arithmetic in �elds of order 2

nm

will b e crucial for the

arc hitectures to b e dev elop ed in this thesis.

In the sequel, a ro ot of Q ( y ) will b e denoted as ! , a ro ot of P ( x ) will b e denoted as � .

Assuming that b oth p olynomials are primitiv e, the elemen ts of the ground �eld GF (2

n

)

can b e represen ted b y f 0 ; 1 ; ! ; !

2

; : : : ; !

2

n

� 2

g , and the elemen ts of the comp osite �eld can

b e represen ted b y f 0 ; 1 ; � ; �

2

; : : : ; �

2

nm

� 2

g

2.1.3 Bases of Finite Fields

Although, in principle, there exist man y di�eren t bases for represen ting elemen ts of a

Galois �eld, there are three bases whic h are of ma jor imp ortance from a tec hnical p oin t

of view. This subsection pro vides the formal de�nition of the three bases, whic h are

standard, normal, and dual base. Their application to arithmetic arc hitectures will b e

treated in Section 3.1.

An extension GF ( q

m

) of the the �eld GF ( q ) can b e view ed as as m -dimensional v ector

space o v er GF ( q ). Eac h elemen t of GF ( q

m

) can b e represen ted as a linear com bination of

the m elemen ts of the base f �

0

; �

1

; : : : ; �

m � 1

g . The co e�cien ts of the linear com bination

are elemen ts of the �eld GF ( q ).

De�nition 12 The set

f 1 ; � ; �

2

; : : : ; �

m � 1

g ;

wher e � is a r o ot of the irr e ducible p olynomial P ( x ) of de gr e e m over GF ( q ) , is c al le d

standard (or canonical or p olynomial ) base .
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This base is directly related to the represen tation of �eld elemen ts as p olynomials, as

w as stated in the previous subsection. In this case, a �eld elemen t A is represen ted b y

the p olynomial A ( x ) = a

0

+ a

1

x + a

2

x

2

+ � � � + a

m � 1

x

m � 1

, and eac h elemen t represen ts a

residue class mo dulo P ( x ). Since � is a ro ot of P ( x ), the p olynomial represen tation A ( x )

is equiv alen t to A ( � ) = a

0

+ a

1

� + a

2

�

2

+ � � � + a

m � 1

�

m � 1

.

De�nition 13 The set

f � ; �

q

; �

q

2

; : : : ; �

q

m � 1

g ;

wher e � is r o ot of the irr e ducible p olynomial P ( x ) of de gr e e m over GF ( q ) , is c al le d normal

base if the m elements ar e line arly indep endent.

It can b e sho wn that normal bases exist for all Galois �elds. The normal base represen ta-

tion is esp ecially attractiv e for certain applications whic h in v olv e exp onen tiation in �nite

�elds, b ecause raising to the q th p o w er is simply a cyclic shift.

De�nition 14 L et B = f �

0

; �

1

; : : : ; �

m � 1

g b e a b ase of GF ( q

m

) . The dual base

f 


0

; 


1

; : : : ; 


m � 1

g of B is a b ase satisfying:

T r ( �

i




j

) =

(

1 ; if i = j

0 ; if i 6= j :

It can b e sho wn that there exists a dual base for ev ery base.

2.2 Mapping b et w een Binary and Comp osite Field

Represen tations

This section describ es an algorithm whic h determines a binary matrix that de�nes the

isomorphic mapping b et w een the �eld represen tations GF (2

k

) and GF ((2

n

)

m

) with k =

nm . The algorithm w as dev elop ed in co op eration with the Num b er Theory and Algebra

Group at the Institute for Exp erimen tal Mathematics. The mapping migh t b e imp ortan t

in an application of comp osite �elds, where comp osite �eld arithmetic mo dules ha v e an

in terface to mo dules that op erate with a binary standard base represen tation. In this

case, simply a linear mapping at the input and output of the comp osite �eld mo dule

has to b e p erformed. A p ossible scenario is, for instance, a Reed-Solomon deco der c hip

based on comp osite �eld arithmetic whic h deco des sym b ols generated b y an enco der that

uses a binary �eld p olynomial for its arithmetic. In the follo wing it is understo o d that

there exists only one �eld of order 2

k

, and that the term \di�eren t" refers to di�eren t

represen tations of elemen ts rather than to di�eren t �elds. The mapping to b e dev elop ed

assumes a standard base represen tation of b oth �eld elemen ts.

Our goal is the determination of a binary matrix T of size ( k � k ) whic h p erforms

an isomorphic mapping of �eld elemen ts represen ted with resp ect to GF (2

k

) to elemen ts
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represen ted with resp ect to GF ((2

n

)

m

). The in v erse of T , denoted b y T

� 1

, will p erform

the mapping in the other direction. Ho w ev er, the algorithm can b e applied in a straigh t-

forw ard manner for the determination of other �eld mappings as w ell, e.g. b et w een t w o

isomorphic �elds giv en b y di�eren t binary �eld p olynomials. In the sequel, w e will assume

that all �eld p olynomials are primitiv e, i.e. they ha v e maxim um order.

First, w e will pro vide some notations. Arithmetic in GF ((2

n

)

m

) is p erformed mo dulo

the t w o �eld generators Q ( y ) and P ( x ). Q ( y ) is a binary p olynomial whic h generates the

sub�eld GF (2

n

):

Q ( y ) = y

n

+ q

n � 1

y

n � 1

+ � � � + q

1

y + 1 ; q

i

2 GF (2) :

P ( x ) is a p olynomial o v er GF (2

n

), whic h generates the comp osite �eld represen tation

GF ((2

n

)

m

):

P ( x ) = x

m

+ p

m � 1

x

m � 1

+ � � � + p

1

x + p

0

; p

i

2 GF (2

n

) :

A primitiv e elemen t in GF ((2

n

)

m

) whic h is a ro ot of P ( x ) will b e denoted � : P ( � ) = 0.

A primitiv e elemen t in GF (2

n

) will b e denoted as ! , where Q ( ! ) = 0. Ev ery elemen t A

is represen ted as a v ector with m comp onen ts from GF (2

n

), while ev ery v ector elemen t

is itself a binary n v ector:

A = ( a

m � 1

; a

m � 2

; : : : ; a

0

) ; a

i

2 GF (2

n

)

= (( a

m � 1 ;n � 1

; a

m � 1 ;n � 2

; : : : ; a

m � 1 ; 0

) ; ( a

m � 2 ;n � 1

; a

m � 2 ;n � 2

; : : : ; a

m � 2 ; 0

) ; : : : ;

( a

0 ;n � 1

; a

0 ;n � 2

; : : : ; a

0 ; 0

)) ; a

ij

2 GF (2) : (2.1)

Equation (2.1) sho ws that A is also represen ted b y a binary nm = k v ector. In particular,

this is ho w all elemen ts from GF ((2

n

)

m

) are represen ted in actual digital systems, suc h

as VLSI c hips.

Arithmetic in GF (2

k

) is p erformed mo dulo the binary �eld p olynomial R ( z ) of the

follo wing form:

R ( z ) = z

k

+ r

k � 1

z

k � 1

+ � � � + r

1

z + 1 ; r

i

2 GF (2) :

Let � b e a ro ot of R ( z ) and B

2

= ( �

k � 1

; �

k � 2

; : : : ; � ; 1) is the standard base with whic h

the elemen ts of GF (2

k

) are represen ted. Eac h elemen t of GF (2

k

) is th us represen ted as

a binary k v ector, denoting a linear com bination of the base elemen ts.

In order to construct the isomorphic mapping, w e are lo oking for k base elemen ts

represen ted with resp ect to GF ((2

n

)

m

), to whic h the k base elemen ts from B

2

are to

b e mapp ed. Clearly , the \one" elemen t is mapp ed to the \one" elemen t. The primitiv e

base elemen t � m ust b e mapp ed to a primitiv e elemen t �

t

, the base elemen t �

2

m ust b e

mapp ed to �

2 t

, and so on:

T �

i

= �

it

; i = 0 ; 1 ; : : : ; k � 1

W e are no w left with the determination of the exp onen t t . The mapping b et w een

the t w o �eld represen tation m ust b e homomorphic with resp ect to b oth �eld op erations,
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addition and m ultiplication. In order to assure that the mapping is homomorphic with

resp ect to m ultiplication, it is not su�cien t to map � to just an y primitiv e elemen t �

t

.

The condition is rather that

R ( �

t

) = 0 (mo d Q ( y ) ; P ( x )) : (2.2)

There will b e exactly k primitiv e elemen ts whic h ful�ll this condition, namely �

t

and its

k � 1 conjugates �

t 2

j

, j = 1 ; 2 ; : : : ; k � 1. The exp onen ts t 2

j

are computed mo dulo 2

k

� 1.

In the follo wing the algorithm will b e stated.

1. (Initialization) Let � b e the primitiv e elemen t in GF ((2

n

)

m

) for whic h P ( � ) = 0.

Set t := 1. Prepare a list with 2

k

� 1 addresses and memory for one binary en try

p er address. En ter the v ector (0 ; 0 ; : : : ; 0 ; 1) in to the righ tmost column of T . This

pro vides a mapping of the one elemen t to the one elemen t.

2. Compute R ( �

t

) (mo d Q ( y ) ; P ( x )). If the result is zero, the elemen t is found; goto

Step 7.

3. Neither �

t

nor the conjugates �

t 2

j

, j = 1 ; 2 ; : : : ; k � 1 are the elemen ts to whic h

� is mapp ed. Therefore en ter zeros in the list at addresses t 2

j

(mo d 2

k

� 1),

j = 0 ; 1 ; 2 ; : : : ; k � 1.

4. Set t := t + 1. If the list already has a zero en try at address t , goto Step 4 (i.e.

rep eat this step un til an address t is found whic h do es not ha v e an en try .)

5. Chec k if �

t

is primitiv e elemen t b y computing GCD( t; 2

k

� 1). If it is not primitiv e,

goto Step 4.

6. Goto Step 2.

7. En ter the binary v ector represen tation (2.1) of �

t

in to the second righ tmost column

of T . In to the next column on the righ t hand side, the binary v ector represen tation

of �

2 t

is en tered, in to the next �

3 t

, and so on un til �

( k � 1) t

is en tered in to the leftmost

column.

Before w e commen t on the p erformance of the algorithm, an example is giv en.

Example. W e consider the t w o �eld represen tation GF (2

8

) and GF ((2

4

)

2

). The

�eld p olynomial of GF (2

8

) is R ( z ) = z

8

+ z

4

+ z

3

+ z

2

+ 1. W e denote the ro ot of R

with � : R ( � ) = 0. The represen tation GF ((2

4

)

2

) is generated b y Q ( y ) = y

4

+ y + 1

and P ( x ) = x

2

+ x + !

14

, where Q ( ! ) = 0 and P ( � ) = 0.

W e start b y computing R ( � ):

R ( � ) = �

8

+ �

4

+ �

3

+ �

2

+ 1 = !

14

� + !

12

6= 0

It should b e stressed that all arithmetic is p erformed according to the rules of

the comp osite �eld represen tation. W e see that neither � nor its conjugates �

j

,
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j = 2 ; 4 ; 8 ; 16 ; 32 ; 64 ; 1 28 are elemen ts to whic h � is mapp ed. Appropriate en tries in

the list are made.

The next elemen t to b e c hec k ed is �

7

(w e kno w from the list that �

t

, t =

2 ; 4 do not ha v e to b e tested, and the elemen ts t = 3 ; 5 ; 6 are not primitiv e.)

One obtains R ( �

7

) = !

11

6= 0. Again, w e mak e en tries in the list at addresses

7 ; 14 ; 28 ; 56 ; 112 ; 1 31 ; 1 93 ; 22 4.

The �rst elemen t whic h ful�lls condition (2.2) is �

37

, i.e. R ( �

37

) = 0. No w the

base elemen t � is mapp ed to �

37

, base elemen t �

2

to �

74

, base elemen t �

3

to �

111

,

and so on. The last pair to b e mapp ed is base elemen t �

7

to �

4

. W e compute the

binary represen tation of the �

i

with resp ect to the �eld GF ((2

4

)

2

). F or instance,

for the elemen t �

37

w e obtain:

�

37

= ! � + !

12

= (0010 1111) :

All 7 binary represen tation are en tered in to the matrix from righ t to left, whic h

yields the transformation matrix.

T =

0

B

B

B

B

B

B

B

B

B

B

B

B

@

0 0 1 0 0 0 0 0

0 1 1 0 0 1 0 0

0 0 0 1 1 0 1 0

1 0 0 1 0 0 0 0

0 0 1 0 0 1 1 0

1 0 0 1 1 0 1 0

0 0 1 0 0 0 1 0

0 0 0 0 1 0 1 1

1

C

C

C

C

C

C

C

C

C

C

C

C

A

Ev ery elemen t E represen ted with resp ect to GF (2

8

) can no w b e mapp ed to a repre-

sen tation with resp ect GF ((2

4

)

2

) through E

0

= T E . The mapping is homomorphic

to all �eld op erations. The in v erse mapping, i.e. from a GF ((2

4

)

2

) represen tation

to a GF (2

8

) represen tation, is p erformed through T 's in v erse.

The algorithm has the structure of an exhaustiv e searc h through all 2

k

� 1 elemen ts of

the m ultiplicativ e group of GF (2

k

). Ho w ev er, b y applying a list with the conjugates of the

elemen ts already c hec k ed, the computation is reduced b y the factor k . The most costly

op eration in ev ery step is the ev aluation R ( �

t

). If only these ev aluations are considered,

the algorithm has a complexit y of order

O

 

�(2

k

� 1)

k

!

� O

 

2

k

� 1

k

!

;

where �( � ) denotes the Euler function.

It should b e noted that there are alw a ys k di�eren t transformation matrices with

corresp onding in v erse matrices. The matrices are computed from the �rst elemen t found

and its k � 1 conjugates, resp ectiv ely . In the example ab o v e, it is also p ossible to p erform

homomorphic mappings from � to �

t

, t = 41 ; 73 ; 74 ; 82 ; 146 ; 148 ; 164. These are the 7

conjugates of �

37

. In actual implemen tations it migh t b e adv an tageous to c ho ose the

transformation matrix with the smallest n um b er of en tries.
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2.3 An E�cien t T est on Primitivit y

The goal of this section, is the dev elopmen t of a fast algorithm whic h tells whether a

monic p olynomial of degree m o v er GF (2

n

) is primitiv e. In the sequel, w e presen t an

implemen tation dev elop ed together with the Num b er Theory group at the Institute for

Exp erimen tal Mathematics

2

. P olynomials whic h pass the test can b e used for constructing

comp osite �elds. The algorithm w as �rst in tro duced b y Alanen and Kn uth in their 1964

pap er [AK64]. The v ersion describ ed here also includes a considerable sp eed impro v emen t

suggested in App endix 2 of the reference.

By de�nition, a p olynomial P ( x ) o v er GF (2

n

) of degree m is said to b e primitiv e if

it is irreducible o v er GF (2

n

) and if it has the maxim um order, in our case 2

nm

� 1. The

order of P ( x ) is de�ned as the smallest in teger s suc h that x

s

� 1 � 0 mo d P ( x ). Next,

t w o results from [AK64] are sligh tly mo di�ed in order to matc h the �nite �elds considered

in this thesis.

Theorem 6 (Lemma 1 in [AK64]) If a monic p olynomial of de gr e e m over GF (2

n

) has

or der s = 2

nm

� 1 , it is primitive (no test for irr e ducibility ne c essary.)

The follo wing pro of for the theorem is di�eren t from the original one:

Pro of. W e consider the ring R of p olynomials in x o v er GF (2

n

) consisting

of the residue classes mo dulo P ( x ). The ring has exactly 2

nm

elemen ts (residue

classes.) On the other hand, the elemen ts f 1 ; x; x

2

; : : : ; x

s � 1

g , s := 2

nm

�

1, are all distinct mo dulo P ( x ), therefore b elonging to s di�eren t residue

classes. Including the residue class con taining the zero elemen t, the elemen ts

f 0 ; 1 ; x; x

2

; : : : ; x

s � 1

g are a complete set of represen tativ es of all residue classes

of R . Since x

s

� 1 mo d P ( x ), w e ha v e x

k

x

s � k

� 1 mo d P ( x ) for all 0 � k <

s . This means that ev ery elemen t x

k

has a m ultiplicativ e in v erse mo d P ( x ).

Hence R is also a �eld. Since there is only one suc h �eld, P ( x ) is �eld generator

and in particular irreducible. �

Theorem 7 (Theorem in [AK64]) The c onstant c o e�cient p

0

of a primitive p olynomial

of de gr e e m over GF (2

n

) is a primitive r o ot (i.e. an element with or der 2

n

� 1 ) in the

gr ound �eld GF (2

n

) .

Pro of. The m ro ots of ev ery primitiv e p olynomial P ( x ) are a primitiv e

ro ot � from the extension �eld GF ((2

n

)

m

) and its m � 1 (primitiv e) conju-

gates:

P ( x ) = ( x � � )( x � �

2

n

)( x � �

2

2 n

) � � � ( x � �

2

( m � 1) n

) :

Hence, the constan t co e�cien t can b e written as:

p

0

=

m � 1

Y

i =0

�

2

i n

= �

e

2

Sp ecial thanks to Dr. W olfgang Happle for his supp ort
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with

e =

2

nm

� 1

2

n

� 1

:

F or ev ery elemen t � 2 GF ((2

n

)

m

), �

e

is elemen t of GF (2

n

) [LN83]. Moreo v er,

if � has maxim um order 2

nm

� 1 in the extension �eld, �

e

has order (2

nm

�

1) =e = 2

n

� 1, whic h is maxim um order in the ground �eld. �

F or the test pro cedure w e tak e adv an tage of the fact that a p olynomial whic h divides

x

s

� 1 ; s in teger , has an order o with either o = s or with o j s; o < s . W e are no w able

to state a fairly e�cien t algorithm for testing a p olynomial P ( x ).

1. Compute 2

nm

� 1 and its r maxim um divisors d

i

, i = 1 ; 2 ; : : : ; r .

2. Chec k if either x = 1 is a ro ot or if p

0

is not a primitiv e ro ot in GF (2

n

) (trivial

c hec ks.) If so, the p olynomial is not primitiv e.

3. Chec k if x

2

nm

� 1

� 1 mo d P ( x ). If not, the p olynomial is not primitiv e. Otherwise

P ( x ) is a candidate.

4. Chec k if x

d

i

� 1 mo d P ( x ), i = 1 ; 2 ; : : : ; r . If this is ful�lled for an y i , P ( x ) has an

order less than 2

nm

� 1 and is th us not primitiv e. On the con trary , if non of the d

i

satis�es the condition, the p olynomial is in fact primitiv e.

By using maxim um divisors in Step 4 all p ossible orders less than 2

nm

� 1 are c hec k ed.

In order to obtain the maxim um divisors in Step 1, the factorization of 2

nm

� 1 m ust

b e kno wn. F ortunately , the n um b ers 2

k

� 1 are w ell studied, suc h that the factorization

ev en for v alues k � 2

10

can b e calculated [Rie85 ]. It should b e noted that the tests

x

s

� 1 mo d P ( x ) are basically exp onen tiations mo dulo a p olynomial. Since the v alues

of s are rather large, the algorithm implemen ted uses the \binary metho d" [Kn u81] of

rep eated m ultiplying and squaring whic h can b e applied v ery elegan tly to op erations in

�elds of c haracteristic t w o. The complexit y of a test is th us of O (log( nm )).

Example. W e consider the �eld GF ((2

4

)

4

) with Q ( y ) = y

4

+ y + 1. The factor-

ization of the �eld order min us one is: 2

16

� 1 = 257 � 17 � 5 � 3. The corresp onding r = 4

maxim um divisors are: d

1

= 255 ; d

2

= 385 ; d

3

= 13107 ; d

4

= 21845. The �(15) = 8

primitiv e ro ots of the ground �eld are: f ! ; !

2

; !

4

; !

7

; !

8

; !

11

; !

13

; !

14

g . W e im-

plemen ted an exhaustiv e searc h algorithm in C, accessing a self written C-library

pro viding Galois �eld arithmetic. The searc h determined all primitiv e p olynomials.

Running the algorithm on an IBM RS6000/580, the searc h w as p erformed in 57 sec.

There w ere 2

16

� 1 = 65535 p olynomials tested of whic h

1

4

�(2

16

� 1) = 8192 w ere

found to b e primitiv e.



Chapter 3

Previous Bit P arallel Arc hitectures

3.1 T raditional Multipliers

In this section three di�eren t approac hes for bit parallel m ultipliers are in tro duced. Since

this c hapter, as w ell as the en tire thesis, is restricted to bit parallel arc hitectures, the terms

\bit parallel m ultiplier" and \m ultiplier" will b e used in terc hangeably for con v enience.

The expression \traditional m ultiplier" heading this section is a somewhat informal name

for a class of Galois �eld m ultipliers de�ned b y the author. W e understand it as a class

of parallel arc hitectures with the follo wing prop erties:

1. The m ultipliers do not op erate o v er extension �elds of GF (2

n

).

2. The space complexit y of the m ultipliers is lo w er b ounded b y a total of 2 n

2

� 1 gates

( AND + X OR ).

The v ast ma jorit y of the parallel m ultipliers prop osed in tec hnical literature, starting

with the early pap er of Bartee and Sc hneider in 1963 [BS63], p ossesses b oth prop erties.

Since the few publications ab out arc hitectures using �eld extension tend to b e recen t,

w e hop e that the name \traditional" is meaningful to the reader. Ho w ev er, there are

man y new publications, often with imp ortan t results, that describ e arc hitectures whic h

are \traditional" according to our classi�cation; w e certainly do not in tend to consider

these arc hitectures to b e old-fashion or inferior.

In the sequel w e in tro duce three di�eren t approac hes for traditional parallel m ultipli-

ers. Eac h arc hitecture uses a di�eren t base for the represen tation of its op erands. The

three bases used | standard (SB), dual (DB), and normal base (NB) | lead to quite

di�eren t arc hitectures. Whereas the t w o latter ones will b e explained more generally , the

SB m ultiplier prop osed b y Mastro vito [Mas89] [Mas91 ] will b e studied thoroughly . W e

will also commen t on it, extending previous kno wledge. A mo di�ed v ersion of the DB

m ultiplier will b e in tro duced as w ell.

Chapter 7 will sho w the results of a gate arra y syn thesis of the three traditional

m ultipliers compared to the arc hitectures dev elop ed in this thesis.

15
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3.1.1 Mastro vito's Standard Base Multiplier

Arc hitecture and Complexit y

In this section an arc hitecture for the m ultiplication of �eld elemen ts giv en in standard

base, in tro duced b y Mastro vito in [Mas89] and [Mas91 ], will b e dev elop ed. There are

sev eral reasons for c ho osing this arc hitecture as a represen tativ e for standard base m ulti-

pliers. First, it has one of the lo w est gate coun ts among the traditional SB m ultipliers.

Secondly , and ma yb e ev en more imp ortan t, it will b e used as the ground �eld m ultiplier

for the arc hitectures o v er comp osite �elds to b e dev elop ed in the Chapters 5 and 6. It

also serv es as an example for a traditional m ultiplier with lo w complexit y in Chapter 7,

where sev eral arc hitectures are compared with resp ect to a gate arra y implemen tation.

First, w e will in tro duce a matrix notation for the m ultiplication A ( y ) B ( y ) = C ( y ) mo d

Q ( y ) in the �eld GF (2

n

). All elemen ts are binary p olynomials of degree less than n :

c

n � 1

y

n � 1

+ : : : + c

0

= ( a

n � 1

y

n � 1

+ : : : + a

0

)( b

n � 1

y

n � 1

+ : : : + b

0

) mo d Q ( y ) :

Alternativ ely , the elemen ts B ( y ) and C ( y ) can b e represen ted as column v ectors con-

taining the p olynomial co e�cien ts. By in tro ducing the matrix Z = f ( A ( y ) ; Q ( y )) the

m ultiplication can b e describ ed as:

C =

0

B

B

B

B

@

c

0

c

1

.

.

.

c

n � 1

1

C

C

C

C

A

= Z B =

0

B

B

@

f

0 ; 0

� � � f

0 ;n � 1

.

.

.

.

.

.

.

.

.

f

n � 1 ; 0

� � � f

n � 2 ;n � 1

1

C

C

A

0

B

B

B

B

@

b

0

b

1

.

.

.

b

n � 1

1

C

C

C

C

A

: (3.1)

The matrix Z is named \pro duct matrix." Its co e�cien ts f

ij

2 GF (2) dep end recursiv ely

on the co e�cien ts a

i

and on the co e�cien ts q

ij

of the Q matrix whic h is in tro duced b elo w

in (3.3) as follo ws:

f

ij

=

(

a

i

; j = 0 ; i = 0 ; : : : ; n � 1;

u ( i � j ) a

i � j

+

P

j � 1

t =0

q

j � 1 � t;i

a

n � 1 � t

; j = 1 ; : : : ; n � 1 ; i = 0 ; : : : ; n � 1;

(3.2)

where the step function u is de�ned as

u ( � ) =

(

1 � � 0

0 � < 0 :

The matrix-v ector pro duct in Equation (3.1) describ es the en tire �eld m ultiplication. The

Q matrix whic h is required to build Z is a function of the binary primitiv e p olynomial

Q ( y ) of degree n , generating GF (2

n

). Its binary en tries q

i;j

are de�ned suc h that:

0

B

B

B

B

@

y

n

y

n +1

.

.

.

y

2 n � 2

1

C

C

C

C

A

�

0

B

B

B

B

@

q

0 ; 0

q

0 ; 1

� � � q

0 ;n � 1

q

1 ; 0

q

1 ; 1

� � � q

1 ;n � 1

.

.

.

.

.

.

.

.

.

.

.

.

q

n � 2 ; 0

q

n � 2 ; 1

� � � q

n � 2 ;n � 1

1

C

C

C

C

A

0

B

B

B

B

@

1

y

.

.

.

y

n � 1

1

C

C

C

C

A

mo d Q ( y ) : (3.3)
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The Q matrix describ es the represen tation of the p olynomials y

n

; y

n +1

; : : : ; y

2 n � 2

in the

equiv alence classes mo d Q ( y ), i.e. after the reduction mo dulo Q ( y ).

In the follo wing, an example for the construction of the matrix Q and of the pro duct

matrix Z is giv en:

Example. Let Q ( y ) = y

4

+ y + 1 b e the primitiv e p olynomial generating

GF (2

4

). Considering the equiv alence classes mo d Q ( y ), the p olynomials y

4

, y

5

and

y

6

are represen ted b y:

y

4

� 1 + y mo d Q ( y )

y

5

� y + y

2

mo d Q ( y ) (3.4)

y

6

� y

2

+ y

3

mo d Q ( y ) :

Rewriting (3.4) in matrix notation yields the Q matrix:

0

B

@

y

4

y

5

y

6

1

C

A

�

0

B

@

1 1 0 0

0 1 1 0

0 0 1 1

1

C

A

0

B

B

B

@

1

y

y

2

y

3

1

C

C

C

A

mo d y

4

+ y + 1 :

The pro duct matrix can no w b e constructed b y applying (3.2):

C = Z B =

0

B

B

B

@

a

0

a

3

a

2

a

1

a

1

a

0

+ a

3

a

2

+ a

3

a

1

+ a

2

a

2

a

1

a

0

+ a

3

a

2

+ a

3

a

3

a

2

a

1

a

0

+ a

3

1

C

C

C

A

0

B

B

B

@

b

0

b

1

b

2

b

3

1

C

C

C

A

: (3.5)

The implemen tational complexit y of the matrix-v ector pro duct (3.2) dep ends solely

on the primitiv e p olynomial Q ( y ). In [Mas89] generating primitiv e p olynomials are giv en

for �elds GF (2

n

), n = 2 ; 3 ; : : : ; 16. The p olynomials are optim um with resp ect to the

n um b er of gates required to m ultiply in the �eld. F or �elds in whic h primitiv e trinomials

of the form

Q ( y ) = y

n

+ y + 1 (3.6)

exist, the space complexit y is giv en b y:

# AND + # X OR = 2 n

2

� 1 : (3.7)

P olynomials of the form (3.6) exist for n = 2 ; 3 ; 4 ; 6 ; 7 ; 9 ; 10 ; 11 ; 15. Ho w ev er, for the

trinomial Q ( y ) = y

5

+ y

2

+ 1, the complexit y (3.7) can also b e realized. F or other v alues

of n where there are no primitiv e trinomial, the complexit y is higher, as can b e seen in

T able 3.1.

The dela y (or time complexit y) of the m ultiplier is upp er b ounded b y:

T = T

AND

+ T

X OR

� 1 + 2 d log

2

n e ; (3.8)

measured in gate dela ys.
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n Q ( y ) AND X OR T

and

T

xor

2 2,1,0 4 3 1 2

3 3,1,0 9 8 1 3

4 4,1,0 16 15 1 3

5 5,2,0 25 24 1 5

6 6,1,0 36 35 1 4

7 7,1,0 49 48 1 4

8 8,5,3,2,0 64 84 1 5

9 9,4,0 81 80 1 6

10 10,3,0 100 99 1 6

11 11,2,0 121 120 1 6

12 12,8,5,1,0 144 207 1 7

13 13,7,6,1,0 169 202 1 6

14 14,9,7,2,0 196 282 1 7

15 15,1,0 225 224 1 5

16 16,11,6,5,0 256 281 1 6

T able 3.1: Space and time complexit y of the Mastro vito m ultiplier in the ground �elds

GF (2

n

)

Some Commen ts on the Mastro vito Multiplier

Next, w e will state some additional facts ab out the Mastro vito m ultiplier. First w e will

giv e a form ula for computing the matrix Q . The binary en tries q

ij

of Q in Equation (3.3)

can b e computed recursiv ely after the �rst ro w is �lled with the co e�cien ts of Q ( y ) =

y

n

+ q

n � 1

y

n � 1

+ : : : + q

1

y + 1, i.e. q

0 ;j

= q

j

, through:

q

i;j

=

(

q

i � 1 ;n � 1

; i = 1 ; : : : ; n � 2 ; j = 0;

q

i � 1 ;j � 1

+ q

i � 1 ;n � 1

q

0 ;j

; i = 1 ; : : : ; n � 2 ; j = 1 ; : : : ; n � 1 :

Since the matrix-v ector op eration in Equation (3.1) requires exactly n

2

mo d 2 m ulti-

plications, the space complexit y giv en through (3.7) can b e further sp eci�ed as:

# AND = n

2

; (3.9)

# X OR � n

2

� 1 ; (3.10)

where Equation (3.10) is ful�lled with equalit y , if the �eld generator is of the t yp e stated

in Equation (3.6). The time complexit y can b e further sp eci�ed in to m ultiples of X OR

and AND gate dela ys. The dela ys will b e denoted as T

xor

and T

and

, resp ectiv ely . If it is

tak en in to consideration that eac h path through the m ultiplier con tains only one mo d 2

m ultiplier, it follo ws directly that the o v erall dela y can b e upp er b ounded b y:

T � T

and

+ 2 T

xor

d log

2

n e : (3.11)
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Using the extensions from ab o v e, it b ecomes p ossible to further sp ecify the Mastro vito

m ultiplier. T able 3.1 is an impro v ed v ersion of T able 4.5 giv en in [Mas91 ]. It con tains gen-

erating p olynomials Q ( y ) for the ground �elds together with the space and time complexit y

of m ultipliers in these �elds. Both complexities are, unlik e those in [Mas91, T able 4.5],

separated in to mo d 2 m ultipliers ( AND ) and mo d 2 adders ( X OR ). The ro w headed b y

Q ( y ) con tains the p ositions of the non-zero co e�cien ts of the primitiv e p olynomials.

Example. W e consider the m ultiplier in the ground �eld GF (2

4

), i.e. n = 4.

The �eld p olynomial used is Q ( y ) = y

4

+ y + 1. The m ultiplier can b e implemen ted

with 16 AND gates and 15 X OR gates. This is the complexit y needed for computing

the matrix v ector pro duct sho wn in Equation 3.5. The arc hitecture has a time

complexit y of 1 AND gate dela y and 3 X OR gate dela ys.

3.1.2 Dual Base Multipliers

Arc hitecture and Complexit y

This section presen ts a m ultiplier whic h uses the dual base represen tation of one op erand.

The algorithm on whic h the m ultiplier is based w as �rst describ ed b y Berlek amp in [Ber82].

In the pap er, whic h describ es the implemen tation of a Reed-Solomon enco der, the algo-

rithm is applied to the m ultiplication of a constan t �eld elemen t with a v ariable one.

First, w e recall the de�nition of a dual base. Let B

s

= f 1 ; ! ; !

2

; : : : ; !

n � 1

g b e a

standard base for a �eld GF (2

n

). A base B

d

= f �

0

; �

1

; �

2

; : : : ; �

n � 1

g is said to b e a dual

base to B

s

i�:

T r( !

i

�

j

) =

(

1 ; if i = j

0 ; if i 6= j :

(3.12)

F or the m ultiplier to b e dev elop ed w e represen t the �rst op erand A in the usual standard

base

A = a

0

+ ! a

1

+ !

2

a

2

+ � � � + !

n � 1

a

n � 1

;

and the second op erand in the corresp onding dual base

B = �

0

b

0

+ �

1

b

1

+ �

2

b

2

+ � � � + �

n � 1

b

n � 1

:

Next, a form ula for the m ultiplication of B (giv en in DB) with a base elemen t ! from the

SB will b e deriv ed. Consider:

T r( !

j

B ) = T r( !

j

�

0

b

0

+ !

j

�

1

b

1

+ !

j

�

2

b

2

+ � � � + !

j

�

n � 1

b

n � 1

) = b

j

; j = 0 ; 1 ; : : : ; n � 1 ;

(3.13)

where the de�nition of the DB (3.12) w as used. If the j -th elemen t of the pro duct ! B is

denoted ( ! B )

j

, w e get

( ! B )

j

= T r( !

j

( ! B )) = T r ( !

j +1

B ) =

(

b

j +1

; j = 0 ; 1 ; : : : ; n � 2 ;

T r ( !

n

B ) ; j = n � 1 ;

(3.14)
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where Equation (3.13) w as used t wice, for the righ tmost and the leftmost \=". Apparen tly

all elemen ts ( ! B )

j

except the highest one are obtained simply b y a shift of the elemen ts

of B . The co e�cien t ( ! B )

n � 1

can b e obtained as follo ws. Let Q ( y ) = 1 + q

1

y + � � � +

q

n � 1

y

n � 1

+ y

n

b e the binary �eld p olynomial suc h that Q ( ! ) = 0. Then

!

n

= 1 + q

1

! + � � � + q

n � 1

!

n � 1

; (3.15)

whic h can b e used for computing

( ! B )

n � 1

= T r( !

n

B ) = T r (( q

0

+ q

1

! + � � � + q

n � 1

!

n � 1

) B ) ;

= b

0

+ q

1

b

1

+ � � � + q

n � 1

b

n � 1

= Q � B : (3.16)

The last term in Equation (3.16) is the dot pro duct of the elemen t B and the co e�cien ts

of the �eld p olynomial. A hardw are implemen tation of this dot pro duct has a complexit y

of

C

1

= ( h

w

( Q ) � 2) X OR � 1 X OR ; (3.17)

where h

w

( Q ) denotes the w eigh t of the �eld p olynomial, i.e. the n um b er of co e�cien ts

whic h are one.

No w w e turn to the computation of the pro duct C = A � B . The op erand B and the

pro duct elemen t C are b oth represen ted in DB, whereas op erand A is represen ted in SB.

Starting from Equation (3.13) one obtains:

c

j

= T r( !

j

C ) = T r( !

j

AB ) = T r (( !

j

B ) A ) : (3.18)

The �rst co e�cien t is then

c

0

= T r( B A ) = T r ( a

0

B ) + T r ( a

1

! B ) + � � � + T r( a

n � 1

w

n � 1

B )

= a

0

T r( B ) + a

1

T r( ! B ) + � � � + a

n � 1

T r ( w

n � 1

B )

= a

0

b

0

+ a

1

b

1

+ � � � + a

n � 1

b

n � 1

= A � B ; (3.19)

whic h is the dot pro duct of the t w o factor elemen ts. Hence, the co e�cien t c

1

turns out

to b e:

c

1

= T r (( ! B ) A ) = A � ( ! B ) :

Ho w ev er, the term ( ! B ) can b e easily computed through Equation (3.14) b y a left shift

of the co e�cien ts and computing of (3.16). The same pro cedure is applied iterativ ely to

the other co e�cien ts:

c

2

= T r (( !

2

B ) A ) = A � ( ! ( ! B )) ;

c

3

= T r (( !

3

B ) A ) = A � ( ! ( ! ( ! B ))) ;

.

.

.
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The form ulas dev elop ed are w ell suited for a matrix description of a parallel v ersion of

the m ultiplier. F or this, eac h elemen t will b e denoted as a v ector con taining n elemen ts:

0

B

B

B

B

@

c

0

c

1

.

.

.

c

n � 1

1

C

C

C

C

A

=

0

B

B

B

B

B

B

B

@

b

0

b

1

� � � b

n � 2

b

n � 1

b

1

b

2

� � � b

n � 1

B � Q

b

2

b

3

� � � B � Q ( ! B ) � Q

.

.

.

.

.

.

.

.

.

.

.

.

b

n � 1

B � Q � � � ( !

n � 3

B ) � Q ( !

n � 2

B ) � Q

1

C

C

C

C

C

C

C

A

0

B

B

B

B

@

a

0

a

1

.

.

.

a

n � 1

1

C

C

C

C

A

: (3.20)

An example for a DB m ultiplier is giv en b elo w:

Example. W e consider m ultiplication in the �eld GF (2

4

). The �eld p olynomial

is Q ( y ) = y

4

+ y + 1. Assuming that op erand A = ( a

0

; a

1

; a

2

; a

3

) is giv en in standard

base and op erand B = ( b

0

; b

1

; b

2

; b

3

) is giv en in dual base, a m ultiplication C = A � B

is p erformed b y

0

B

B

B

@

c

0

c

1

c

2

c

3

1

C

C

C

A

=

0

B

B

B

@

b

0

b

1

b

2

b

3

b

1

b

2

b

3

b

0

+ b

1

b

2

b

3

b

0

+ b

1

b

1

+ b

2

b

3

b

0

+ b

1

b

1

+ b

2

b

2

+ b

3

1

C

C

C

A

0

B

B

B

@

a

0

a

1

a

2

a

3

1

C

C

C

A

:

The pro duct elemen t C is also giv en in dual base co ordinates.

The complexit y of a hardw are implemen tation of the DB m ultiplier is comp osed of the

complexit y for p erforming the matrix-v ector m ultiplication (3.20) and of the complexit y

for computing the pro ducts ( !

j

B ), j = 0 ; 1 ; : : : ; n � 2. The complexit y for Equation (3.20)

is

C

2

= n

2

AND + n ( n � 1) X OR = n

2

AND + ( n

2

� n ) X OR :

The complexit y C

1

for the computation of one dot pro duct is giv en in Equation (3.17).

Hence the o v er all complexit y C = ( n � 1) C

1

+ C

2

is:

# AND = n

2

; (3.21)

# X OR = ( n

2

� n ) + ( n � 1)( h

w

( Q ) � 2) � n

2

� 1 : (3.22)

The n um b er of AND gates required is, indep enden t of the �eld p olynomial, equal to n

2

.

F or the X OR complexit y is equalit y giv en, i� an irreducible trinomial is used as �eld

p olynomial, since then h

w

( Q ) = 3. The application of a trinomial in the example ab o v e

leads therefore to 4

2

= 16 AND gates and 4

2

� 1 = 15 X OR gates. It seems in teresting

that the lo w er complexit y b ound of the dual base m ultiplier is exactly the same as the

one of the standard base m ultiplier in tro duced in the previous section. Moreo v er, b oth

arc hitectures ac hiev e the lo w er b ound exactly when (certain) trinomials are used as �eld

p olynomials.

Another issue whic h m ust b e addressed if the complexit y of a DB m ultiplier is ev al-

uated, is the di�eren t represen tations of the inputs and the output. The arc hitecture
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requires one op erand, in our deriv ation A , to b e in SB, and the other one, in our deriv a-

tion B , to b e in DB. The pro duct elemen t C is again represen ted in DB. As a consequence,

it is lik ely that base transformations are required in actual systems whic h apply the ar-

c hitecture. Th us the complexit y of the transformations m ust b e tak en in to accoun t. The

base transformations are linear mappings whic h can b e represen ted as the m ultiplication

of a binary n elemen t v ector with a binary n � n matrix. Ho w ev er, in [GG93 , Theorem 5.2]

a condition is stated for whic h the base transformation is a mere p erm utation of the co-

e�cien ts. The condition is, for extension �elds of GF (2), that the �eld p olynomial is

an irreducible trinomial . Since p erm utations can b e hardwired in VLSI implemen tations,

they require no extra gates. According to our complexit y measure, whic h is a gate coun t,

the p erm utation th us do not add to the complexit y .

Consequen tly , the lo w er b ound in Equation (3.22) is not only exactly ful�lled if Q ( y )

is a trinomial, but also the m ultiplier do es not require an y arithmetic op erations for the

base transformation. Hence, (3.22) is the exact o v erall measure for the n um b er of X OR

gates needed for the m ultiplier if Q ( y ) is a trinomial.

A Mo di�cation

In this subsection a somewhat mo di�ed v ersion of the dual base m ultiplier in tro duced

ab o v e is dev elop ed. In the mo di�ed algorithm, the elemen t represen ted in SB will b e

cyclicly up dated, rather than the input elemen t in DB. F or the mo di�ed arc hitecture

similar op erations as for the one ab o v e, shift and add, will b e used. Moreo v er, the

mo di�cation will not alter the complexit y .

In the b eginning, m ultiplication of the elemen t A = a

0

+ ! a

1

+ !

2

a

2

+ � � � + !

n � 1

a

n � 1

in SB with the base elemen t ! is considered. Again, the �eld p olynomial is Q ( y ) =

1 + q

1

y + � � � + q

n � 1

y

n � 1

+ y

n

, suc h that Q ( ! ) = 0. Then Equation (3.15) holds. The

m ultiplication ! A is:

! A = ! a

0

+ !

2

a

1

+ � � � + !

n � 1

a

n � 2

+ !

n

a

n � 1

;

= a

n � 1

+ ( a

n � 1

q

1

+ a

0

) ! + � � � + ( a

n � 1

q

n � 1

+ a

n � 2

) !

n � 1

: (3.23)

The op eration ! A requires a cyclic righ t shift of the v ector ( a

0

; a

1

; : : : ; a

n � 1

) and an

addition of the shifted v ector with the v ector a

n � 1

( � ; q

1

; : : : ; q

n � 1

). The complexit y of this

op eration is

C

0

1

= ( h

w

( Q ) � 2) X OR � 1 X OR ;

whic h is exactly the complexit y whic h w as required for the op eration ! B , where B is

giv en in DB.

In order to compute the pro duct C = A � B , where C is in dual base, w e consider

c

j

= T r( !

j

C ) = T r( !

j

AB ) = T r (( !

j

A ) B ) ;

whic h is similar to Equation (3.18), except that the paren theses in the righ tmost expression

are placed di�eren tly . Then, according to Equation (3.19), the �rst co e�cien t of the
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pro duct is

c

0

= T r( AB ) = A � B ;

where \ � " denotes the dot pro duct of the t w o factor elemen ts. Hence the co e�cien t c

1

turns out to b e:

c

1

= T r (( ! A ) B ) = ( ! A ) � B :

The term ( ! A ) can b e computed through Equation (3.23). The same pro cedure is applied

iterativ ely to the other co e�cien ts:

c

2

= T r(( !

2

A ) B ) = ( ! ( ! A )) ; � B

c

3

= T r(( !

3

A ) B ) = ( ! ( ! ( ! A ))) � B ;

.

.

.

c

j

= T r(( !

j

A ) B ) = ( ! ( � � � ( ! A ) � � � )) � B : (3.24)

Equation (3.24) is a recursiv e description of the m ultiplier. Since ev ery v ector elemen t

requires a dot pro duct, the complexit y for the n Equations (3.24), j = 0 ; 1 ; : : : ; n � 1 is:

C

0

2

= n

2

AND + n ( n � 1) X OR = n

2

AND + ( n

2

� n ) X OR :

The o v erall complexit y can no w b e obtained through C

0

= ( n � 1) C

1

+ C

0

2

:

# AND = n

2

; (3.25)

# X OR = ( n

2

� n ) + ( n � 1)( h

w

( Q ) � 2) � n

2

� 1 : (3.26)

Unfortunately , a general matrix description for a parallel m ultiplier suc h as dev elop ed

in the previous subsection in Equation (3.20) is not as elegan t in this case. Ho w ev er, an ex-

ample of the mo di�ed m ultiplier mak es the binary op erations in v olv ed in Equation (3.24)

more ob vious.

Example. W e consider m ultiplication in the �eld GF (2

4

). The �eld p olynomial

is Q ( y ) = y

4

+ y + 1. The op erand A = ( a

0

; a

1

; a

2

; a

3

) is giv en in standard base, the

op erand B = ( b

0

; b

1

; b

2

; b

3

) is giv en in dual base, and the pro duct C = ( c

0

; c

1

; c

2

; c

3

)

will b e pro duced in dual base co ordinates. The basic op eration ! T , T = ( t

0

; t

1

; t

2

; t

3

)

is for this example

! T = ( t

3

; t

0

; t

1

; t

2

+ t

3

) :

A matrix description of the m ultiplication C = A � B is th us:

0

B

B

B

@

c

0

c

1

c

2

c

3

1

C

C

C

A

=

0

B

B

B

@

a

0

a

1

a

2

a

3

a

3

a

0

a

1

a

2

+ a

3

a

2

+ a

3

a

3

a

0

a

1

+ a

2

+ a

3

a

1

+ a

2

+ a

3

a

2

+ a

3

a

3

a

0

+ a

1

+ a

2

+ a

3

1

C

C

C

A

0

B

B

B

@

b

0

b

1

b

2

b

3

1

C

C

C

A

:

It should b e noted that ev ery ro w of the matrix in tro duces only one new addi-

tion for the righ tmost en try , the other elemen ts are simply a shifted v ersion of the

corresp onding ro w ab o v e.
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The complexit y of the mo di�ed m ultiplier giv en in (3.25) and (3.26) is exactly the

same as the complexit y of the m ultiplier in tro duced earlier. Moreo v er, the lo w er b ound of

the X OR complexit y is for b oth m ultipliers reac hed with equalit y , if the Hamming w eigh t

h

w

( Q ) is minimal, i.e. if the �eld p olynomial is a trinomial. The problem imp osed b y a

p ossibly necessary base transformation remains the same for the mo di�ed m ultiplier.

The arc hitectural di�erences b et w een the t w o m ultipliers can b e summarized as follo ws:

� The mo di�ed m ultiplier up dates the input v ector giv en in SB rather than the one

giv en in DB.

� The up date op eration requires a cyclic right shift of the v ector elemen ts rather than

a non cyclic left shift .

� The up date op eration adds v alues to certain elemen ts of the input v ector, whereas

the original arc hitecture adds certain v ector elemen ts in order to obtain the new

elemen t b

n � 1

.

Ho w ev er, it seems as though the di�erences do not lead to signi�can t impro v emen ts/dra w-

bac ks in the implemen tation of either arc hitecture, so that b oth arc hitectures can b e

considered to b e of similar \qualit y ."

3.1.3 Normal Base Multipliers

A circuit design for the m ultiplication of t w o �nite �eld elemen ts represen ted in a normal

base (NB) ( ! ; !

2

; !

2

2

; : : : ; !

2

n � 1

) w as �rst describ ed b y Massey and Om ura in a US paten t

application [MO84]. Due to their in v en tors, NB m ultipliers are sometimes referred to as

\Massey-Om ura m ultipliers." Although the original description fo cuses on a bit serial

m ultiplier, parallelization is straigh tforw ard. A parallel arc hitecture can for instance b e

found in [WTS

+

85 ]. In the sequel, w e will �rst dev elop the m ultiplier arc hitecture and

then commen t on its complexit y .

Consider t w o �eld elemen ts A; B in NB:

A = a

0

! + a

1

!

2

+ a

2

!

2

2

+ � � � + a

n � 1

!

2

n � 1

; (3.27)

B = b

0

! + b

1

!

2

+ b

2

!

2

2

+ � � � + b

n � 1

!

2

n � 1

: (3.28)

One prop ert y of the NB represen tation is that squaring of �eld elemen ts is merely a cyclic

shift of its co e�cien ts:

A

2

= a

n � 1

! + a

0

!

2

+ a

1

!

2

2

+ � � � + a

n � 2

!

2

n � 1

; (3.29)

B

2

= b

n � 1

! + b

0

!

2

+ b

1

!

2

2

+ � � � + b

n � 2

!

2

n � 1

: (3.30)

The �eld m ultiplication of t w o elemen ts yields the pro duct elemen t C :

C = A � B (3.31)

= c

0

! + c

1

!

2

+ c

2

!

2

2

+ � � � + c

n � 1

!

2

n � 1

:
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First, only the highest co e�cien t c

n � 1

is considered. It is an as y et unsp eci�ed, bilinear

function of the t w o sets of input co e�cien ts a

i

; b

i

:

c

n � 1

= f ( a

0

; a

1

; : : : ; a

n � 1

; b

0

; b

1

; : : : ; b

n � 1

) : (3.32)

The binary function in (3.32) is sometimes referred to as \f-function." If no w b oth sides

of Equation (3.31) are squared:

C

2

= A

2

� B

2

(3.33)

= c

n � 1

! + c

0

!

2

+ c

1

!

2

2

+ � � � + c

n � 2

!

2

n � 1

;

w e obtain an expression similar to (3.32) for the co e�cien t c

n � 2

:

c

n � 2

= f ( a

n � 1

; a

0

; : : : ; a

n � 2

; b

n � 1

; b

0

; : : : ; b

n � 2

) : (3.34)

The function in Equation (3.34) is the same as the f-function in (3.32) but with the t w o

sets of input v alues ( a

0

; a

1

; : : : ; a

n � 1

) and ( b

0

; b

1

; : : : ; b

n � 1

) cyclicly shifted. The other

co e�cien ts ( c

n � 3

; c

n � 4

; : : : ; c

0

) can also obtained from the f-function through the same

pro cedure, i.e. through rep eated cyclic shifts of the input v alues.

Rather than pro viding general form ulas for obtaining the f-function for a giv en �eld

p olynomial Q ( y ), the metho d will b e explained b y an example.

Example. The �eld considered is GF (2

4

) with Q ( y ) = y

4

+ y

3

+ 1. The normal

base is ( !

8

; !

4

; !

2

; ! ), with Q ( ! ) = !

4

+ !

3

+ 1 = 0. Multiplication of t w o �eld

elemen ts C = A � B in normal base yields:

C = c

3

!

8

+ c

2

!

4

+ c

1

!

2

+ c

0

!

= A � B = ( a

3

!

8

+ a

2

!

4

+ a

1

!

2

+ a

0

! )( b

3

!

8

+ b

2

!

4

+ b

1

!

2

+ b

0

! )

= !

12

( a

2

b

3

+ a

3

b

2

) + !

10

( a

1

b

3

+ a

3

b

1

) + !

9

( a

3

b

0

+ a

0

b

3

)

+ !

8

( a

2

b

2

) + !

6

( a

2

b

1

a

1

b

2

) + !

5

( a

2

b

0

+ a

0

b

2

)

+ !

4

( a

1

b

1

) + !

3

( a

0

b

1

+ a

1

b

0

) + !

2

( a

0

b

0

) + ! ( a

3

b

3

)

The m ultiplication has created the elemen ts ( !

12

; !

10

; !

9

; !

6

; !

5

; !

3

) whic h ha v e to

b e expressed in terms of the normal base:

!

12

= !

8

+ !

4

+ !

2

;

!

10

= !

8

+ !

2

;

!

9

= !

8

+ !

4

+ ! ;

!

6

= !

4

+ !

2

+ ! ;

!

5

= !

4

+ ! ;

!

3

= !

8

+ !

2

+ ! :

Hence, the co e�cien t c

3

is:

c

3

= f ( a

0

; a

1

; a

2

; a

3

; b

0

; b

1

; b

2

; b

3

)

= a

2

b

3

+ a

3

b

2

+ a

1

b

3

+ a

3

b

1

+ a

3

b

0

+ a

0

b

3

+ a

2

b

2

+ a

0

b

1

+ a

1

b

0

: (3.35)

The sum of pro ducts in Equation (3.35) is the f-function whic h w as to b e determined.
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It is ob vious that normal base m ultiplication for a giv en �eld order is determined b y

the corresp onding f-function. In turn, the complexit y of the f-function determines the

o v erall complexit y of the m ultiplier. The n um b er of pro ducts, C

n

, of the f-function is

often tak en as a complexit y measure. In the example ab o v e C

n

= 9. Since the f-function

is determined b y the selected �eld p olynomial Q ( y ), the complexit y of the NB m ultiplier

is solely a function of the �eld p olynomial Q ( y ) for a giv en �eld GF (2

n

). Similarly to

the situation for the standard base m ultiplier, w e are no w left with the c hoice of a �eld

p olynomial that results in a lo w complexit y m ultiplier.

Mullin sho w ed in [MO VW89] that the complexit y is lo w er b ounded b y C

n

� 2 n � 1.

NB with C

n

= 2 n � 1 are said to b e optimum normal b ases . In [Gei93a ] NB for �elds

GF (2

n

), 2 � n � 60, are listed. In this reference, the smallest p ossible complexit y w as

determined for most �eld orders 2

n

. The complexit y for a hardw are realization of the

f-function is:

C

n

AND + ( C

n

� 1) X OR :

The o v erall gate coun t of a parallel realization of a NB m ultiplier is th us lo w er b ounded

b y:

# AND = nC

n

� 2 n

2

� n; (3.36)

# X OR = ( n � 1) C

n

� 2 n

2

� 3 n + 1 : (3.37)

The complexities (3.36) and (3.37) of a parallel NB m ultiplier are appro ximately t wice

as high as the complexities of the SB m ultiplier from Mastro vito, if they are compared with

the corresp onding lo w er b ounds (3.9) and (3.10). Ho w ev er, �nite �eld arc hitectures based

on NB are still attractiv e, in particular for cryptographic sc hemes whic h are based on the

assumed di�cult y of the discrete logarithm problem [Odl84 ]. The basic op eration to b e

p erformed in these sc hemes is exp onen tiation in rather large �elds; t ypical are �elds with

100 < n < 1000. NB arc hitectures are inheren tly adv an tageous for squaring op erations,

b ecause the cyclic shift whic h p erforms the squaring requires hardly an y area in VLSI

implemen tations. Since most algorithms for fast exp onen tiation require rep eated squar-

ing and m ultiplication, a trade o� b et w een the go o d squaring and costly m ultiplication

b eha vior migh t b e found, whic h suggests the use of NB arc hitectures [GG90 ].

3.2 Non T raditional Multipliers

In this section sev eral �nite �eld arc hitectures rep orted in tec hnical literature are in-

tro duced, whic h are not \traditional" according to the classi�cation used in this thesis.

Except the m ultiplier whic h will b e in tro duced �rst, all arc hitecture tak e adv an tage of

the decomp osition of Galois �elds in to sub�elds.

Tw o of the four arc hitectures whic h will b e men tioned hereafter are relev an t to the the-

sis, and will therefore b e describ ed in some detail. They are due to V. Afanasy ev from the
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Institute for Problems of Information T ransmission (IPPI), Mosco w. The arc hitectures are

describ ed in t w o remark able, though brief, publications [Afa90 ] [Afa91]. Unfortunately ,

it seems as though the arc hitectures ha v e not y et b een recognized b y the in ternational

scien ti�c comm unit y as they deserv e to b e. Some of the subsequen t c hapters share some

ideas with Afanasy ev's arc hitectures, although they w ere dev elop ed indep enden tly . In

addition to these t w o arc hitectures, a metho d for e�cien t table lo ok-up and a normal

base m ultiplier, b oth of whic h apply arithmetic in sub�elds, will b e brie
y describ ed. An

in v erter o v er extension �elds will b e in tro duced in Subsection 3.3.3.

3.2.1 Multiplication in GF (2

k

) using the Karatsuba-Ofman Al-

gorithm

In [Afa90 ]

1

a metho d is in tro duced whic h allo ws the application of the Karatsuba-Ofman

Algorithm (K O A) [K O63] [Kn u81] to the m ultiplication of �nite �eld elemen ts from

GF (2

k

). The elemen ts are represen ted in standard base. The arc hitecture optimizes

the p olynomial m ultiplication, whic h is the ma jor part in standard base Galois �eld

m ultiplication. The K O A allo ws p olynomial m ultiplication with a reduced n um b er of

m ultiplications, while the n um b er of additions is increased for short p olynomials. Hence,

m ultiplication m ust b e more costly than addition. A straigh tforw ard application of the

K O A requires log

2

k iteration steps for p olynomials of degree k � 1. F or a detailed de-

scription of the K O A, refer to Section 5.2.

Since m ultiplication and addition are appro ximately b oth as costly in the �eld GF (2),

the K O A can not b e applied to m ultiplication of elemen ts from GF (2

k

) in a straigh tfor-

w ard manner, since the elemen ts are p olynomials with co e�cien ts from GF (2). Ho w ev er,

the metho d in [Afa91] suggests to apply only � < log

2

k iteration steps of the K O A to

the �eld elemen ts. As a consequence, the elemen tary op erations are m ultiplication and

addition with p olynomials of degree ( m= 2

�

) � 1. F or the pure p olynomial m ultiplication,

this results in a complexit y of:

# AND =

�

3

4

�

�

k

2

; (3.38)

# X OR � k

�

[(

m

2

� �

� 1)

2

+ 8

k

2

� �

� 2] � 8 k + 2 : (3.39)

The second step whic h is required to p erform SB m ultiplication is reduction mo dulo

the �eld p olynomial. The arc hitecture uses the p olynomials suggested b y Mastro vito

[Mas91] whic h can also b e found in T able 3.1.

The o v erall complexit y of the arc hitecture is considerably b etter than the complexities

of the traditional m ultipliers in tro duced earlier. In particular, the gate coun t is for most

cases w ell b elo w the k

2

b ound. Ho w ev er, the arc hitectures dev elop ed in Chapter 5 and

1

The metho d is also describ ed in the later reference [Afa91 ].
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Chapter 6, whic h apply the K O A for m ultiplication in comp osite �elds, p erform somewhat

b etter in terms of gate coun t.

The arc hitecture is also highly mo dular, since all arithmetic is p erformed with the t w o

kind of mo dules. One t yp e of mo dule pro vides m ultiplication of p olynomials of degree

( m= 2

�

) � 1, the other t yp e pro vides addition with these p olynomials.

3.2.2 Multiplication in T o w er Fields

In reference [Afa91] a metho d for m ultiplication in �nite �elds is dev elop ed. The metho d

is based on �eld extensions of degree t w o.

The elemen tary op eration is the follo wing. W e consider a �eld GF (2

q

) with a �eld

p olynomial of t yp e P ( x ) = x

2

+ x + p

0

(see Theorem 11 for pro of of existence.) Multipli-

cation of t w o elemen ts A; B 2 GF (2

q

) can b e p erformed through

C ( x ) = A ( x ) � B ( x ) = ( a

1

x + a

0

)( b

1

x + b

0

) ;

= ( a

0

b

0

+ p

0

a

1

b

1

) + x ([ a

1

+ a

0

][ b

1

+ b

0

] + a

0

b

0

) ; (3.40)

whic h requires 3 general m ultiplications, 4 additions and 1 constan t m ultiplication with

p

0

. All op erations refer to arithmetic in the sub�eld GF ( q ).

The basic idea of the metho d is to decomp ose the �eld GF (2

k

) of op eration in to

sub�elds with (m ultiple) extensions of degree t w o. This means that for k = n 2

�

, the �eld

GF (2

k

) is decomp osed in to � sub�elds of the form

GF (2

k

)

�

=

GF (( � � � (((2

n

)

2

)

2

) � � � )

2

) : (3.41)

Fields of the form (3.41) are referred to as \to w er �elds." F or m ultiplication in to w er

�elds, F orm ula (3.40) can b e applied r e cursively .

The space complexit y of this arc hitecture is remark ably lo w. The table giv en in [Afa91 ]

con tains the gate coun t for di�eren t decomp ositions of the �elds GF (2

8

) and GF (2

16

).

F or the �eld GF (2

8

), the b est result is ac hiev ed with � = 1; the gate coun t is 65 X OR /

48 AND . F or the �eld GF (2

16

), the b est �eld decomp osition is found to b e � = 2 whic h

yields a gate coun t of 234 X OR / 144 AND . T o the author's kno wledge, the latter gate

coun t is the lo w est one for parallel �nite �eld m ultiplier rep orted in tec hnical literature.

Compared to the arc hitectures in Chapter 6, the to w er �eld m ultiplier has almost exactly

the same coun t for the �elds with k = 8 ; 16. This can b e seen b y considering T able 6.1

and T able 6.2, resp ectiv ely .

Although the gate coun t is extremely lo w, the arc hitecture is somewhat lac king the

mo dularit y whic h is inheren t in the arc hitectures whic h apply the K O A. Both t yp es of

m ultiplier arc hitectures that use the K O A, the one giv en ab o v e in Section 3.2.1 and

the m ultipliers o v er comp osite �elds in tro duced in the subsequen t c hapters, require only

arithmetic mo dules from one sub�eld. On the other hand, the to w er �eld m ultiplier

requires arithmetic mo dules from � di�er ent sub�elds, th us increasing the n um b er of

di�eren t mo dules.
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3.2.3 Other Arc hitectures

In this subsection references to t w o more sc hemes are pro vided whic h use sub�elds of

Galois �elds. Since the sc hemes are less relev an t for the arc hitectures to b e dev elop ed in

the thesis, they will only brie
y b e men tioned.

The �rst arc hitecture is b y Pincin [Pin89 ]. It is a parallel normal base m ultiplier o v er

GF (2

k

) whic h uses arithmetic in sub�elds. The arc hitecture is suited for a decomp osition

in m ultiple sub�elds, whic h are named \descending c hain" of �elds. F or �elds GF (2

2

s

),

the computational complexit y of the arc hitecture is of order O ( m

2 : 32

).

The second algorithm is b y Hsu et al. [HTR G88]. It deals with the use of a sub�eld

GF (2

k = 2

) for p erforming a table lo okup in the �eld GF (2

k

). Unlik e the arc hitecture

describ ed previously , the algorithm uses table lo okup for all op erations in the sub�eld. In

one extensiv e example dev elop ed in the reference, a VLSI arc hitecture for table lo okup

in the �eld GF (2

8

) is giv en whic h o ccupies ab out half the area of a straigh tforw ard

implemen tation.

3.3 In v ersion

3.3.1 Direct In v ersion o v er GF (2

n

)

T o the author's kno wledge there are only a few sc hemes for parallel, or direct, in v ersion

o v er Galois �elds GF (2

n

) rep orted in tec hnical literature. The ma jorit y of the publi-

cations deals with bit serial arc hitectures (see e.g. [F en89], [HWB92a], or [KR V93 ] for

recen t references.) One recen t bit parallel arc hitecture w as brie
y prop osed in [Mas91]

b y Mastro vito. This arc hitecture will b e used for the in v erter o v er comp osite �eld from

Chapter 8. Another metho d for direct in v ersion w as describ ed in an early pap er b y Da vida

[Da v72]. It will also b e describ ed brie
y .

The metho d in tro duced in the sequel is based on the in v ersion of the pro duct matrix

of the Mastro vito m ultiplier, in tro duced earlier. It is describ ed in [Mas91, Section 9.2].

F rom the matrix Equation (3.1), w e can deriv e

Z

� 1

0

B

B

B

B

@

a

0

a

1

.

.

.

a

n � 1

1

C

C

C

C

A

=

0

B

B

B

B

@

1

0

.

.

.

0

1

C

C

C

C

A

:

Moreo v er, w e kno w from Equation (3.2) that the �rst column of Z con tains the co-

e�cien ts of the elemen t whic h generated the matrix. Ob viously , this elemen t is A

� 1

=

( a

0

0

; a

0

1

; : : : ; a

0

n � 1

)

T

in the equation ab o v e. Hence the �rst column of Z

� 1

is �lled with the

co e�cien ts of A 's in v erse.

In order to p erform in v ersion in parallel, the general equations for the co e�cien ts of

the �rst column of Z

� 1

m ust b e deriv ed. There are t w o metho d for matrix in v ersion
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a v ailable. The �rst one solv es a system of linear equations, the second one is based on

the computation of adjoin ts. Both metho ds are computationally costly; the solution of

linear equations is of order O ( n

3

), the computation of adjoin ts is of order O ( n !).

F or the in v erter o v er comp osite �eld to b e dev elop ed in Chapter 8, fast parallel in v ert-

ers in small sub�elds GF (2

n

) are required. Although matrix in v ersion based on adjoin ts

is p oten tially more complex, w e found it b etter suited for the computation with Mathe-

matic a , a program for sym b olic computation [W ol88 ]. F or eac h �eld GF (2

n

) w e computed

a set of n equations for the co e�cien ts a

0

i

, i = 0 ; 1 ; : : : ; n � 1. W e used the matrices Z as

en tries for the computation. The co e�cien t a

0

i

is obtained through

a

0

i

=

adj

0 ;i

( Z )

det( Z )

:

Ho w ev er, since the in v erse of Z alw a ys exists, the expression det ( Z ) is alw a ys equal to

one and needs not to b e computed. The co e�cien t a

0

i

can th us b e computed through

a

0

i

= adj

0 ;i

( Z ) :

The adjoin t is a determinan t of order ( n � 1) � ( n � 1). Mathematic a w as able to

determine the equations for direct in v ersion for �elds up to n = 8. Ho w ev er, the equations

for n = 8 w ere found to b e to o complex, so that App endix A lists only equations for �elds

GF (2

n

), n � 7. The equations pro vided are in \ra w" form, i.e. the con tain redundancies

and should b e further simpli�ed for actual implemen tations. The �eld p olynomials used

are the same as listed in T able 3.1.

In [Da v72] another metho d for direct in v ersion is in tro duced. It is also based on

matrix description. Ho w ev er, the resulting system of equation is of degree 2 n � 1. The

corresp onding matrix is sparse. Unfortunately , the author do es not commen t on the

computational complexit y required for solving these equations. The only example giv en

is for the small �eld GF (2

n

).

3.3.2 In v ersion in Comp osite Fields

Itoh and Tsujii prop osed (brie
y) in [IT88 , Section 6] a new metho d for the in v ersion

of elemen ts of comp osite �elds. Their approac h assumes a normal base represen tation of

the �eld elemen ts. The basic idea is that in v ersion in the �eld GF ((2

n

)

m

) is replaced b y

in v ersion in the ground �eld GF (2

n

). F or the latter one an approac h based on F ermat's

Theorem is used.

The algorithm will b e describ ed in detail in Chapter 8, where a parallel in v erter for

comp osite �eld elemen ts in standard base is dev elop ed.

3.3.3 In v ersion in T o w er Fields

The follo wing sc heme also op erates o v er m ultiple extension �elds of GF (2

n

). An e�cien t

parallel arc hitecture for computing the m ultiplicativ e in v erse of �nite �eld elemen ts w as
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�rst prop osed in 1988 b y Morii and Kasahara in [MK89]. The same algorithm w as also

prop osed b y Afanasy ev in 1991 [Afa91], apparen tly una w are of the earlier publication.

The metho d reduces the problem of in v ersion in the Galois �eld GF (2

k

) to in v ersion

in the sub�eld GF (2

k = 2

). The core part of the arc hitecture is the follo wing.

Let us consider an elemen t A from GF ((2

k = 2

)

2

), represen ted in SB:

A ( x ) = a

0

+ a

1

x ; a

0

; a

1

2 GF (2

k = 2

) :

The �eld p olynomial is of the form P ( x ) = x

2

+ x + p

0

, where p

0

2 GF (2

k = 2

). If the

in v erse of A is denoted as B = A

� 1

, the equation

A � B = ( a

0

+ a

1

x )( b

0

+ b

1

x ) mo d P ( x )

= [ a

0

b

0

+ p

0

a

1

b

1

] + [ a

0

b

1

+ a

1

b

0

+ a

1

b

1

] x

= 1 ; (3.42)

m ust b e satis�ed, whic h is equiv alen t to the set of t w o linear equations in b

0

; b

1

o v er

GF (2

k = 2

):

a

0

b

0

+ p

0

a

1

b

1

= 1

a

1

b

0

+ ( a

0

+ a

1

) b

1

= 0

)

: (3.43)

The solution of (3.43) is

b

0

=

a

0

+ a

1

a

0

( a

0

+ a

1

)+ p

0

a

2

1

b

1

=

a

1

a

0

( a

0

+ a

1

)+ p

0

a

2

1

9

=

;

: (3.44)

The v ariables b

0

; b

1

are the co e�cien ts of A 's in v erse with resp ect to the sub�eld GF (2

k = 2

).

The computation of the t w o Equations (3.44) requires 1 in v ersion, 3 general m ultiplica-

tions, 2 additions, 1 constan t m ultiplication with p

0

and 1 squaring. All these op erations

are p erformed in GF (2

k = 2

). The main adv an tage of this algorithm is that the in v ersion

is no w p erformed in the sub�eld, whic h is supp osed to b e considerably easier than in the

�eld GF (2

k

). The o v erhead to b e paid for this are the other arithmetic op erations. Both

references recommend a recursiv e application of the algorithm, whic h leads to to w er �elds

as in tro duced in Equation (3.41).

Neither reference pro vides gate coun ts for in v erters o v er certain �elds. Ho w ev er, in

[Afa91 ] it is stated that the complexit y is of order O ( m

log

2

3

log m ) under certain conditions

regarding the co e�cien t p

0

.



Chapter 4

P arallel Constan t Multipliers

4.1 Constan t Multipliers o v er GF (2

n

)

In this section an e�cien t sc heme for p erforming parallel m ultiplication of an arbitrary

elemen t from the �eld GF (2

n

) with a �xed, i.e. constan t, elemen t is dev elop ed. The

results to b e obtained will b e used in most of the subsequen t c hapters, in particular for

the general m ultipliers in Chapters 5 and 6, and for the in v erter in tro duced in Chapter 8.

Moreo v er, m ultiplication with a constan t �eld elemen t is extremely imp ortan t for Reed-

Solomon enco ders, see e.g. [LC83]. The algorithm whic h will b e in tro duced here can b e

directly applied to Reed-Solomon enco ders o v er �elds GF (2

n

).

First, t w o greedy algorithms will b e dev elop ed. The algorithms minimize the n um b er

of X OR gates whic h is required to implemen t constan t m ultipliers. Results on the p erfor-

mance of the algorithms compared to a straigh tforw ard approac h will b e pro vided. In the

app endix, complete lists of optimized complexities for m ultiplication with all elemen ts

from the �elds GF (2

n

), n = 4 ; 5 ; : : : ; 8 are giv en, whic h can, for instance, b e used in

Reed-Solomon enco ders o v er �elds GF (2

n

).

4.1.1 Tw o Sub optimal Algorithms

The general approac h tak en here is the application of the Mastro vito m ultiplier, in tro-

duced in Section 3.1.1, to constan t m ultiplication. This approac h w as previously describ ed

in [Mas91, Chapter 5.1.5]. Ho w ev er, the ma jor concern of this section is the application of

a greedy , i.e. lo cally optim um, algorithm whic h optimizes the gate coun t of the constan t

m ultipliers.

Equation (3.1) is a matrix description of the general m ultiplication in a �eld GF (2

n

).

The pro duct matrix Z is a function of the (v ariable) elemen t A and the �eld p olynomial

Q ( y ). If the elemen t A is no w c hosen to b e constan t, a binary pro duct matrix with �xe d

en tries is obtained. The m ultiplication with the constan t A is th us en tirely describ ed b y

the binary matrix. W e ma y explain the sc heme through an Example.

32
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Example. Let Q ( y ) = y

7

+ y + 1 b e the primitiv e p olynomial generating

GF (2

7

). The primitiv e elemen t of the �eld is denoted ! , where Q ( ! ) = 0. The

m ultiplication of a v ariable �eld elemen t B = ( b

0

; b

1

; : : : ; b

6

) with the �xed elemen t

A = !

47

= (1111100) is describ ed b y:

C = !

47

B = Z B (4.1)

=

0

B

B

B

B

B

B

B

B

B

B

@

1 0 0 1 1 1 1

1 1 0 1 0 0 0

1 1 1 0 1 0 0

1 1 1 1 0 1 0

1 1 1 1 1 0 1

0 1 1 1 1 1 0

0 0 1 1 1 1 1

1

C

C

C

C

C

C

C

C

C

C

A

0

B

B

B

B

@

b

0

b

1

.

.

.

b

6

1

C

C

C

C

A

=

0

B

B

B

B

B

B

B

B

B

B

@

b

0

+ b

3

+ b

4

+ b

5

+ b

6

b

0

+ b

1

+ b

3

b

0

+ b

1

+ b

2

+ b

4

b

0

+ b

1

+ b

2

+ b

3

+ b

5

b

0

+ b

1

+ b

2

+ b

3

+ b

4

+ b

6

b

1

+ b

2

+ b

3

+ b

4

+ b

5

b

2

+ b

3

+ b

4

+ b

5

+ b

6

1

C

C

C

C

C

C

C

C

C

C

A

:

Eac h op eration \+" in (4.1) denotes a mo d 2 addition, i.e. a t w o input X OR .

In the sequel w e consider the space complexit y of constan t m ultiplication. As the

example from ab o v e sho ws, the only op eration required for constan t m ultiplication is

mo dulo 2 addition. Hence w e de�ne the space complexit y as the n um b er of X OR gates

needed for the m ultiplier.

In [Mas91 , Chapter 5.1.5] a form ula for the aver age complexit y for constan t m ultipli-

cation in the �eld GF (2

n

) is dev elop ed:

C

cnst

=

n

2

2

� n [ X OR ] : (4.2)

This v alue is only an estimate whic h presumes pro duct matrices Z , whic h ha v e on a v erage

exactly n

2

= 2 en tries. Ho w ev er, w e determined the actual complexities for �elds n < 10

and found the estimation accurate.

Equation (4.2) is the a v erage of the straigh tforw ard realizations of all 2

n

binary ma-

trices of t yp e (4.1). F or instance, a straigh tforw ard realization of the constan t m ultiplier

in the example ab o v e requires 26 X OR gates, since there are 26 mo dulo 2 additions to

b e p erformed. Ho w ev er, it is rather ob vious that there are redundancies in the example

ab o v e, whic h allo w a reduction of the n um b er of X OR gates. F or instance, a straigh tfor-

w ard realization of the matrix in (4.1) w ould compute the sum ( b

0

+ b

1

) four times, since

it app ears in the ro ws 2,3,4, and 5. In the sequel, t w o greedy algorithm will b e dev elop ed

whic h �nds sub optimal solutions.

The reduction of the n um b er of X OR gates is a optimization problem on Bo olean

equations of form (4.1). The cost function of the optimization problem is the n um b er of

mo d 2 additions required to realize a set of n equations in n v ariables b

i

, i = 0 ; 1 ; : : : ; n � 1,

where eac h equation is a sum o v er certain b

i

. The greedy algorithms op erate iterativ ely .

The �rst algorithm computes in eac h iteration step the o ccurrence of all p ossible pairs

b

i

+ b

j

, i; j = 0 ; 1 ; : : : ; p , i 6= j . The most frequen t o ccurring pair b

opt 1

+ b

opt 2

can b e

precomputed. Th us, a lo cally optim um solution is found. The pair is considered a new
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lastcol := n-1;

M := zmatrix;

DO BEGIN

hmax := 0;

FOR i := 0 TO lastcol-1 DO BEGIN

FOR j := i+1 TO lastcol DO BEGIN

coli := GETCOLUMN(M,i);

colj := GETCOLUMN(M,j);

IF(HAMMINGWEIGHT(coli & colj) > hmax) BEGIN

hmax := HAMMINGWEIGHT(coli & colj);

maxi := i;

maxj := j;

END;

END;

END;

IF (hmax > 1) DO BEGIN

mxcoli := GETCOLUMN(M,maxi);

mxcolj := GETCOLUMN(M,maxj);

newcol := maxcoli & maxcolj;

PUTCOLUMN(M,newcol,lastco l+1) ;

PUTCOLUMN(M,!(newcol & maxcoli),i);

PUTCOLUMN(M,!(newcol & maxcolj),j);

lastcol := lastcol+1;

END;

WHILE (hmax > 1);

Pseudo Co de of the algorithm Greedy 1

elemen t b

�

= b

opt 1

+ b

opt 2

, and the matrix is extended suc h that it also con tains the new

elemen t. Again, in the next iteration step all p ossible pairs b

i

+ b

j

, i; j = 0 ; 1 ; : : : ; p + 1,

i 6= j are in v estigated, including the new elemen t b

�

. The algorithm ev en tually terminates

when all p ossible pairs o ccur only once. A more detailed explanation of the �rst greedy

algorithm is giv en b y the pseudo co de description.

The pseudo co de assumes the function GETCOLUMN(M,i) , whic h returns the column

i of the passed matrix M , the function PUTCOLUMN(M,col,i) , whic h replaces the column

i with the new column col , and the function HAMMINGWEIGHT(col) , whic h returns the

Hamming w eigh t of the passed column v ector col . The op erator & p erforms bit wise

logical AND , the op erator ! computes the bit wise in v erse of its argumen t. The algorithm

in the pseudo co de op erates iterativ ely on the matrix M . In eac h iteration step one new

column is app ended to the matrix. This new column refers to the sum b

i

+ b

j

whic h can

b e precomputed with one X OR gate. The new column has hmax en tries. A t the same
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time, the columns maxcoli and maxcolj are up dated through a logical AND with the new

column, th us eliminating 2 hmax en tries. Eac h elimination refers to the sa ving of one X OR

gate. Hence, ev ery iteration step sa v es 2 hmax � hmax � 1 = hmax � 1 X OR gates. The

n um b er of en tries is in eac h iteration step reduced b y hmax . This prop ert y together with

the fact that the algorithms terminates if there are no column pairs with hmax > 1 left,

assures con v ergence of the algorithm.

T o clarify the understanding of the algorithm, w e apply the �rst greedy algorithm to

the matrix b elonging to the example from ab o v e.

Example. W e reconsider m ultiplication with the elemen t A = !

47

= (1111100)

from GF (2

7

), with Q ( y ) = y

7

+ y + 1 b eing the �eld p olynomial. In the example

ab o v e, a matrix description of the m ultiplication of A with the v ariable �eld elemen t

B = ( b

0

; b

1

; : : : ; b

6

) w as dev elop ed:

C = !

47

B =

0

B

B

B

B

B

B

B

B

B

B

@

b

0

+ b

3

+ b

4

+ b

5

+ b

6

b

0

+ b

1

+ b

3

b

0

+ b

1

+ b

2

+ b

4

b

0

+ b

1

+ b

2

+ b

3

+ b

5

b

0

+ b

1

+ b

2

+ b

3

+ b

4

+ b

6

b

1

+ b

2

+ b

3

+ b

4

+ b

5

b

2

+ b

3

+ b

4

+ b

5

+ b

6

1

C

C

C

C

C

C

C

C

C

C

A

:

The straigh tforw ard implemen tation of the constan t m ultiplication requires 26 ad-

ditions. The summation from ab o v e can also b e represen ted b y the binary matrix

Z , whic h is the initial matrix for the greedy algorithm.

b

0

b

1

b

2

b

3

b

4

b

5

b

6

1 0 0 1 1 1 1

1 1 0 1 0 0 0

1 1 1 0 1 0 0

1 1 1 1 0 1 0

1 1 1 1 1 0 1

0 1 1 1 1 1 0

0 0 1 1 1 1 1

In the sequel the iterations of the greedy algorithm on the matrix are displa y ed.

1. In the �rst iteration step it is found that the addition b

0

+ b

1

is to b e pre-

computed. The v alue hmax equals 4, whic h is the Hamming w eigh t of the

AND ed �rst and second column. The sum of b oth is considered a new elemen t

b

0

7

= b

0

+ b

1

. The columns 0 and 1 are up dated and the new column is added

to the matrix.
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b

0

b

1

b

2

b

3

b

4

b

5

b

6

b

0

7

1 0 0 1 1 1 1 0

0 0 0 1 0 0 0 1

0 0 1 0 1 0 0 1

0 0 1 1 0 1 0 1

0 0 1 1 1 0 1 1

0 1 1 1 1 1 0 0

0 0 1 1 1 1 1 0

2. The second iteration step determines the new elemen t b

0

8

= b

2

+ b

3

.

b

0

b

1

b

2

b

3

b

4

b

5

b

6

b

0

7

b

0

8

1 0 0 1 1 1 1 0 0

0 0 0 1 0 0 0 1 0

0 0 1 0 1 0 0 1 0

0 0 0 0 0 1 0 1 1

0 0 0 0 1 0 1 1 1

0 1 0 0 1 1 0 0 1

0 0 0 0 1 1 1 0 1

3. The third iteration step determines the new elemen t b

0

9

= b

4

+ b

5

.

b

0

b

1

b

2

b

3

b

4

b

5

b

6

b

0

7

b

0

8

b

0

9

1 0 0 1 0 0 1 0 0 1

0 0 0 1 0 0 0 1 0 0

0 0 1 0 1 0 0 1 0 0

0 0 0 0 0 1 0 1 1 0

0 0 0 0 1 0 1 1 1 0

0 1 0 0 0 0 0 0 1 1

0 0 0 0 0 0 1 0 1 1

4. The forth iteration step determines the new elemen t b

0

10

= b

4

+ b

0

7

.

b

0

b

1

b

2

b

3

b

4

b

5

b

6

b

0

7

b

0

8

b

0

9

b

0

10

1 0 0 1 0 0 1 0 0 1 0

0 0 0 1 0 0 0 1 0 0 0

0 0 1 0 0 0 0 0 0 0 1

0 0 0 0 0 1 0 1 1 0 0

0 0 0 0 0 0 1 0 1 0 1

0 1 0 0 0 0 0 0 1 1 0

0 0 0 0 0 0 1 0 1 1 0

5. The �fth iteration step determines the new elemen t b

0

11

= b

6

+ b

0

8

.
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b

0

b

1

b

2

b

3

b

4

b

5

b

6

b

0

7

b

0

8

b

0

9

b

0

10

b

0

11

1 0 0 1 0 0 1 0 0 1 0 0

0 0 0 1 0 0 0 1 0 0 0 0

0 0 1 0 0 0 0 0 0 0 1 0

0 0 0 0 0 1 0 1 1 0 0 0

0 0 0 0 0 0 0 0 0 0 1 1

0 1 0 0 0 0 0 0 1 1 0 0

0 0 0 0 0 0 0 0 0 1 0 1

The up dated matrix do es not con tain an y column pairs with an AND ed Ham-

ming w eigh t that is greater one. Hence the algorithm terminates hereafter.

If the elemen ts ( b

0

7

; b

0

8

; : : : ; b

0

11

) are precomputed in exactly this sequence, one obtains

the follo wing equations for the constan t m ultiplication

C = !

47

B =

0

B

B

B

B

B

B

B

B

B

B

@

b

0

+ b

3

+ ( b

4

+ b

5

) + b

6

( b

0

+ b

1

) + b

3

(( b

0

+ b

1

) + b

4

) + b

2

( b

0

+ b

1

) + ( b

2

+ b

3

) + b

5

(( b

0

+ b

1

) + b

4

) + (( b

2

+ b

3

) + b

6

)

b

1

+ ( b

2

+ b

3

) + ( b

4

+ b

5

)

(( b

2

+ b

3

) + b

6

) + ( b

4

+ b

5

)

1

C

C

C

C

C

C

C

C

C

C

A

;

whic h can b e computed with 16 mo dulo 2 additions. The greedy algorithm has th us

reduced the n um b er of X OR gates needed for a hardw are implemen tation from 26

to 16.

The �nal complexit y can b e obtained from the matrix as follo ws. The en tire Hamming

w eigh t, i.e. the n um b er of all en tries of the binary matrix after the last iteration step min us

n , the n um b er of ro ws, is the complexit y of a pure matrix v ector m ultiplication. In the

case ab o v e w e ha v e 18 � 7 = 11 additions. In order to get the exact o v erall complexit y ,

the n um b er of precomputed terms (5) m ust b e added, whic h results in 11 + 5 = 16.

The greedy algorithm has three prop erties whic h mak es its application attractiv e:

1. The algorithm is monotone, i.e. the cost function (# X OR ) is reduced in ev ery

iteration step.

2. The algorithm alw a ys con v erges, as w as stated ab o v e.

3. The algorithm is fast. Running on an IBM PS2/486, the algorithm optimized the

matrices for all elemen ts from the �eld GF (2

15

) in less than 2 hours, whic h is an

a v erage time p er matrix of less than 220 msec.

As the example ab o v e sho w ed, relativ ely large impro v emen ts are p ossible for certain

�eld elemen ts. Ho w ev er, it m ust b e emphasized that the algorithm is only lo c al ly op-

tim um and do es not guaran tee glob al ly optim um solutions. Before the p erformance of

the algorithm for actual Galois �elds GF (2

n

), n = 4 ; 5 ; : : : ; 16, is compared with the

straigh tforw ard approac h, an impro v ed v ersion of the algorithm will b e in tro duced.
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One rather ob vious impro v emen t whic h can b e implemen ted, is that the greedy al-

gorithm c hec ks al l p ossible pairs of ro ws whic h p ossess a maxim um hmax . F or instance,

in the example ab o v e, four pairs ( b

0

+ b

1

) ; ( b

1

+ b

2

) ; ( b

2

+ b

3

) ; and( b

2

+ b

4

) w ere p ossible

candidates for precomputing in the v ery �rst step, since all pairs had a hmax of four.

Hence, a second algorithm w as implemen ted, whic h c hec k ed all p ossible pairs that ha v e a

maxim um hmax . The principal structure of the algorithm is the same as the one giv en in

the pseudo co de description ab o v e. In order to add the new feature, the algorithm w as

c hanged suc h that it w orks recursiv ely .

Example. Application of the second greedy algorithm to the optimization

problem from ab o v e:

C = !

47

B =

0

B

B

B

B

B

B

B

B

B

B

@

b

0

+ b

3

+ b

4

+ b

5

+ b

6

b

0

+ b

1

+ b

3

b

0

+ b

1

+ b

2

+ b

4

b

0

+ b

1

+ b

2

+ b

3

+ b

5

b

0

+ b

1

+ b

2

+ b

3

+ b

4

+ b

6

b

1

+ b

2

+ b

3

+ b

4

+ b

5

b

2

+ b

3

+ b

4

+ b

5

+ b

6

1

C

C

C

C

C

C

C

C

C

C

A

;

yields another sequence of precomputations. The b est sequence found is:

b

0

7

= b

0

+ b

1

;

b

0

8

= b

3

+ b

4

;

b

0

9

= b

2

+ b

5

;

b

0

10

= b

6

+ b

8

;

b

0

11

= b

2

+ b

0

7

;

b

0

12

= b

3

+ b

0

7

:

Application of the precomputations to the constan t m ultiplication giv es the opti-

mized equations:

C = !

47

B =

0

B

B

B

B

B

B

B

B

B

B

@

b

0

+ (( b

3

+ b

4

) + b

6

) + b

5

(( b

0

+ b

1

) + b

3

)

(( b

0

+ b

1

) + b

2

) + b

4

(( b

0

+ b

1

) + b

3

) + ( b

2

+ b

5

)

(( b

0

+ b

1

) + b

2

) + (( b

3

+ b

4

) + b

6

)

b

1

+ ( b

2

+ b

5

) + ( b

3

+ b

4

)

( b

2

+ b

5

) + (( b

3

+ b

4

) + b

6

)

1

C

C

C

C

C

C

C

C

C

C

A

;

whic h corresp onds to a realization with 6 + 8 = 14 X OR gates. Hence the new algo-

rithm giv es an impro v emen t of 2 X OR gates compared to the �rst greedy algorithm

and an impro v emen t of 12 X OR gates compared to the straigh tforw ard approac h.
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n Q ( y ) C

cnst

Greedy 1 Greedy 2

X OR X OR rel. impr. X OR rel. impr.

4 4,1,0 4 3.3 17.5% 3.3 17.5%

5 5,2,0 7 5.4 22.9% 5.3 24.3%

6 6,1,0 12 8.1 32.5% 7.9 34.2%

7 7,1,0 17 11.3 33.5% 11.0 35.3%

8 8,5,3,2,0 24 14.9 37.9% 14.4 40.0%

9 9,4,0 31 19.2 38.1% 18.5 40.3%

10 10,3,0 40 23.8 40.5% 22.8 43.0%

11 11,2,0 49 28.7 41.4%

12 12,8,5,1,0 60 33.3 44.5%

13 13,7,6,1,0 71 39.3 44.6%

14 14,9,7,2,0 84 45.4 46.0%

15 15,1,0 97 52.9 45.5%

16 16,11,6,5,0 112 59.1 47.2%

T able 4.1: Comparison of the a v erage complexit y of constan t m ultiplication in the �elds

GF (2

n

): Straigh tforw ard vs. Optimized Solutions.

4.1.2 Exp erimen tal Results

In this subsection some exp erimen tal results of practical relev ance regarding optimized

constan t m ultiplication are giv en. First, a p erformance measure compares the t w o greedy

algorithms from the previous section with the complexit y of the straigh tforw ard imple-

men tation. Second, the app endix lists the optimized complexit y of constan t m ultiplication

with all elemen ts from the �elds GF (2

n

), n = 4 ; 5 ; : : : ; 8.

The a v erage n um b er of X OR gates for constan t m ultiplication in one �eld GF (2

n

)

serv es as a p erformance measure of the algorithms. The straigh tforw ard approac h requires,

according to Equation (4.2), an a v erage of C

cnst

= n

2

= 2 � n X OR gates p er m ultiplier. W e

applied b oth algorithms in tro duced ab o v e, Greedy 1 and Greedy 2, to all elemen ts of the

�elds GF (2

n

), n = 4 ; 5 ; : : : ; 16, and computed the a v erage n um b er of mo dulo 2 additions.

The results are giv en in T able 4.1. F or the �elds n > 11, Greedy 2 w as not fast enough to

optimize all elemen ts, so that the �elds 11 < n � 16 w ere only optimized with Greedy 1.

The table lists the �eld p olynomial Q ( y ) next to the �eld exp onen t n . The column

headed b y C

cnst

con tains the a v erage complexit y of a straigh tforw ard realizations, com-

puted with Equation (4.2). The columns headed b y Greedy 1 and Greedy 2 con tain the

a v erage optimized complexit y (measured in X OR gates), and the impro v emen t relativ e to

the straigh tforw ard approac h.

It can b e seen that b oth greedy algorithms reduce the space complexit y considerably .

The algorithms gain more as n increases. This is due to the also increasing n um b er of

en tries in the n � n matrices, whic h results in a higher probabilit y of redundancies.
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The actual complexities of m ultiplication with the elemen ts from the �elds GF (2

n

),

n = 4 ; 5 ; : : : ; 8 can b e found App endix B. The lists in the app endix can, for instance,

b e used for the ev aluation of the gate coun t of constan t m ultipliers needed in an imple-

men tation of a Reed-Solomon enco der. Moreo v er, the lists giv e some insigh t in to the

complexit y b eha vior of di�eren t �eld elemen ts. F or example, it can b e seen that the �rst

few ! ; !

2

; : : : and the last few elemen ts : : : ; !

2

n

� 3

; !

2

n

� 2

(ordered b y their exp onen ts) of

eac h �eld ha v e a gate coun t whic h is signi�can tly lo w er than the a v erage complexit y . A

direct application for the optimized constan t m ultipliers is giv en in the arc hitectures of

m ultipliers o v er comp osite �elds, in tro duced in the Chapters 5 and 6. It w as found that

a careful c hoice of �eld p olynomials P ( x ), whic h ha v e co e�cien ts that p ossess a small

constan t m ultiplication complexit y , leads to a signi�can tly impro v ed gate coun t for the

op eration mo d P ( x ).

4.2 Constan t Multipliers o v er GF ((2

n

)

m

)

This section dev elops a general arc hitecture of constan t m ultipliers in comp osite �elds

GF ((2

n

)

m

). W e will fo cus on the dev elopmen t of an upp er b ound for the aver age com-

plexit y of the constan t m ultiplication. Results from the previous section will b e used for

this. The comp osite �elds considered are isomorphic to GF (2

k

), with k = nm . Ev ery

elemen t A of the comp osite �eld can b e represen ted as a p olynomial with m co e�cien ts

from GF (2

n

):

A ( x ) = a

m � 1

x

m � 1

+ � � � + a

0

; a

i

2 GF (2

n

) ; A 2 GF ((2

n

)

m

) : (4.3)

Multiplication of t w o �eld elemen ts C = A � B can b e p erformed in standard base as

C ( x ) = A ( x ) � B ( x ) mo d P ( x ) ; (4.4)

where P ( x ) is the �eld generator of degree m o v er GF (2

n

). In order to p erform constan t

m ultiplication w e consider one elemen t (p olynomial) to b e �xed. In the remainder of this

section w e c hose A as the �xed input elemen t.

W e can separate the t w o steps required for the �eld m ultiplication, whic h are ordinary

p olynomial m ultiplication ( � ) and reduction mo dulo the �eld p olynomial ( mo d ). The

second step, mo dulo reduction, will b e treated thoroughly in Chapter 5, Section 5.4.

W e turn no w to the �rst step, the m ultiplication of a p olynomial A ( x ), with c onstant

co e�cien t from GF (2

n

) with a p olynomial B ( x ) with arbitrary co e�cien ts. Theorem 8

states that a straigh tforw ard approac h allo ws p olynomial m ultiplication with m

2

m ulti-

plications and ( m � 1)

2

additions. All arithmetic op erations are p erformed in the ground

�eld GF (2

n

). Eac h m ultiplication in v olv es one constan t co e�cien t a

i

from A , and one

v ariable co e�cien t b

i

from B . Hence Equation 4.2 can b e applied, whic h pro vides the

a v erage complexit y C

cnst

for one m ultiplication:


 = C

cnst

=

n

2

2

� n [ X OR ] :
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Ev ery addition in v olv es t w o pro ducts of the form a

i

� b

j

, whic h are also v ariable since all

b

i

are v ariable. Therefore eac h addition is a general addition with a complexit y of

� = n [ X OR ] :

No w an upp er b ound for the a v erage complexit y C

pol

for the m ultiplication of t w o

p olynomials o v er GF (2

n

), one with �xed and one with v ariable co e�cien ts, can b e stated:

C

pol

= m

2


 +( m � 1)

2

�

=

( nm )

2

2

� 2 nm + n [ X OR ] (4.5)

=

k

2

2

� 2 k + n [ X OR ] :

The a v erage complexit y is of order O (( nm )

2

). This is the same order as for the

constan t m ultipliers in GF (2

k

), giv en in Equation (4.2). Ho w ev er, the complexit y in

(4.5) o v er GF ((2

n

)

m

) b eha v es sligh tly b etter than the constan t m ultipliers o v er GF (2

k

),

k = nm , since a comparison of the linear terms sho ws that

� 2 k + n < � k ;

for all k and n .

In order to ev aluate the complexit y of the en tire constan t m ultiplication, the reduction

mo d P ( x ) m ust b e p erformed. This complexit y dep ends hea vily on the �eld p olynomial

c hosen. Therefore w e do not pro vide general expressions whic h w ould lead to complexities

that are m uc h to o high. Ho w ev er, in the column headed b y \ mo d " of T able 5.1 are actual

complexities for the mo dulo reduction with optimize d �eld p olynomials listed. The results

from there can b e immediately applied to the case of constan t m ultiplication treated here.

Finally it should b e men tioned that for an actual elemen t from GF ((2

n

)

m

) the com-

plexit y migh t b e considerably smaller than the one in Equation (4.2). First, one should

try to apply one of the greedy algorithms from the previous section to the m

2

individual

constan t m ultiplications in GF (2

n

). Second, constan t m ultiplication whic h applies the

Karatsuba-Ofman algorithm, to b e dev elop ed in Section 5.2, can lead to lo w er complex-

ities. This is particularly lik ely for large v alues of n . Again, it is di�cult to pro vide

general statemen ts due to the strong dep endency on the structure of the actual elemen t

considered.



Chapter 5

Multipliers o v er General Comp osite

Fields GF ((2

n

)

m

)

P arts of this c hapter w ere presen ted in [P aa93b] and [P aa93a].

5.1 Principal

In this c hapter a parallel m ultiplier with lo w complexit y in the comp osite �eld GF ((2

n

)

m

)

will b e dev elop ed. The �elds considered are of the form GF ((2

n

)

2

i

), i in teger. The ele-

men ts of the �eld ma y b e represen ted in the standard (or canonical) basis as p olynomials

with a maxim um degree m � 1 o v er GF ( q ):

A ( x ) = a

m � 1

x

m � 1

+ � � � + a

0

; a

i

2 GF ( q ) ; A 2 GF ( q

m

) :

The generator of the extension �eld is a primitiv e p olynomial P ( x ) of degree m o v er

GF (2

n

). Multiplication of t w o elemen ts A and B of the extension �eld can b e p erformed

in the standard represen tation as:

A ( x ) � B ( x ) mo d P ( x ) : (5.1)

The �eld m ultiplication in (5.1) ma y b e p erformed in t w o steps:

1. Ordinary p olynomial m ultiplication ( � );

2. Reduction mo dulo the generating p olynomial ( mo d ).

W e will treat b oth steps separately in the follo wing sections. The basic arithmetic op er-

ations, addition and m ultiplication, whic h are required for b oth steps are actually p er-

formed in the ground �eld GF (2

n

).

The basic idea of the m ultiplier in tro duced here is the application of the Karatsuba-

Ofman Algorithm (K O A) [K O63] for e�cien t m ultiplication of p olynomials o v er a �eld

F to step 1. E�cient refers to the fact that the algorithm sa v es m ultiplications at the

42
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cost of extra additions. Hence, if the algorithm is exp ected to b e an impro v emen t in

complexit y , m ultiplications m ust b e more \costly" than additions. This condition is

naturally ful�lled for p olynomials o v er �elds GF (2

n

). Addition in the ground �eld is

p erformed b y n parallel mo d 2 adders since the �eld c haracteristic is still 2. On the other

hand, the n um b er of elemen tary gates required for a m ultiplier in standard represen tation

in GF (2

n

) realized with traditional arc hitectures is at least n

2

� 1 mo d 2 adders and

n

2

mo d 2 m ultipliers, resp ectiv ely . Our arc hitecture applies the Mastro vito m ultiplier

[Mas89] to the m ultiplication of the p olynomial co e�cien ts.

The outline of remainder of the c hapter is as follo ws. Section 5.2 deals, after a brief

description of some previous w ork, with a thorough in v estigation of the computational

complexit y of the K O A and of the time complexit y of its parallel implemen tation. A

matrix description of the algorithm, whic h can, for instance, b e used for a VLSI descrip-

tion, will b e dev elop ed to o. Section 5.3 sho ws the application of the K O A to p olynomials

o v er �elds of c haracteristic 2. Section 5.4 describ es ho w primitiv e p olynomials with lo w

complexit y with resp ect to mo dulo reduction can b e determined. Section 5.5 sho ws the

b est m ultipliers found for comp osite �elds up to GF (2

32

). F or eac h m ultiplier the ex-

act complexities are giv en together with the comp osition nm and a comparison with the

k

2

complexit y b ound of traditional m ultipliers. As an example, for the imp ortan t �eld

GF (2

16

) a m ultiplier is explained and a blo c k diagram of the arc hitecture giv en.

5.2 The Karatsuba-Ofman Algorithm

5.2.1 In tro duction

The Karatsuba-Ofman algorithm (K O A) is a recursiv e metho d for e�cien t p olynomial

m ultiplication or e�cien t m ultiplication in p ositional n um b er systems (whic h is actually

the same task.) The algorithm w as �rst describ ed b y Karatsuba and Ofman in 1962 in the

\Doklady Ak ademii Nauk SSSR," the English translation w as published in 1963 [K O63 ].

The original pap er aimed on the application of m ultiplication in p ositional n um b er sys-

tems. Kn uth giv es a compact v ersion of the algorithm in the second v olume of his \Art

of Computer Programming" [Kn u81]. In the treatmen t of the algorithm's history Kn uth

states that it seems surprising that the K O A had not b een disco v ered b efore 1962, de-

spite its comparativ ely simplicit y and its usefulness, e.g. for men tal arithmetic. Sedgewic k

[Sed90] also pro vides a description of the K O A in a compact notation, though sligh tly dif-

feren t from Kn uth's. An in v estigation of the algorithm's computational complexit y is

giv en in [F at74 ], where the K O A is referred to as \Split." Ho w ev er, this reference con-

tains an error in the deriv ation of the additiv e complexit y , leading to a somewhat incorrect

form ula

1

.

The K O A is based on the \divide-and-conquer" principle [Sed90]. This principle is

applied to suitable algorithms with complexit y greater O ( n ) b y splitting the initial prob-

1

the error will b e outlined in the follo wing section
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lem, solving the partial problems separately , and com bining the solutions obtained. The

\price" whic h m ust b e paid for the computational gain is the splitting of the input and

the merging of the partial solutions. T ypical examples for divide-and-conquer algorithms

are Quic k-Sort [Sed90] for sorting or the F ast F ourier T ransform (FFT) [Str86 ] with its

wide applications, e.g. in signal pro cessing [Bla85 ]. In the case of p olynomial m ultipli-

cation an algorithm is considered e�cient if it sa v es m ultiplication, often at the cost of

extra additions. As a consequence, m ultiplication m ust b e more \costly" than addition

if the algorithm is supp osed to b e an impro v emen t. It should b e noted that for the t w o

general metho ds for e�cien t p olynomial m ultiplication, K O A and FFT, the n um b er of

extra additions is often higher than the n um b er of m ultiplications sa v ed. This situation

is giv en in particular for short p olynomials as will b e sho wn later.

5.2.2 Recursiv e Description and Complexit y

First, the computational complexit y of the \sc ho olb o ok" or straigh tforw ard metho d for

p olynomial m ultiplication is giv en, in order to pro vide a measure for the algorithm to b e

dev elop ed.

Theorem 8 Two arbitr ary p olynomials in one variable of de gr e e less or e qual m � 1 with

c o e�cients fr om a �eld F c an b e multiplie d with not mor e than:

# 
 = m

2

(5.2)

# � = ( m � 1)

2

(5.3)

multiplic ations and additions, r esp e ctively, in F .

The pro of can b e readily obtained b y induction o v er m .

The K O A pro vides a recursiv e algorithm whic h reduces the m ultiplicativ e complexit y

(5.2) and | for large enough m | the additiv e complexit y (5.3). W e consider the m ul-

tiplication of t w o p olynomials A ( x ) and B ( x ) with a maxim um degree of m � 1 o v er a

�eld F , i.e. eac h p olynomial p ossesses at most m co e�cien ts from F . W e are in terested

in �nding the pro duct C

0

( x ) = A ( x ) B ( x ) with deg ( C

0

( x )) � 2 m � 2. The consideration

here is restricted to p olynomials where m is a p o w er of t w o: m = 2

t

, t in teger. T o apply

the algorithm, b oth p olynomials are split in to a lo w er and an upp er half:

A = x

m

2

( x

m

2

� 1

a

m � 1

+ � � � + a

m

2

) + ( x

m

2

� 1

a

m

2

� 1

+ � � � + a

0

) = x

m

2

A

h

+ A

l

B = x

m

2

( x

m

2

� 1

b

m � 1

+ � � � + b

m

2

) + ( x

m

2

� 1

b

m

2

� 1

+ � � � + b

0

) = x

m

2

B

h

+ B

l

: (5.4)

Using (5.4), a set of auxiliary p olynomials D

(1)

( x ) is de�ned:

D

(1)

0

( x ) = A

l

( x ) B

l

( x )

D

(1)

1

( x ) = [ A

l

( x ) + A

h

( x )][ B

l

( x ) + B

h

( x )] (5.5)

D

(1)

2

( x ) = A

h

( x ) B

h

( x ) :
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The pro duct p olynomial C

0

( x ) = A ( x ) B ( x ) is ac hiev ed b y:

C

0

( x ) = D

(1)

0

( x ) + x

m

2

[ D

(1)

1

( x ) � D

(1)

0

( x ) � D

(1)

2

( x )] + x

m

D

(1)

2

( x ) : (5.6)

Th us far the pro cedure has reduced the n um b er of m ultiplications to 3 = 4 m

2

in (5.5)

from m

2

in (5.2). Ho w ev er, the algorithm b ecomes recursiv e if it is applied again to

the p olynomial m ultiplications in (5.5). The next iteration step splits the p olynomials

A

l

; A

h

; and( A

l

+ A

h

) and their B coun terparts again in half. With the newly halv ed

p olynomials another set of auxiliary p olynomials D

(2)

i

; i = 0 ; : : : ; 8 is obtained. The

p olynomials D

(1)

can no w b e computed b y means of the D

(2)

i

:

D

(1)

0

( x ) = D

(2)

0

( x ) + x

m

4

[ D

(2)

1

( x ) � D

(2)

0

( x ) � D

(2)

2

( x )] + x

m

4

D

(2)

2

( x )

D

(1)

1

( x ) = D

(2)

3

( x ) + x

m

4

[ D

(2)

4

( x ) � D

(2)

3

( x ) � D

(2)

5

( x )] + x

m

4

D

(2)

5

( x ) (5.7)

D

(1)

2

( x ) = D

(2)

6

( x ) + x

m

4

[ D

(2)

7

( x ) � D

(2)

6

( x ) � D

(2)

8

( x )] + x

m

4

D

(2)

8

( x )

The algorithm ev en tually terminates after t steps. In the �nal step the p olynomials

D

( t )

( x ) are degenerated in to single co e�cien ts, i.e. deg ( D

( t )

( x )) = 0. Since ev ery step

exactly halv es the n um b er of co e�cien ts, the algorithm terminates after t = log

2

m steps.

The follo wing t w o theorems pro vide expressions for the computational and the time

complexit y of the K O A for p olynomials o v er �elds of c haracteristic 2 with resp ect to a

parallel hardw are implemen tation.

Theorem 9 Two arbitr ary p olynomials in one variable of de gr e e less or e qual m � 1 , wher e

m is a p ower of two, with c o e�cients in a �eld F of char acteristic 2 c an b e multiplie d by

me ans of the Kar atsub a-Ofman algorithm with:

# 
 = m

log

2

3

; (5.8)

# � � 6 m

log

2

3

� 8 m + 2 ; (5.9)

multiplic ations and additions, r esp e ctively, in F .

Theorem 10 A p ar al lel r e alization of the Kar atsub a-Ofman algorithm for the multipli-

c ation of two arbitr ary p olynomials in one variable of de gr e e less or e qual m � 1 , wher e

m is a p ower of two, with c o e�cients in a �eld F of char acteristic 2 c an b e implemente d

with a time c omplexity (or delay) of:

T = T




+ 3 (log

2

m ) T

�

; (5.10)

wher e \ T




" and \ T

�

"denote the delay of one multiplier and one adder, r esp e ctively, in

F .

It should b e noted that the subtractions in (5.6) are additions if F is of c haracteristic 2.

F or the pro of of the theorems three stages of the algorithm will b e distinguished:
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Pro of.

1. In the �rst stage the mere splitting of the p olynomials is considered.

Since splitting itself tak es no computation, only the t w o summations in

5.5 are of in terest. T aking in to accoun t that the n um b er of p olynomials

triples in eac h iteration step, whereas the length of the p olynomials is

reduced b y half, one obtains:

# �

1

=

log

2

m

X

i =1

3

i � 1

2

m

2

i

= 2 m

log

2

3

� 2 m: (5.11)

Since all additions of one iteration can b e p erformed in parallel in a

hardw are realization, the dela y equals:

T

1

= T

�

log

2

m; (5.12)

where \ T

�

" denotes the dela y for one adder in F .

2. In the second stage the ac hiev ed 3

log

2

m

= m

log

2

3

p olynomials (eac h con-

sisting of one co e�cien t) are actually m ultiplied. This requires:

# 


2

= m

log

2

3

(5.13)

m ultiplications. The dela y of a parallel implemen tation is:

T

2

= T




; (5.14)

where \ T




" denotes the dela y caused b y one m ultiplier in F .

3. The third stage merges the p olynomials according to Equation (5.6).

There are t w o kinds of additions (or subtractions) in v olv ed: Subtracting

three p olynomials with 2

i

� 1 co e�cien ts and 2

i

� 2 additions due to the

o v erlapping

2

of three terms:

# �

3

=

log

2

m

X

i =1

3

log

2

m � i

[2(2

i

� 1) + (2

i

� 2)] = 4 m

log

2

3

� 6 m + 2 : (5.15)

The dela y equals:

T

3

= 2 (log

2

m ) T

�

: (5.16)

�

The o v erall complexities in the Theorems 9 and 10 are obtained b y summation of the

partial complexities. Ho w ev er, the righ t hand side of the additiv e complexit y (5.9) is

an upp er b ound rather than an exact expression, b ecause the recursiv e algorithm b ears

2

Reference [F at74 ] is here wrong b y claiming that only 2

i

� 4 co e�cien ts o v erlap.
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redundancies whic h can b e eliminated in a parallel realization. F or instance, for the v alue

m = 4, whic h is of great imp ortance for the m ultiplier arc hitectures to b e dev elop ed, the

upp er b ound in (5.9) can b e reduced from 24 to 22 in a parallel implemen tation suc h as

sk etc hed in Figure (5.1).

A comparison of the computational complexities (5.8) and (5.9) of the K O A with

the corresp onding expressions (5.2) and (5.3) of the straigh tforw ard approac h sho ws an

impro v emen t for b oth, m ultiplication and addition. While the n um b er of m ultiplications

impro v es for all m � 2, the additiv e complexit y only impro v es for m � 64.

Example. Figure 5.1 sho ws a blo c k diagram of a parallel realization of the

K O A o v er �elds with c haracteristic 2 for the case m = 4, i.e. the input p olynomials

ha v e degree 3. The three di�eren t stages describ ed ab o v e can b e v eri�ed easily from

the �gure. The adders on the left hand side of the dra wing refer to the t w o iteration

steps of stage one. There are 10 additions required (5.11), the corresp onding dela y

is in accordance to Equation (5.12) equal to 2 T

�

. The second stage corresp onds to

the ro w of 9 m ultipliers, causing a dela y of one T




. The third stage is giv en b y the

adders on the righ t hand side of Figure 5.1. As men tioned ab o v e, the n um b er of

additions could b e reduced from 14 in (5.13) to 12 due to redundancies. The critical

path of length 4 T

�

for the third stage is ac hiev ed b y Equation (5.16) if m = 4.

5.2.3 A Matrix Represen tation

While the previous section describ es the K O A as a recursiv e algorithm, this section pro-

vides a description based on binary matrices. The mo v e from the recursiv e to a matrix

represen tation can b e view ed as a time-space transformation. The motiv ation for it orig-

inated in the need for a suitable description of the K O A for a VLSI syn thesis, whic h will

b e describ ed in Chapter 7, of the m ultiplier to b e dev elop ed. Ho w ev er, the matrix rep-

resen tation is also useful for an in v estigation of the algorithm's prop erties. F or instance,

one obtains information regarding the connectivit y structure of a parallel realization im-

mediately from the binary matrices, whereas this structure is somewhat hidden b y the

recursiv e description.

The in v estigation is again restricted to p olynomials o v er �elds of c haracteristic 2. The

structure of the matrix represen tation is the follo wing. The three di�eren t stages of the

K O A, in tro duced in section 5.2.2, are considered:

1. Stage one tak es care of the splitting of the input p olynomials. The t w o inputs

A ( x ) ; B ( x ) are represen ted b y t w o v ectors A

0

; B

0

, eac h consisting of m co e�cien ts.

Ev ery step from the recursion is represen ted b y one matrix-v ector m ultiplication.

Hence, there are t = log

2

m suc h m ultiplications:

step 1 2 : : : log

2

m

op eration: M

1

A

0

= A

1

! M

2

A

1

= A

2

! : : : ! M

t

A

t � 1

= A

t

op eration: M

1

B

0

= B

1

! M

2

B

1

= B

2

! : : : ! M

t

B

t � 1

= B

t
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Figure 5.1: Blo c k diagram of a parallel realization of the K O A for p olynomials of degree

3 o v er �elds with c haracteristic 2
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The lengths of the v ectors A

i

; B

i

increases in ev ery step b y the factor 3 = 2. Since the

initial v ectors A

0

; B

0

ha v e m elemen ts, the �nal v ectors A

t

; B

t

ha v e (3 = 2)

log

2

m

m =

3

log

2

m

elemen ts. The one en tries of the matrices M

i

are obtained b y the follo wing

algorithm in pseudo P ascal:

col0 := 0;

row0 := 0;

square := m 2^i;

FOR cnt := 0 TO 3^(i-1) DO BEGIN

FOR diag := 0 TO m/2^i DO BEGIN

M[diag+row0][diag+col0]=1 ;

M[diag+square+row0][diag+ col0 ]=1 ;

M[diag+square+row0][diag+ squa re+ col0 ]=1;

M[diag+2*square+row0][dia g+sq uar e+co l0]= 1;

END;

row0 := row0 + 3 m/2^i;

col0 := col0 + m/2^(i-1);

END;

2. Stage t w o p erforms elemen t wise m ultiplication of the v ectors A

t

; B

t

:

D

0

= A

t

� B

t

3. Stage three builds the p olynomial C

0

( x ) = A ( x ) B ( x ) from the pro duct v ector D

0

.

Similar to stage one, the log

2

m steps of the recursion are represen ted b y log

2

m

v ector-matrix m ultiplications.

step 1 2 : : : log

2

m

op eration: N

1

D

0

= D

1

! N

2

D

1

= D

2

! : : : ! N

t

D

t � 1

= D

t

= C

0

The length of eac h v ector D

i

is giv en b y 3

log

2

m � i

(2

i +1

� 1) ; i = 0 ; 1 ; : : : ; log

2

m . The

one en tries of the matrices N

i

are obtained b y the follo wing algorithm in pseudo

P ascal:

FOR pset := 0 TO 3^log(m)-1 DO BEGIN

FOR cf := 0 TO 2^i-1 DO BEGIN

N[pset*(2^(i+1)-1)+cf][ pset *(2^ i-1 )*3+ cf]= 1;

N[pset*(2^(i+1)-1)+2^i+ cf][ pset *(2 ^i-1 )*3+ 2*(2 ^i- 1)+c f]=1 ;

N[pset*(2^(i+1)-1)+2^(i -1)+ cf][ pse t*(2 ^i-1 )*3+ 2^i -1+c f]=1 ;

N[pset*(2^(i+1)-1)+2^(i -1)+ cf][ pse t*(2 ^i-1 )*3+ cf] =1;

N[pset*(2^(i+1)-1)+2^(i -1)+ cf][ pse t*(2 ^i-1 )*3+ 2*( 2^i- 1)+c f]=1 ;

END

END
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In the sequel an instance of the matrix description is pro vided for p olynomials with

maxim um degree 3.

Example. In the case m = 4, the initial v ectors are A

0

= ( a

0

; a

1

; a

2

; a

3

) and the

B

0

coun terpart. Stage one and three are describ ed b y t = log

2

4 = 2 matrix-v ector

m ultiplications. These are uniquely represen ted b y the matrices M

1

; M

2

; N

1

; N

2

,

whic h can b e constructed b y means of the t w o algorithms giv en ab o v e:

M

1

=

0

B

B

B

B

B

B

B

@

1 0 0 0

0 1 0 0

1 0 1 0

0 1 0 1

0 0 1 0

0 0 0 1

1

C

C

C

C

C

C

C

A

; M

2

=

0

B

B

B

B

B

B

B

B

B

B

B

B

B

B

@

1 0 0 0 0 0

1 1 0 0 0 0

0 1 0 0 0 0

0 0 1 0 0 0

0 0 1 1 0 0

0 0 0 1 0 0

0 0 0 0 1 0

0 0 0 0 1 1

0 0 0 0 0 1

1

C

C

C

C

C

C

C

C

C

C

C

C

C

C

A

N

1

=

0

B

B

B

B

B

B

B

B

B

B

B

B

B

B

@

1 0 0 0 0 0 0 0 0

1 1 1 0 0 0 0 0 0

0 0 1 0 0 0 0 0 0

0 0 0 1 0 0 0 0 0

0 0 0 1 1 1 0 0 0

0 0 0 0 0 1 0 0 0

0 0 0 0 0 0 1 0 0

0 0 0 0 0 0 1 1 1

0 0 0 0 0 0 0 0 1

1

C

C

C

C

C

C

C

C

C

C

C

C

C

C

A

; N

2

=

0

B

B

B

B

B

B

B

B

B

B

@

1 0 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0 0

1 0 1 1 0 0 1 0 0

0 1 0 0 1 0 0 1 0

0 0 1 0 0 1 1 0 1

0 0 0 0 0 0 0 1 0

0 0 0 0 0 0 0 0 1

1

C

C

C

C

C

C

C

C

C

C

A

:

5.3 E�cien t P olynomial Multiplication in Finite Fields

In this section the K O A is applied to e�cien t m ultiplication of p olynomials A ( x ) ; B ( x )

with maxim um degree m � 1 o v er �elds GF (2

n

). This is the �rst and, with resp ect to the

complexities, ma jor step for p erforming the en tire �eld m ultiplication (5.1) in GF ((2

n

)

m

).

The goal is to minimize the n um b er of elemen tary units, namely X OR - (mo d 2 adder) and

AND - (mo d 2 m ultiplier) gates.

The t w o op erations required for the K O A, addition and m ultiplication, refer no w to

arithmetic with the co e�cien ts a

i

; b

j

in GF (2

n

). The mo dule \ GF (2

n

) adder" simply

consists of n parallel mo d 2 adders. F or the mo dule \ GF (2

n

) m ultiplier" the m ultiplier

from Mastro vito [Mas91] describ ed in Section 3.1.1 is used. Assuming condition (3.6) for

all generating p olynomials Q ( y ) of the ground �eld, the o v erall complexit y for p olynomial

m ultiplication, measured in mo d 2 adders/m ultipliers, results in:

# AND = n

2 � log

2

3

k

log

2

3

(5.17)

# X OR �

 

k

n

!

log

2

3

( n

2

+ 6 n � 1) � 8 k + 2 n ; certain n (5.18)
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with k = nm .

Both form ulas (5.17), (5.18) imply that the or der of elemen tary gates increases asymp-

totically only prop ortional to k

log

2

3

� k

1 : 58

as k increases if n is k ept small. Ho w ev er,

giv en a �eld order 2

k

, the optim um v alue for the �eld partitioning GF ((2

n

)

m

)

�

=

GF (2

k

)

m ust b e determined. Ha ving k �xed, the optim um of Equation (5.17) is simply obtained

if n is c hosen as small as p ossible. The optim um for the X OR complexit y is ac hiev ed b y

computing the ro ot of the �rst deriv ativ e of (5.18) with resp ect to n . The deriv ativ e is

a p olynomial with irrational exp onen ts without a closed solution. F or actual v alues of

k the solution can b e obtained n umerically . By using W olfram's Mathematic a [W ol88 ],

the optim um v alue w as found to b e n = 8 for all �elds with k > 32. F or k � 32 the

optim um n is b et w een 5 ( k = 8) and 7 ( k = 32). Ho w ev er, this optimization do es not

tak e in to accoun t that m has to b e a p o w er of t w o. Hence, for actual �eld size exp onen ts

k a trade o� m ust b e made b et w een a p ossible parameter n , usually close to the optim um

one describ ed ab o v e, whic h results in a reasonably lo w X OR complexit y , and a v alue for

n whic h k eeps the AND complexit y lo w.

Ro w six and sev en of T able 5.1 in Section 5.5, headed b y AND and X OR sho w the

complexities (5.17) and (5.18), resp ectiv ely , found for com binations of the form:

k = nm where k = 4 ; 6 ; : : : ; 32 ; m = 2

i

:

T o ac hiev e an expression for the time complexit y , Equation (5.10) with appropriate

expressions for T

�

and T




can b e applied. As men tioned b efore, addition in GF (2

n

) has a

dela y of one X OR gate, i.e. T

�

= T

xor

. The dela y for m ultiplication, T




, in the ground �eld

GF (2

n

) is upp er b ounded b y (3.11). Hence, the o v erall dela y for parallel m ultiplication

of p olynomials of degree m � 1 o v er GF (2

n

) can b e upp er b ounded b y:

T � T

xor

(2 d log

2

n e + 3 log

2

m ) + T

and

: (5.19)

5.4 Reduction Mo dulo the Field P olynomial

This section describ es the second step of (5.1), the op eration \ mo d P ( x )." In order to

p erform this op eration with lo w complexit y , it is assumed that the �eld p olynomial can b e

c hosen arbitrarily . F rom a mathematical p oin t of view this assumption is v alid an yw a y ,

since there exists only one �eld of order 2

nm

[McE87]; di�eren t represen tations of �elds

generated b y di�eren t �eld p olynomials are alw a ys isomorphic. F rom a tec hnical p oin t of

view, a situation ma y arise where one arc hitecture op erating on a certain p olynomial has

to b e used in a system in whic h mo dules based on another �eld p olynomial exist. In this

case, merely an isomorphic mapping as describ ed in Section 2.2 has to b e implemen ted in

order to �t the di�eren t represen tations.

The pure p olynomial m ultiplication of t w o p olynomials A ( x ) B ( x ), b oth of degree

m � 1, results in a pro duct p olynomial C

0

( x ) o v er GF (2

n

) with deg ( C

0

( x )) � 2 m � 2 .

In order to p erform a m ultiplication in GF ((2

n

)

m

), C

0

( x ) m ust b e reduced mo dulo the
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generator p olynomial P ( x ). The mo dulo op eration will result in a p olynomial C ( x ) with

deg ( C ( x )) � m � 1 whic h represen ts the desired �eld elemen t:

C ( x ) = C

0

( x ) mo d P ( x ) ; C ( x ) 2 GF ((2

n

)

m

)

= c

0

2 m � 2

x

2 m � 2

+ � � � + c

0

0

mo d P ( x )

= c

m � 1

x

m � 1

+ � � � + c

0

The reduction mo dulo P ( x ) can b e view ed as a linear mapping of the 2 m � 1 co e�cien ts

of C

0

( x ) in to the m co e�cien ts of C ( x ) . This mapping can b e represen ted in a matrix

notation as follo ws:

0

B

B

B

B

@

c

0

c

1

.

.

.

c

m � 1

1

C

C

C

C

A

=

0

B

B

B

B

@

1 0 � � � 0 r

0 ; 0

� � � r

0 ;m � 2

0 1 � � � 0 r

1 ; 0

� � � r

1 ;m � 2

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 0 � � � 1 r

m � 1 ; 0

� � � r

m � 1 ;m � 2

1

C

C

C

C

A

0

B

B

B

B

B

B

B

B

B

B

@

c

0

0

.

.

.

c

0

m � 1

c

0

m

.

.

.

c

0

2 m � 2

1

C

C

C

C

C

C

C

C

C

C

A

(5.20)

The matrix on the righ t hand side of (5.20) consists of a ( m; m ) iden tit y matrix and a

( m; m � 1) matrix R whic h w e ma y name the r e duction matrix . R is solely a function

of the c hosen monic generating p olynomial P ( x ) = x

m

+ � � � + p

0

, i.e. to ev ery P ( x ) a

reduction matrix is uniquely assigned. R 's recursiv e dep endency on P ( x ) is the follo wing:

r

j i

=

(

p

i

; j = 0 ; : : : ; m � 1 ; i = 0

r

j � 1 ;i � 1

+ r

m � 1 ;i � 1

r

j 0

; j = 0 ; : : : ; m � 1 ; i = 1 ; : : : ; m � 2

(5.21)

where r

j � 1 ;i � 1

= 0 if j = 0. F rom Equation (5.21) it follo ws directly that r

j i

2 GF (2

n

)

since p

i

2 GF (2

n

). It should b e emphasized that (5.20) do es not require an y general

m ultiplication but only additions and m ultiplications with a constan t from GF (2

n

). Both

functions require only mo d 2 adders as is sho wn in Section 4.1. Therefore the space

complexit y of a realization of (5.20) can b e measured b y the total n um b er of t w o input

mo d 2 adders. In order to ac hiev e a small complexit y for the reduction mo d P ( x ), an

exhaustiv e computer based searc h through al l primitiv e p olynomials o v er GF (2

n

) of degree

m w as conducted. The n um b er of primitiv e p olynomials I

p

c hec k ed is giv en b y [GT74]:

I

p

=

1

m

�(2

mn

� 1) ;

where �( � ) denotes the Euler function.

The complexit y of m ultiplication with eac h of the I

p

reduction matrices w as ev aluated

as follo ws. F or ev ery matrix the n um b er of additions and constan t m ultiplications w as

computed. Redundancies within the ro ws of R , i.e. at least t w o elemen ts are equal:

r

ij

= r

ik

, w ere tak en in to accoun t, th us reducing the n um b er of constan t m ultiplications.

Eac h addition has a w eigh t of n mo d 2 adders, the w eigh t for constan t m ultiplication w as

ac hiev ed b y the optimization algorithm describ ed in Section 4.1.
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Example. The p olynomial in v estigated is P ( x ) = x

4

+ x

3

+ x + ! o v er GF (2

n

).

The corresp onding reduction matrix is:

R =

0

B

B

B

@

! ! 0

0 ! !

1 1 !

1 1 1

1

C

C

C

A

:

The op eration (5.20) is for this instance:

0

B

B

B

@

c

0

c

1

c

2

c

3

1

C

C

C

A

=

0

B

B

B

@

c

0

0

+ ! ( c

0

4

+ c

0

5

)

c

0

1

+ ! ( c

0

5

+ c

0

6

)

c

0

2

+ c

0

4

+ c

0

5

+ ! c

0

6

c

0

3

+ c

0

4

+ c

0

6

1

C

C

C

A

;

whic h can b e computed with 9 additions and 3 constan t m ultiplications with ! .

These op erations can b e implemen ted with 9 � 4 + 3 � 1 = 39 X OR gates.

The b est p olynomials P

opt

found during the searc h are only sub optim um. Redundan-

cies b et w een ro ws are not found b y the algorithm implemen ted. F or instance, reconsid-

ering the example from ab o v e, the expression ( c

0

4

+ c

0

5

) o ccurs t wice, so that the mo dulo

reduction can b e realized with 8 � 4 + 3 � 1 = 35 X OR gates. Ho w ev er, the �nding of glob al ly

optimum expressions seems to b e a problem whic h is di�cult and computational in ten-

siv e. Hence, the determination of globally optim um solutions w as not feasible for this

application where, due to the nature of the exhaustiv e searc h, a rather large n um b er of

p olynomials ha v e to b e c hec k ed. Moreo v er, as the results in Section 5.5 sho w, the mo dulo

reduction w as found to b e of minor imp ortance in terms of complexit y for the m ultiplier,

since it is resp onsible for less than 10% of the o v erall gate coun t for the �elds in v estigated.

The exhaustiv e searc h w as implemen ted as follo ws. The searc h algorithm consists of

t w o main parts: ev aluation of the complexit y as describ ed ab o v e for ev ery p olynomial

P ( x ) and, if the complexit y is an impro v emen t on the previously found ones, c hec king

whether P ( x ) is actually primitiv e. The pseudo co de b elo w describ es the structure of

algorithm.

p = x^m + 1;

bestcmpl = maxvalue;

FOR i=1 TO 2^(mn)-1 DO BEGIN

r = GET_REDUCTION_MATRIX(p);

cmpl = GET_COMPLEXITY(r);

IF (cmpl <= bestcmpl) BEGIN

IF (PRIME_TEST(p) = 1) BEGIN

pbest = p;

bestcmpl = cmpl;

END;

END;
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p = GET_NEXT_POLYNOMIAL(p);

END;

The function GET NEXT POLYNOMIAL() pro duces all 2

nm

� 1 p ossible monic p olynomials

in a coun ter lik e w a y: P

1

( x ) = x

m

+ 1 ; P

2

( x ) = x

m

+ ! ; P

3

( x ) = x

m

+ !

2

; : : : . The

functions GET REDUCTION MATRIX() and GET COMPLEXITY() apply F orm ula (5.21) and

the ev aluation pro cedure from ab o v e, resp ectiv ely . The most sophisticated task, testing if

a passed p olynomial is primitiv e, is p erformed b y PRIME TEST() , the algorithm for whic h

w as dev elop ed in Section 2.2.

5.5 Results

5.5.1 Space and Time Complexities

In this section the o v erall space and time complexit y of m ultipliers in the comp osite

�elds GF ((2

n

)

m

), where k = nm � 32, are pro vided. The b est results ac hiev ed with

v alues m = 4 ; 8 are listed. Although a c hoice of m = 2 is p ossible, in the next c hapter

another arc hitecture will b e in tro duced whic h pro vides a lo w er complexit y and whic h is

also simpler for this v alue.

The complexities are ac hiev ed b y summing the partial complexities of the p olynomial

m ultiplication and of the mo dulo reduction, whic h w ere dev elop ed in the t w o previous

sections. T able 5.1 giv es a detailed insigh t in the space complexities and arc hitectures

of the parallel m ultipliers. F or eac h �eld a generating p olynomial P ( x ) and a m ultiplier

with a minim um complexit y is giv en. A description of the table's con ten ts is giv en b elo w.

All columns are explained from left to righ t, where the columns are named after their

heading sym b ols.

k ; n; m : k denotes the �eld order 2

k

, where the parameters n and m determine the com-

p osition GF ((2

n

)

m

) of the �eld. The binary generating p olynomials Q ( y ) of the

ground �elds GF (2

n

) are listed in T able 3.1.

P ( x ) : Primitiv e p olynomials o v er GF (2

n

) are giv en whic h p ossess minim um complexit y

with resp ect to the op eration \ mo d P ( x )." The c haracter ! denotes a primitiv e

elemen t of the �eld GF (2

n

), suc h that Q ( ! ) = 0.

# 
 , # � : The n um b er of m ultiplications/additio ns is giv en for the pure m ultiplication

of t w o p olynomials of degree m � 1 with the K O A. They refer to the form ulas (5.17)

and (5.18), resp ectiv ely .

AND , X OR : The space complexit y for the pure m ultiplication of t w o p olynomials o v er the

�eld GF (2

n

) is giv en in m ultiples of elemen tary gates.

mo d : The space complexit y for the op eration mo d P ( x ) is giv en.
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A ( x ) � B ( x ) mo d A B mo d P

k n m P ( x ) # 
 # � AND X OR X OR AND X OR k

2

8 2 4 111 ! ! 9 22 36 71 20 36 91 64

12 3 4 1001 !

6

9 22 81 138 21 81 159 144

16 4 4 1110 ! 9 22 144 223 35 144 258 256

20 5 4 100 ! ! 9 22 225 326 34 225 360 400

24 6 4 1 !

62

!

61

!

3

!

2

9 22 324 447 60 324 507 576

3 8 11111110 !

6

27 100 243 516 82 243 598 576

28 7 4 100 !

126

!

126

9 22 441 586 46 441 632 784

32 4 8 10010010 ! 27 100 432 805 91 432 896 1024

T able 5.1: Comp osite �elds GF ((2

n

)

m

) up to GF (2

32

), their generating p olynomials and

the space complexities for parallel m ultipliers

AB mo d P : The o v erall space complexit y for a parallel m ultiplier in GF ((2

n

)

m

) is giv en in

b old face letters. It is ac hiev ed b y summing the complexities for the pure p olynomial

m ultiplication and the mo dulo reduction.

k

2

: The complexit y of man y traditional arc hitectures is lo w er b ounded b y k

2

� 1 X OR

gates and k

2

AND gates. In order to allo w comparison with other m ultipliers, w e

pro vide the v alues k

2

.

T able 5.2 con tains the theoretical dela ys of the m ultipliers. The time complexities are

giv en as m ultiples of AND gate dela ys and X OR gate dela ys, denoted T

and

and T

xor

,

resp ectiv ely . The structure is similar to T able 5.1. All columns will b e describ ed in the

follo wing:

k ; n; m : k denotes the �eld order 2

k

, where the parameters n; m determines the comp osi-

tion GF ((2

n

)

m

) of the �eld.

A ( x ) � B ( x ) : The dela ys for the pure p olynomial m ultiplication with the K O A are listed.

The en tries in these columns are ac hiev ed through Equation (5.19), where T

�

= T

xor

and the actual dela ys for T




w ere tak en from T able 3.1.

mo d : This column con tains the time complexit y for the op eration mo d P ( x ).

A B mo d P : The dela y of the en tire m ultiplier is sho wn in b old face letters. It is ac hiev ed

b y summing the time complexities for the pure p olynomial m ultiplication and the

mo dulo reduction.

Ho w ev er, dela ys caused b y routing or high fan outs whic h ma y o ccur in an actual VLSI

implemen tation are not considered.

In the follo wing an example for a m ultiplier in the �eld GF (2

16

) is describ ed.
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A ( x ) � B ( x ) mo d A B mo d P

k n m T

and

T

xor

T

xor

T

and

T

xor

8 2 4 1 8 3 1 11

12 3 4 1 9 2 1 11

16 4 4 1 9 3 1 12

20 5 4 1 11 3 1 14

24 6 4 1 10 4 1 14

3 8 1 12 3 1 15

28 7 4 1 10 3 1 13

32 4 8 1 12 3 1 15

T able 5.2: Theoretical time complexit y of m ultipliers o v er comp osite �elds GF ((2

n

)

m

) up

to GF (2

32

)

Example. The �eld considered is GF ((2

4

)

4

). The generating p olynomial of

the ground �eld GF (2

4

) is Q ( y ) = y

4

+ y + 1. The comp osite �eld is generated b y

P ( x ) = x

4

+ x

3

+ x

2

+ ! , where Q ( ! ) = 0. There are 3 m ultiplications and 4 additions

required for the pure p olynomial m ultiplication. This corresp onds to 144 mo d 2

m ultipliers and 223 mo d 2 adders if the ground �eld m ultiplier from T able (3.1)

with n = 4 is used. The op eration mo dulo P ( x ) requires 35 mo d 2 adders. Hence,

the complexit y for a parallel m ultiplier in the comp osite �eld results in 144 mo d 2

m ultipliers and 258 mo d 2 adders. The dela y of the m ultiplier is ac hiev ed in a

similar w a y . The Karatsuba algorithm causes a dela y of 9 T

xor

plus one T

and

.

The circuit for the reduction mo d P ( x ) causes another dela y of 3 T

xor

, resulting

in an o v erall dela y of 12 T

xor

and one T

and

. Figure 5.2 pro vides a blo c k diagram of

the m ultiplier's arc hitecture. The input v ariables are a

0

; : : : ; a

3

and b

0

; : : : ; b

3

, the

output v ariables are c

0

; : : : ; c

3

. Eac h set of v ariables represen ts a p olynomial, whic h

is an elemen t in GF ((2

4

)

4

) in standard represen tation. Eac h v ariable is actually

a four bit wide bus, represen ting an elemen t in the ground �eld. As in termediate

v ariables the co e�cien ts c

0

i

are included, whic h are the output of the p olynomial

m ultiplication mo dule and the input of the mo dule pro viding reduction mo d P ( x ).

The blo c ks ha ving an \ ! " attac hed are m ultipliers with the constan t elemen t ! .

As will b e describ ed in Chapter 9, the m ultiplier w as actually implemen ted on an

FPGA X C3142 from Xilinx. The m ultiplier serv ed as a copro cessor for a digital

signal pro cessor.

5.5.2 Discussion

T able 5.1 sho ws that the in tro duction of comp osite �elds GF ((2

n

)

m

)

�

=

GF (2

k

) leads to

signi�can tly impro v ed parallel m ultipliers with resp ect to the n um b er of mo d 2 adders

and m ultipliers if compared to traditional arc hitectures suc h as in tro duced in Section 3.1

or [HWB92b] [IT89]. Moreo v er, the m ultiplier has also a lo w er gate coun t for all �elds
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Figure 5.2: Blo c k Diagram of a parallel m ultiplier in GF ((2

4

)

4

)
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considered than the arc hitecture prop osed in [Afa90], whic h applies the K O A to binary

p olynomials and is describ ed in the Subsection 3.2.1.

The m ultiplication of t w o p olynomials, whic h is the most costly step in standard

based Galois �eld m ultiplication, can b e p erformed with an asymptotical complexit y of

O( k

log

2

3

). The n um b er of mo d 2 adders ( X OR ) is impro v ed for all �elds. The n um b er of

mo d 2 m ultipliers ( AND ) is impro v ed for most �elds considered. Asymptotically , the pure

p olynomial m ultiplication can b e p erformed with k

log

2

3

X OR and AND gates.

The complexit y for the reduction mo dulo P ( x ) is m uc h smaller than the one for p olyno-

mial m ultiplication. F or all �elds considered in T able 5.1, the n um b er of gates for mo dulo

reduction tak es less than 10% of the o v erall gate coun t for the en tire �eld m ultiplication.

The b est �eld p olynomials P ( x ) found ha v e only a few co e�cien ts other than zero or one.

All of these non trivial co e�cien ts p ossess a relativ ely lo w m ultiplicativ e complexit y . In

accordance to the observ ation of the optimization algorithm for constan t m ultiplication,

these co e�cien ts are all among the �rst few or last few co e�cien ts of the ground �eld

GF (2

n

). The time complexit y of the mo dulo reduction for the �elds considered | giv en

in T able 5.2 in the column headed b y \ mo d " | p ossesses the somewhat surprising prop-

ert y that it is almost indep enden t of the �eld size for the cases m = 4 ; 8. The greatest

dela y found for these v alues of m is 4 X OR dela ys, the smallest one 2 X OR dela ys.

F rom a VLSI design p oin t of view m ultiplication o v er comp osite �elds p ossesses a

couple of natural adv an tages, namely hierarc h y , mo dularit y and | to some exten t |

regularit y [WE92]. These prop erties b ecome ob vious b y considering Figure 5.2. It is

clear that the m ultiplier is divided in to submo dules th us assuring hierarc h y . The ma jor

adv an tage is the high regularit y , since one deals only with three t yp es of identic al mo d-

ules, p erforming addition, m ultiplication, and constan t m ultiplication in the ground �eld

GF (2

n

). Third, the arc hitecture is highly mo dular, b ecause there are only a relativ ely

small n um b er of mo dules with wel l de�ne d functions and in terfaces. Another requiremen t

often asso ciated with regularit y , a structure whic h allo ws a arra y implemen tation, is not

naturally ful�lled b y the arc hitecture. Ho w ev er, as the comparativ e VLSI syn theses in

Chapter 7 sho ws, the theoretical lo w gate coun t of the arc hitecture can b e used in actual

gate arra y implemen tations.



Chapter 6

Multipliers o v er Fields with Certain

Comp osition

In this c hapter m ultiplier arc hitectures for the t w o sp eci�c t yp es of comp osite �elds

GF ((2

n

)

2

) and GF ((2

n

)

4

) are in tro duced. They di�er from the general arc hitecture o v er

GF ((2

n

)

m

) describ ed in the previous c hapter, in that they com bine the t w o parts of the

standard base Galois �eld m ultiplication, p olynomial m ultiplication and reduction mo d-

ulo P ( x ). F or certain c hoices of n , in particular n � 7, the approac h in tro duced in this

c hapter results in lo w er space and time complexities than with the general arc hitecture.

6.1 Multipliers o v er GF ((2

n

)

2

)

P arts of this section w ere presen ted in [P aa93a ] and [P aa93b].

6.1.1 Arc hitecture and Complexit y

generalization of the arc hitecture to b e prop osed in this section for m ultiple extension �elds

w as previously describ ed b y Afanasy ev in [Afa91]. Section 3.2.2 of this thesis con tains

a description of Afanasy ev's arc hitecture. Ho w ev er, w e will pro vide a complete table of

optimized primitiv e p olynomials for v alues n � 16, together with the exp ected space and

time complexities of m ultipliers in the �elds GF ((2

n

)

2

).

The arc hitecture is based on certain primitiv e p olynomials of degree t w o, whose exis-

tence is giv en b y the follo wing theorem:

Theorem 11 Given a gr ound �eld GF (2

n

) , ther e exists always a primitive p olynomial of

the form

P ( x ) = x

2

+ x + p

0

; p

0

2 GF (2

n

) ;

which gener ates the c omp osite �eld GF ((2

n

)

2

) .

59
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Pro of. Considering a primitiv e ro ot � and its conjugate �

2

n

, b oth in

GF ((2

n

)

2

), a primitiv e p olynomial can b e constructed b y means of its t w o

linear factors:

P ( x ) = ( x + � )( x + �

2

n

) = x

2

+ ( � + �

2

n

) x + �

2

n

+1

:

Th us, the p olynomial co e�cien ts are p

1

= � + �

2

n

and p

0

= �

2

n

+1

. No w p

1

is the trace of � relativ e to GF (2

n

). It m ust b e sho wn that there exists a

primitiv e elemen t � suc h that p

1

= � + �

2

n

= 1. This problem is co v ered b y

a conjecture of Golom b [Gol84 ] whic h w as later resolv ed in the a�rmativ e b y

Moreno [Mor89]. �

In the sequel w e apply the K O A but a v oid its full implemen tation b y using a p olynomial

as in tro duced ab o v e for the reduction mo dulo P ( x ).

Eac h �eld elemen t can b e represen ted as a p olynomial with degree � 1. Application of

the K O A to the pure p olynomial m ultiplication of t w o elemen ts A ( x ) ; B ( x ) 2 GF ((2

n

)

2

)

results in:

C

0

( x ) = ( a

1

x + a

0

)( b

1

x + b

0

)

= a

0

b

0

+ x ([ a

1

+ a

0

][ b

1

+ b

0

] + a

0

b

0

+ a

1

b

1

) + x

2

a

1

b

1

: (6.1)

The result from the reduction C

0

( x ) mo d P ( x ) is the pro duct �eld elemen t C ( x ) =

A ( x ) B ( x ) mo d P ( x ). Since x

2

= x + p

0

, if a �eld p olynomial as in tro duced in Theo-

rem 11 is c hosen, C ( x ) is giv en b y:

C ( x ) = C

0

( x ) mo d P ( x )

= ( a

0

b

0

+ p

0

a

1

b

1

) + x ([ a

1

+ a

0

][ b

1

+ b

0

] + a

0

b

0

) : (6.2)

The computational complexit y of (6.2) is:

# 
 = 3 ;

# � = 4 ;

# 


p

0

= 1 ;

where 


p

0

denotes constan t m ultiplication b y p

0

. All op erations refer to arithmetic in

GF (2

n

). Figure 6.1 sho ws a sc hematic of a hardw are realization of Equation (6.2).

Again, w e apply the Mastro vito m ultiplier to the ground �eld m ultiplication. Assum-

ing a complexit y of n

2

AND / ( n

2

� 1) X OR gates of the ground �eld m ultiplier, the space

complexit y of the m ultiplier in the comp osite �eld is:

# AND =

3

4

k

2

; (6.3)

# X OR =

3

4

k

2

+ 2 k � 3 + C




p

0

; certain n ; (6.4)
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Figure 6.1: Blo c k diagram of a parallel m ultiplier in GF ((2

n

)

2

)

where C




p

0

denotes the complexit y (in X OR gates) of constan t m ultiplication with the

co e�cien t p

0

of the �eld p olynomial P ( x ). It should b e noted that the X OR complexit y

in (6.4) is higher than stated, if the ground �eld m ultiplier requires more than ( n

2

� 1)

X OR gates.

Expressions for the time complexit y are ac hiev ed b y considering the critical path in

Figure 6.1. The maximal dela y is comp osed of the dela ys for one general m ultiplication

a

1

b

1

, one constan t m ultiplication p

0

( a

1

b

1

), and one addition ( p

0

a

1

b

1

) + ( a

0

b

0

). Using the

upp er b ound from Equation (3.8) as the dela y of the general m ultiplication, w e obtain:

# T

and

= 1 ; (6.5)

# T

xor

= 2 d log

2

n e + 1 + T




p

0

; (6.6)

where T




p

0

denotes the dela y caused b y the m ultiplication with p

0

.

6.1.2 Results

As the F orm ulas (6.3) and (6.4) imply , the space complexit y for a giv en �eld GF (2

k

) (i.e.

k is �xed) dep ends solely on the co e�cien t p

0

. Hence w e p erformed an exhaustiv e searc h

for primitiv e p olynomials of the form P ( x ) = x

2

+ x + p

0

. The p olynomials with the

lo w est complexit y for constan t m ultiplication with p

0

are considered optim um ones.
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C




p

0

AB mo d P AB mo d P

k n P ( x ) X OR AND X OR k

2

T

and

T

xor

4 2 11 !

2

1 12 18 16 1 4

6 3 11 !

6

1 27 37 36 1 5

8 4 11 !

14

1 48 62 64 1 5

10 5 11 !

3

3 75 95 100 1 7

12 6 11 !

62

1 108 130 144 1 6

14 7 11 !

124

3 147 175 196 1 8

16 8 11 !

217

8 192 292 256 1 9

18 9 11 !

5

5 243 281 324 1 8

20 10 11 !

7

7 300 344 400 1 8

22 11 11 !

2036

11 363 415 484 1 12

24 12 11 !

4094

3 432 672 576 1 9

26 13 11 !

8188

7 507 665 676 1 10

28 14 11 !

5

12 588 833 784 1 10

30 15 11 !

32766

1 675 733 900 1 7

32 16 11 !

16948

16 768 923 1024 1 9

T able 6.1: Space and time complexities for m ultipliers in GF ((2

n

)

2

)

T able 6.1 pro vides information regarding the space and time complexit y of m ultipliers

in the �elds GF ((2

n

)

2

), n = 2 ; 3 ; : : : ; 16. The t w o leftmost columns list the �eld order

exp onen ts n and k , where k = 2 n . F or the ground �eld, the Mastro vito m ultiplier with

the actual complexities and �eld p olynomials Q ( y ) as listed in T able 3.1 is assumed. The

column headed b y P ( x ) con tains the b est primitiv e p olynomials found b y the exhaustiv e

searc h. As throughout this thesis, the primitiv e ro ot of the ground �eld p olynomial Q ( y )

is denoted as ! , suc h that Q ( ! ) = 0. The sym b ol C




p

0

heads the column con taining the

complexities for m ultiplication with the co e�cien t p

0

. The complexities w ere optimized

with the greedy algorithm describ ed in Section 4.1.1. The next t w o columns con tain (in

b old face letters) the o v erall gate coun t of the prop osed m ultipliers. They refer to the

F orm ulas (6.3) and (6.4), resp ectiv ely . In order to compare the complexities with the

lo w er b ound of traditional arc hitectures, the v alues k

2

are listed in the next t w o columns.

The t w o righ tmost columns con tain the time complexities in m ultiples of AND and X OR

gate dela ys.

In the sequel an example for a m ultiplier in the imp ortan t �eld GF (2

8

) is giv en.

Example. As can b e seen in Figure 6.1, a m ultiplier in the �eld GF (2

8

) is

comp osed of 3 m ultipliers, 4 adders, and 1 m ultiplier with the constan t !

14

from

the ground �eld. All arithmetic is done in the �eld GF (2

4

), th us all connections

are actually 4 bit wide busses. Multiplication with !

14

is describ ed b y the pro duct
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matrix:

0

B

B

B

@

1 1 0 0

0 0 1 0

0 0 0 1

1 0 0 0

1

C

C

C

A

and can b e realized with one X OR gate. Addition in GF (2

4

) requires 4 X OR gates.

Since the Mastro vito m ultiplier in GF (2

4

) can b e implemen ted with 16 AND and

15 X OR gates, the space complexit y of the m ultiplier in GF (2

8

) is 3 � 16 = 48 AND

gates and 3 � 15 + 4 � 4 + 1 = 62 X OR gates. The time complexit y is ac hiev ed b y

summation of the dela ys along the critical path: one adder (1 T

xor

), one m ultiplier

(1 T

and

+ 3 T

xor

), and one constan t m ultiplication (1 T

xor

). Hence, the o v erall

dela y equals 1 T

and

+ 5 T

xor

.

6.1.3 Ev aluation

The n um b er of AND gates is for all �elds (3 = 4) k

2

and th us 25% lo w er than the lo w er

complexit y b ound of traditional arc hitectures. The X OR complexit y is in all cases higher

than the AND complexit y , although the n um b er of X OR gates is for most �elds considered

b elo w k

2

. As a matter of fact, the n um b er of X OR gates is considerably higher than k

2

only for the v alues k = 16 ; 24 ; 28. This e�ect is due to the rather high gate coun t of the

corresp onding ground �eld m ultipliers for v alues n = 8 ; 12 ; 14. Ho w ev er, for the v alues

k � 14 the m ultiplier p erforms b est in terms of space complexit y compared to the other

arc hitectures prop osed in this thesis. T o the author's kno wledge, the gate coun t for the

imp ortan t �eld GF ((2

4

)

2

)

�

=

GF (2

8

) of 48 AND / 62 X OR gates is the b est one rep orted

in tec hnical literature. F or v alues k � 16 with 4 j k , the arc hitecture op erating on general

comp osite �elds GF ((2

n

)

m

) as prop osed in Chapter 5 has lo w er gate coun ts. Ho w ev er,

for all �elds with k ev en but 4 6 j k , the comp osition GF ((2

n

)

2

)

�

=

GF (2

k

) is the only

p ossible one under the condition that k = n 2

i

, i in teger. Moreo v er, the routing required

for this arc hitecture is less than the one for m ultipliers with parameters m � 4, suc h that

in actual VLSI implemen tations a �eld comp osition GF ((2

n

)

2

) migh t b e of adv an tage,

ev en for �elds with k � 16.

The general adv an tage of m ultipliers o v er comp osite �elds | mo dularit y and regularit y

| as describ ed in Section 5.5.2 are v alid for this arc hitecture to o.
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6.2 Multipliers o v er GF ((2

n

)

4

)

P arts of the results of this section w ere presen ted in [P aa94].

This section in tro duces parallel m ultipliers o v er �elds GF ((2

n

)

4

). As the arc hitecture

in the previous section, the approac h here also com bines the K O A with the reduction

mo dulo the �eld p olynomial P ( x ). Ho w ev er, the m ultiplier here will rev eal more clearly

the principal b ehind b oth arc hitectures. This is that a clev er c hoice of P ( x ) leads in

conjunction with the K O A to expressions that tak e adv an tage of the fact that the �eld

c haracteristic is t w o, i.e. w e obtain expressions of the form a + a whic h are zero and ha v e

th us not to b e computed (and implemen ted.)

6.2.1 Arc hitecture and Complexit y

The elemen ts A ( x ) ; B ( x ) of the comp osite �elds GF ((2

n

)

4

) are represen ted b y p olyno-

mials with degree � 3. First, w e reconsider the K O A applied to the pure p olynomial

m ultiplication A ( x ) B ( x ) = C

0

( x ), as sho wn in Figure 5.1. W e denote the outputs of the

nine m ultipliers with d

0

; d

1

; : : : ; d

8

, with d

0

b eing the top one, as can b e seen in Figure 6.2.

These newly in tro duced in termediate v ariables d

i

2 GF (2

n

) are pro duced b y the �rst

and the second stage of the K O A. They are obtained from the inputs through:

d

0

= a

0

b

0

d

1

= ( a

0

+ a

1

)( b

0

+ b

1

)

d

2

= a

1

b

1

d

3

= ( a

0

+ a

2

)( b

0

+ b

2

)

d

4

= ( a

0

+ a

1

+ a

2

+ a

3

)( b

0

+ b

1

+ b

2

+ b

3

) (6.7)

d

5

= ( a

1

+ a

3

)( b

1

+ b

3

)

d

6

= a

2

b

2

d

7

= ( a

2

+ a

3

)( b

2

+ b

3

)

d

8

= a

3

b

3

:

The third stage of the K O A constructs the pro duct p olynomial C

0

( x ) of degree � 6 from

the v ariables d

i

through the follo wing set of equations:

c

0

0

= d

0

c

0

1

= d

0

+ d

1

+ d

2

c

0

2

= d

0

+ d

2

+ d

3

+ d

6

c

0

3

= d

0

+ d

1

+ d

2

+ d

3

+ d

4

+ d

5

+ d

6

+ d

7

+ d

8

(6.8)

c

0

4

= d

2

+ d

5

+ d

6

+ d

8

c

0

5

= d

6

+ d

7

+ d

8

c

0

6

= d

8

:



Multipliers o v er Certain Comp osite Fields 65

l

l

l

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

l

l

l

l

l

l

v

v

v

v

@

@

�

�

@

@

�

�

@

@

�

�

�

�

@

@

�

�

@

@

�

�

@

@

@

@

�

�

@

@

�

�

@

@

�

�

l

b3

d0

d1

d2

d3

d4

d5

d6

d7

d8

a0

b0

a0

a1

b0

b1

a0

a2

b1

a1

b0

b2

a1

a3

b1

b3

a2

b2

a2

a3

b2

b3

a3

Figure 6.2: Blo c k diagram of the �rst t w o stages of the K O A for p olynomials of degree 3
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In order to p erform �nite �eld m ultiplication, the p olynomial C

0

( x ) has to b e reduced

mo dulo the �eld p olynomial: C ( x ) = C

0

( x ) mo d P ( x ). In Section 5.4 it w as sho wn that

the co e�cien ts c

i

are linear com binations of the co e�cien ts c

0

i

. The linear com bination is

uniquely determined b y the �eld p olynomial P ( x ) (Equation (5.21).) Since the co e�cien ts

c

0

i

are sums of the m ultiplier outputs d

i

(Equations (6.7) ab o v e,) the co e�cien ts c

i

are

also linear com binations of the d

i

. Moreo v er, since the c haracteristic of the ground �eld

GF (2

n

) is t w o, the sum of t w o iden tical v ariables is zero:

d

i

+ d

i

= 0 ; for i = 0 ; 1 ; : : : ; 8 : (6.9)

The k ey idea of the arc hitecture is to �nd �eld p olynomials whic h lead to (man y)

expressions of the form (6.9), th us reducing the n um b er of additions required and impro v-

ing the dela y . It will b e sho wn that the follo wing t w o t yp es of p olynomials p ossess this

prop ert y:

De�nition 15 Irr e ducible p olynomials over GF (2

n

) of de gr e e four (which gener ate the

�elds GF ((2

n

)

4

) ) of the fol lowing form:

P

I

( x ) = x

4

+ x

3

+ p

0

and P

I I

( x ) = x

4

+ x

3

+ x

2

+ p

0

ar e c al le d T yp e I and T yp e II p olynomials

1

, r esp e ctively.

Although w e can not pro vide a general pro of of existence for these p olynomials, the

existence of T yp e I p olynomials for certain ground �elds GF (2

n

) is pro vided b y the

follo wing lemma.

Lemma 1 (Irr e ducible) T yp e I p olynomials exist for al l gr ound �elds GF (2

n

) with n o dd.

Pro of. W e sho w that the sp eci�c p olynomial P ( x ) = x

4

+ x

3

+ 1 is

irreducible o v er all �elds GF (2

n

) where n is o dd. P is certainly irreducible

o v er GF (2) (see e.g. [LN83, T able C].) Corollary 1.3.12 in [Jun93, page 23]

states that P remains irreducible o v er an extension �eld GF (2

n

) of GF (2)

if and only if gcd ( n; deg( P )) = gcd ( n; 4) = 1. Ob viously , this condition is

ful�lled b y all o dd n . �

Using T yp e I or T yp e I I p olynomials as �eld generators results in the follo wing partial

complexities of m ultipliers in GF ((2

n

)

4

):

1

These p olynomials should not b e confused with t yp e I and t yp e I I normal bases in tro duced b y Mullin

et al. in [MO VW89 ]. They are not related whatso ev er.
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Theorem 12 If ther e exists a p olynomial P ( x ) of T yp e I or T yp e II, the thir d step of the

K O A for p olynomials of de gr e e thr e e and the r e duction mo d P ( x ) c an b e implemente d in

p ar al lel with the fol lowing sp ac e and time c omplexities, r esp e ctively:

C

I ( I I )

= 14(15) � +3 C




p

0

; (6.10)

T

I ( I I )

= 3 T

�

+ T




p

0

; (6.11)

wher e C




p

0

denotes the c omplexity of c onstant multiplic ation with p

0

and the numb ers in

p ar enthesis the c omplexities for T yp e II p olynomials.

Pro of. The op eration mo d P ( x ):

C ( x ) = C

0

( x ) mo d P ( x ) ; C ( x ) 2 GF ((2

n

)

4

)

can b e view ed as the linear mapping of the sev en co e�cien ts c

0

i

in to the four

co e�cien ts c

i

. The actual equations for the mapping with P

I

and P

I I

p olyno-

mials are:

c

0

= d

0

+ p

0

( d

2

+ d

5

+ d

7

+ d

8

) c

0

= d

0

+ p

0

( d

2

+ d

5

+ d

7

)

c

1

= d

0

+ d

1

+ d

2

+ p

0

( d

6

+ d

7

) c

1

= d

0

+ d

1

+ d

2

+ p

0

( d

6

+ d

7

)

c

2

= d

0

+ d

2

+ d

3

+ d

6

+ p

0

d

8

c

2

= d

0

+ d

3

+ d

5

+ d

6

+ d

7

+ p

0

d

8

c

3

= d

0

+ d

1

+ d

3

+ d

4

+ d

6

c

3

= d

0

+ d

1

+ d

3

+ d

4

+ d

7

+ d

8

(6.12)

Certain simpli�cations ha v e applied since all arithmetic is done in GF (2

n

)

with c haracteristic 2, i.e. d

i

+ d

i

= 0. If the terms ( d

0

+ d

1

), ( d

3

+ d

6

) and

( d

0

+ d

1

), ( d

6

+ d

7

) are precomputed, the t w o set of Equations (6.12) ha v e the

space and time complexities stated in Theorem 12. �

W e are no w able to state the o v erall complexities of m ultipliers based on T yp e I and

T yp e I I p olynomials. Since the complexities in Theorem 12 refer to the third stage of

the K O A and the mo dulo reduction, the o v erall complexit y is obtained b y summing these

complexities and the complexities for the �rst and second step of the K O A, dev elop ed

in Section 5.2.2. The K O A complexities are giv en b y Equation (5.11) through (5.14) if

m = 4, or can easily b e obtained from Figure 6.2. The summation results in:

C

I ( I I )

= 24(25) � +9 
 +3 


p

0

; (6.13)

T

I ( I I )

= 5 T

�

+ 1 T




+ T




p

0

: (6.14)

Again, to the ground �eld m ultiplication the arc hitecture of Mastro vito is applied. As-

suming a complexit y of n

2

AND / ( n

2

� 1) X OR gates for the m ultiplier, w e obtain:

# AND =

9

16

k

2

(6.15)

# X OR =

9

16

k

2

+ 24(25)

k

4

� 9 + 3 C




p

0

; certain n (6.16)

T

and

= 1 (6.17)

T

xor

� 5 + 2 d log

2

n e + T




p

0

: (6.18)
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C




p

0

AB mo d P AB mo d P

k n P ( x ) t yp e X OR AND X OR k

2

T

and

T

xor

8 2 1110 !

2

I I 1 36 80 64 1 8

12 3 1100 ! I 1 81 147 144 1 9

16 4 1110 ! I I 1 144 238 256 1 9

20 5 1100 !

30

I 1 225 339 400 1 11

24 6 1110 !

58

I I 5 324 480 576 1 11

28 7 1100 ! I 1 441 602 784 1 10

32 8 1110 !

13

I I 14 576 998 1024 1 12

T able 6.2: Space and time complexities for m ultipliers in GF ((2

n

)

4

)

6.2.2 Results

W e determined primitive T yp e I or I I p olynomials for the ground �elds GF (2

n

), n =

2 ; 3 ; : : : ; 8 through an exhaustiv e searc h. T yp e I p olynomials w ere preferred due to their

smaller implemen tational complexit y (6.10). The searc h determined the p olynomials

whic h ha v e the lo w est complexit y C




p

0

for m ultiplication with the co e�cien t p

0

.

T able 6.2 lists the space and time complexities of parallel m ultipliers in GF ((2

n

)

4

).

F or the ground �eld m ultipliers the actual complexities of the Mastro vito arc hitecture,

giv en in T able 3.1, w ere used. The table is to b e in terpreted as follo ws.

The column headed b y P ( x ) con tains the b est primitive T yp e I and T yp e I I p oly-

nomials found. The next column denotes the t yp e of the b est p olynomial found, i. e.

either T yp e I or I I. The column headed b y C




p

0

con tains the complexit y for m ultipli-

cation with the constan t p

0

. The o v erall space complexit y is giv en in b old face letters

in the t w o columns headed b y AB mo d P . The column k

2

allo ws comparison with the

lo w er complexit y b ound of traditional arc hitectures. The t w o righ tmost columns pro vide

expressions for the time complexit y in m ultiples of AND and X OR gate dela ys.

6.2.3 Ev aluation

The m ultiplier in tro duced here has a gate coun t of 9 = 16 k

2

AND gates and is th us 7 = 16 =

44% b etter than the lo w er b ound of traditional arc hitectures. The X OR complexit y is

higher than the AND complexit y , although for most �elds considered still b elo w the k

2

b ound. Only for the �eld GF (2

8

) the n um b er of X OR gates is with 80 considerably higher

than k

2

= 64.

F or the v alues k = 16 ; 20 ; 24 ; 28 the arc hitecture prop osed in this section p ossesses

the lo w est gate coun t among the arc hitectures prop osed in this thesis. If the arc hitecture

is compared to the general arc hitecture o v er comp osite �elds GF ((2

n

)

m

) with m = 4

describ ed in Chapter 5, w e �nd that the n um b er of X OR gates has impro v ed b et w een 5

and 11 %, while the n um b er of AND gates remains the same. Ho w ev er, it seems as though
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the ma jor adv an tage of the arc hitecture lies in its lo w time complexit y . Compared to

the general arc hitecture with m = 4, the arc hitecture here reduces the n um b er of X OR

gate dela ys b y three for the �elds k = 16 ; 20 ; 24 ; 28. This corresp onds to an impro v emen t

b et w een 20 and 25 %. F or instance, the m ultiplier o v er GF (2

16

) in tro duced here con tains

in its critical path only 9 X OR gates, whereas the m ultiplier from T able 5.1 con tains 12

X OR gates.

Ho w ev er, for the �nite �eld GF (2

32

) the general arc hitecture allo ws the comp osition

GF ((2

4

)

8

) whic h results in a b etter gate coun t. F or ev en larger v alues of k , i. e. k = 64, the

general arc hitecture will further impro v e b ecause of its b etter asymptotical complexit y .

The general arc hitecture has a complexit y of order O ( k

log

2

3

) for the pure p olynomial

m ultiplication compared to O ( k

2

) for the arc hitecture o v er GF ((2

n

)

4

) in tro duced in this

c hapter.

In [Afa91 ], a m ultiplier o v er to w er �elds together with t w o examples for the �elds

GF (2

8

) and GF (2

16

) w as in tro duced (see Subsection 3.2.2 for a description.) In b oth

cases, the X OR complexit y is sligh tly b etter than ours (2 and 4 gates, resp ectiv ely ,)

when the AND complexit y is the same. Ho w ev er, due to the �eld decomp osition used,

GF (((2

2

)

2

)

2

) and GF (((2

4

)

2

)

2

), resp ectiv ely , the mo dularit y of the arc hitectures seems to

b e somewhat w orse.



Chapter 7

A Comparitiv e Gate Arra y Syn thesis

of Multipliers

7.1 Motiv ation

In this c hapter a VLSI syn thesis of four di�eren t parallel Galois �eld m ultipliers is

describ ed

1

. The arc hitectures w ere mapp ed to the library of the gate-arra y family TC 160G

from T oshiba. The result w as a netlist for eac h arc hitecture and �eld order. The syn the-

sis w as p erformed in order to clarify the follo wing questions regarding parallel �nite �eld

m ultipliers with resp ect to a gate-arra y implemen tation:

� What is the n um b er of gate equiv alences (or netto gates) of m ultipliers o v er com-

p osite �elds compared to those of traditional arc hitectures?

� What is the estimated time b eha vior of arc hitectures o v er comp osite �elds relativ e

to traditional arc hitectures?

� Is the theoretical gate coun t (in X OR / AND gates) a v alid measure for the n um b er of

netto gates?

� Whic h maxim um clo c k frequency can b e ac hiev ed in a giv en, e.g. commercial, ap-

plication?

W e also try to con tribute to closing the gap whic h exists b et w een man y theoretical

publications describing di�eren t approac hes to VLSI suitable Galois �eld m ultipliers (see

e.g. the reference list) on the one hand, and the rather few rep orts a v ailable comparing

arc hitectures from a tec hnical p oin t of view on the other hand. T o the author's kno wledge

there are only t w o pap ers with a strong comparativ e c haracter: Hsu et al. compare in

1

The syn thesis w as a join t pro ject with the Institut f • ur angew andte Mikro elektronik (IAM), Braun-

sc h w eig. The design en try and the running of the design to ols w as p erformed b y the IAM. Sp ecial thanks

to Nik o Lange.

70
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[HTDR88] three di�eren t m ultipliers in dual, normal, and standard base, resp ectiv ely .

The arc hitectures considered are bit serial. Their approac h, whic h is restricted to �elds

GF (2

8

), results in actual implemen tations in NMOS tec hnology . One of the pap er's

conclusions is that the dual base m ultiplier p erforms b est with resp ect to area requiremen t.

The second, more recen t, pap er is b y Jeong and Burleson [JB92] and compares v arious

m ultipliers from a high lev el description p oin t of view. The VLSI syn thesis is based on

Dep endency and Signal Flo w Graphs [Kun88], fo cusing on systolic arra y arc hitectures.

Due to the abstract c haracter of the description, the comparison is more general than the

one in [HTDR88 ]. One of their results is that standard and dual base serial m ultipliers

ha v e a similar space complexit y , whereas normal base m ultipliers require more area.

In addition to the t w o articles men tioned ab o v e, Geiselmann and Gollmann compare

in [GG90 ] bit serial arc hitectures for exp onen tiation. The comparison assumes a full

custom design VLSI c hip. The t w o arc hitectures compared use standard and normal

base represen tation of the �eld elemen ts, resp ectiv ely . The ma jor conclusion is that

exp onen tiation in normal base do es not necessarily results in a lo w er complexit y than

standard base exp onen tiation. It is recommended that normal base arc hitectures are only

used in situations where the exp onen tiation requires relativ ely few general m ultiplications.

Unlik e the articles from ab o v e, w e will consider bit parallel arc hitectures. Moreo v er, w e

will try to pro vide absolute and relativ e v alues regarding the area and time p erformance

of di�eren t m ultipliers with resp ect to an implemen tation on a gate-arra y .

7.2 Arc hitectures Compared and Metho ds

F or the comparison of implemen tations of parallel Galois �eld m ultipliers on one sp eci�c

gate-arra y w e studied the VLSI syn thesis of four di�eren t arc hitectures. The �eld orders

2

k

considered range from k = 4 to k = 32, th us b eing consisten t with the arc hitectures

treated in this thesis. Assuming that �elds whose elemen ts can b e represen ted b y m ultiples

of 8 bit are most in teresting for applications, w e considered, b esides k = 4, the �elds

k = 8 ; 16 ; 24 and 32. The arc hitectures compared are:

1. Standard base m ultipliers o v er comp osite �elds (SB/comp. �elds) as prop osed in

this thesis,

2. Standard base (SB) m ultipliers as prop osed in [Mas91],

3. Dual base (DB) m ultipliers as describ ed in Section 3.1.2,

4. Normal base (NB) m ultipliers as describ ed in Section 3.1.3.

In order to pro vide comparable conditions, the �eld p olynomials of all m ultipliers w ere

c hosen to b e primitive . The follo wing p olynomials w ere selected:

1. F or the m ultipliers o v er comp osite �eld the arc hitectures from Section 6.1 w ere used

for the �eld orders k = 4 ; 8. F or the larger �elds the arc hitectures from Section 6.2

w as c hosen.
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2. F or the m ultipliers [Mas91] the p olynomials giv en in T able 3.1 w ere used for �eld

orders k = 4 ; 8 ; 16. F or the t w o large �elds in v estigated the p olynomials Q ( y ) =

y

24

+ y

4

+ y

3

+ y

2

+ y + 1 and Q ( y ) = y

32

+ y

7

+ y

5

+ y

3

+ y

2

+ y + 1 w ere used,

resp ectiv ely .

3. W e used the follo wing primitiv e p olynomials for the normal base m ultiplier:

Q ( y ) = y

4

+ y

3

+ 1

Q ( y ) = y

8

+ y

7

+ y

5

+ y

3

+ 1

Q ( y ) = y

16

+ y

15

+ y

13

+ y

12

+ y

11

+ y

10

+ y

8

+ y

7

+ y

5

+ y

3

+ y

2

+ y + 1

Q ( y ) = y

24

+ y

23

+ y

22

+ y

21

+ y

19

+ y

17

+ y

15

+ y

14

+ y

13

+ y

11

+ y

10

+ y

8

+

y

6

+ y

4

+ y

3

+ y + 1

Q ( y ) = y

32

+ y

31

+ y

29

+ y

28

+ y

27

+ y

26

+ y

23

+ y

22

+ y

20

+ y

18

+ y

16

+ y

15

+

y

14

+ y

13

+ y

12

+ y

10

+ y

8

+ y

5

+ 1

The �rst p olynomial w as c hosen as suggested in [Mas91]. The p olynomials for

k = 8 ; 16 ; 32 w ere tak en from [Gei93a ] and they are optimal with resp ect to the

theoretical gate coun t. The p olynomial for k = 24 w as pro vided b y W. Geiselmann

[Gei93b ]. It is the b est primitiv e p olynomial with resp ect to m ultiplier complexit y .

Ho w ev er, the m ultiplier o v er GF (2

32

) w as found to b e to o large for the VLSI to ols

used, so that it could not b e syn thesized.

4. F or the dual base m ultiplier primitiv e p olynomials with the lo w est p ossible co ef-

�cien t w eigh t w ere c hosen. Since primitiv e trinomials do es not exist if 8 j k , the

p olynomials ha v e (3 + 2 i ), i in teger, co e�cien ts for k = 8 ; 16 ; 24 ; 32:

Q ( y ) = y

4

+ y + 1

Q ( y ) = y

8

+ y

4

+ y

3

+ y

2

+ 1

Q ( y ) = y

16

+ y

5

+ y

3

+ y

2

+ 1

Q ( y ) = y

24

+ y

4

+ y

3

+ y + 1

Q ( y ) = y

32

+ y

7

+ y

5

+ y

3

+ y

2

+ y + 1

The target hardw are of the comparativ e syn thesis w as the TC 160G, whic h is a mo d-

ern and often applied family of gate-arra ys from T oshiba. The TC 160G's are sea-of-gates

c hips realized in 0 : 8 �m CMOS tec hnology . All arc hitectures w ere en tered in V erilo g-HDL

(hardw are description language) in to the computer. The mappings on to the gate-arra y

library w as p erformed automatically b y the syn thesis to ol Synopsys , resulting in corre-

sp onding netlists. This approac h is of great practical imp ortance, since the application of

a highly automated design pro cess leads to a shortened dev elopmen t time (faster \time-to-

mark et") and in turn to reduced dev elopmen t costs. Ho w ev er, the automatic tec hnology

mapping do es not guaran tee optimal results.
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Eac h syn thesis resulted in an absolute measure for the netto gate consumption whic h

is the n um b er of gate equiv alences (g.e.). The v alue is an appro ximate measure of the

c hip area needed in an actual implemen tation of the arc hitecture. Second, eac h syn thesis

pro vided a measure of the time complexit y , or dela y , of eac h m ultiplier. Although the dela y

is giv en in absolute units (nanoseconds, ns,) the time b eha vior of an actual implemen tation

dep ends hea vily on the surrounding circuitry and the c hip size. These parameters in
uence

the in terconnection dela y . Therefore, the dela y v alues are only a rough estimate of the

sp eed of the m ultipliers in hardw are implemen tations. Ho w ev er, all dela y times giv en in

this study are v alid r elative measures, with whic h the sp eed of di�eren t m ultipliers can

b e compared. In order to underline the limited relev ance of the absolute dela y v alues, all

n um b ers denoting m ultiples of nanoseconds and v alues deriv ed from those, are giv en in

paren thesis in all tables b elo w.

All syn theses w ere p erformed t wice, once with eac h of the t w o compiler options \small-

est" or \fastest." When the \smallest" option is set, Synopsys tries to realize the arc hi-

tecture with the smallest n um b er of gate equiv alences. The \fastest" option leads to

arc hitecture mappings whic h p ossess a minimized critical path. Generally sp eaking, it

w as found that the gate complexit y increases only b y 10{20% when the \smallest" ar-

c hitectures w ere compared to the corresp onding \fastest" ones. On the other hand, the

dela y w as reduced up to 50%, dep ending on the arc hitecture and the �eld order, when

the compiler option w as switc hed from \smallest" to \fastest".

7.3 Results

7.3.1 Comparison of the Gate Consumption

This section sho ws a comparison of the n um b er of gate equiv alences, required for the

m ultiplier arc hitectures. In order to ac hiev e arc hitectures with a minimized n um b er of

netto gates, the compiler option w as set to \smallest." T able 7.1 sho ws the complexit y

as absolute v alues in gate equiv alences. In addition, these n um b er w ere normalized with

resp ect to the b est m ultiplier for eac h �eld order 2

k

, th us pro viding a relativ e measure

for comparing the di�eren t arc hitectures. The t w o measures are b oth prin ted in b old face

n um b ers. The table also pro vides the dela ys as computed b y Synopsys . As describ ed

ab o v e, these v alues are most useful for c omp aring the di�eren t arc hitectures. Since their

usefulness as absolute v alues is limited, they are giv en in paren thesis.

The table sho ws that the comp osite �eld m ultiplier p erforms b est in terms of gate

consumption for all �elds except for the smallest �eld GF (2

4

). The Mastro vito m ultiplier

requires b et w een 26 and 42% more gate equiv alences than the comp osite �eld m ultiplier.

The dual base m ultiplier sho ws a similar b eha vior; it requires b et w een 27 and 34% more

gate equiv alences. The normal base m ultiplier requires b y far the most gates. Relativ e to

the m ultiplier o v er comp osite �elds, it tak es b et w een 160{582% more gate equiv alences.

With resp ect to the time p erformance, the di�eren t arc hitecture are not as easy to

classify . F or the �elds with k = 8 ; 16 the comp osite �eld m ultiplier is somewhat faster
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SB/comp. �elds SB NB DB

gates dela y gates dela y gates dela y gates dela y

abs. rel. abs. abs. rel. abs. abs. rel. abs. abs. rel. abs.

k [g.e.] [ns] [g.e.] [ns] [g.e.] [ns] [g.e.] [ns]

4 69 1.11 (3.00) 62 1.00 (2.30) 103 1.66 (2.86) 62 1.00 (2.30)

8 243 1.00 (3.81) 307 1.26 (4.49) 508 2.09 (4.30) 322 1.33 (5.31)

16 885 1.00 (6.26) 1290 1.46 (6.61) 3709 4.19 (14.84) 1120 1.27 (6.88)

24 1819 1.00 (10.09) 2576 1.42 (8.09) 10581 5.82 (13.17) 2445 1.34 (6.09)

32 3554 1.00 (11.36) 4650 1.31 (10.37) 4536 1.28 (8.73)

T able 7.1: Comparison of the netto gate consumption of parallel �nite �eld m ultipliers

o v er GF (2

k

) on the gate-arra y TC 160G (compiler option set to \smallest")

SB/comp. �elds SB NB DB

dela y gates dela y gates dela y gates dela y gates

abs. rel. abs. abs. rel. abs. abs. rel. abs. abs. rel. abs.

k [ns] [g.e.] [ns] [g.e.] [ns] [g.e.] [ns] [g.e.]

4 (1.84) 1.18 95 (1.60) 1.03 85 (1.94) 1.24 169 (1.56) 1.00 99

8 (2.74) 1.00 322 (3.04) 1.11 395 (2.96) 1.08 654 (3.77) 1.38 392

16 (4.50) 1.09 1009 (4.31) 1.05 1498 (4.11) 1.00 4929 (4.27) 1.04 1277

24 (7.13) 1.58 1920 (4.73) 1.05 3125 (5.25) 1.16 14173 (4.52) 1.00 2829

32 (8.24) 1.52 3976 (6.08) 1.12 5332 (5.43) 1.00 5189

T able 7.2: Comparison of the estimated dela y of parallel �nite �eld m ultipliers o v er

GF (2

k

) on the gate-arra y TC 160G (compiler option set to \fastest")

than the other arc hitectures, for the �eld with k = 4 the SB and the DB arc hitecture

p erform b est, and for k = 24 ; 32 the DB is clearly the fastest. The NB m ultiplier has for

the v alues k = 16 ; 24 a considerably longer dela y than all other arc hitectures.

7.3.2 Comparison of the Time Beha viors

This section compares the dela ys of the syn thesized parallel m ultipliers. In order to ac hiev e

minimal dela ys, the compiler option w as set to \fastest." T able 7.2 pro vides absolute and

relativ e measures for the dela ys. The absolute v alues, measured in nanoseconds and

prin ted in b old face n um b ers, w ere computed b y the syn thesis to ol Synopsys . Since the

absolute v alues are not exact measures of the ph ysical dela ys in actual implemen tations,

but rather estimations, they are giv en in paren thesis. F or eac h �eld order parameter k ,

the sp eed of all m ultipliers w as normalized with resp ect to the fastest one. These relativ e

v alues are also giv en in b old face n um b ers. The third parameter for eac h arc hitecture and

�eld order is the absolute n um b er of gate equiv alences.

The table sho ws that certain arc hitectures p erform b est for certain �eld orders. In
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compiler option: \fastest" \smallest"

dela y o tp dela y o tp

k [ns] [Mop/s] [Gbit/s] [ns] [Mop/s] [Gbit/s]

4 (1.84) (543) (2.17) (3.00) (333) (1.33)

8 (2.74) (365) (2.92) (3.81) (262) (2.10)

16 (4.50) (222) (3.65) (6.26) (160) (2.56)

24 (7.13) (140) (3.37) (10.09) (99) (2.38)

32 (8.24) (121) (3.88) (11.36) (88) (2.82)

T able 7.3: Estimated sp eed and data throughput of parallel m ultiplier mo dules o v er

comp osite �elds on the gate-arra y TC 160G

this resp ect the b eha vior is di�eren t from the comparison of the gate complexit y , where

the comp osite �eld arc hitectures p ossess the lo w est gate coun t for almost all �elds. The

dual base m ultiplier ac hiev es the smallest dela ys for k = 4 ; 24 ; 32. F or k = 16 the normal

base m ultiplier is the fastest, and for k = 8 the one o v er comp osite �elds. Ho w ev er, the

arc hitecture from Mastro vito is for all �elds only sligh tly slo w er than the b est ones. F or

�elds with k = 24 ; 32 the m ultiplier o v er comp osite �elds is considerably slo w er than the

other arc hitectures.

The relativ e netto gate requiremen ts are similar to the situation where the compiler

option w as set to \smallest." The SB and DB m ultipliers sho w a v ery similar b eha vior,

while the NB m ultiplier needs considerably more gate equiv alences. The m ultiplier o v er

comp osite �elds p erforms again b est for all �elds but for k = 4.

7.3.3 Estimation of the Theoretical Throughput of Multipliers

o v er Comp osite Fields

In this section an estimation of the maximal ac hiev able op erational sp eed and the corre-

sp onding data throughput for the m ultiplier arc hitectures o v er comp osite �elds is pro vided

in T able 7.3. The maxim um op erational sp eed, measured in op erations p er second [op/s],

is also the maxim um clo c k frequency, measured in clo c ks p er second [Hz]. This is due to

the fact that the arc hitectures only con tain com binatorial logic but do not p ossess an y

registers. The approac h here is based on the assumption that the clo c k frequency is the

recipro cal of the absolute dela ys estimated b y Synopsys . It should b e emphasized that the

in v estigation is restricted to the consideration of the theoretical clo c k frequency of a single

m ultiplier mo dule. Issues suc h as the time b eha vior of en tire systems, e.g. Reed-Solomon

deco ders, and dela ys caused b y data I/O are not considered.

W e compared eac h arc hitecture compiled with b oth options, \smallest" and \fastest."

The time complexit y , in nanoseconds, obtained this w a y are giv en in the t w o columns

headed b y \dela y ." If the dela y v alues are denoted with t , the n um b er of op erations p er
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second o is ac hiev ed b y:

o =

1

t

[op/s] :

The v alues calculated are giv en in Mop/s. In the righ tmost columns w e compare the

theoretical data throughput of the m ultiplier mo dules. W e de�ne the data throughput as

the n um b er of bits p er seconds whic h can b e obtained from the m ultiplier output when

the arc hitecture is clo c k ed with its maximal sp eed. Since a m ultiplier pro duces exactly k

bits of output p er op eration, the data throughput tp is:

tp = k o =

k

t

[bit/s] :

The v alues ac hiev ed are giv en in the table in Gbit/s.

As exp ected, the maximal clo c k frequency decreases as the �eld order increases. F or

the arc hitectures compiled with the \fastest" option set, the maximal frequency ranges

from 543 do wn to 121 MHz. The corresp onding v alues for arc hitectures compiled with

the \smallest" option range from 333 do wn to 88 MHz. Ho w ev er the data throughput

increases as k gro ws. This indicates that the maximal clo c k frequency , whic h b eha v es

recipro cal to the length of the critical path, decreases slo w er than the logarithm of the

�eld order: log

2

(2

k

) = k .

7.4 Conclusions

W e in v estigated the syn thesis of di�eren t parallel m ultiplier arc hitectures with resp ect to

the gate-arra y family TC 160G. The comparison included three traditional m ultipliers and

arc hitectures o v er comp osite �elds. The results from this comparison supp orts the ma jor

ac hiev emen t of this thesis, whic h is the dev elopmen t of parallel Galois �eld m ultipliers

with a lo w gate coun t. In particular it is sho wn that the theoretically lo w gate coun t can

b e transformed to the netto gate coun t of gate-arra ys under the giv en conditions whic h

are:

� the target hardw are is the sea-of-gate c hip family TC 160G, i.e. semi-custom c hips,

� the arc hitectures are en tered in HDL and the syn thesis is p erformed automatically

using the general purp ose to ol Synopsys .

In particular, the use of a general purp ose syn thesis to ol do es not tak e in to accoun t most

of the structural prop erties of the di�eren t arc hitectures.

It w as found that the SB and DB m ultipliers sho w a v ery similar b eha vior with re-

sp ect to b oth, time and gate requiremen ts. The NB arc hitecture requires signi�can tly

more gates than all other m ultipliers. Hence it is doubtful if a parallel NB arc hitecture

is w ell suited for large �eld orders, where k � 16. The results regarding the netto gate

requiremen ts supp ort the conclusions dra wn for serial arc hitectures in [JB92], where it
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w as also found that SB and DB p ossess a similar p erformance, while the NB p erforms

w orse. Ho w ev er, it should b e noted that our comparison did not ev aluate the base trans-

formation necessary for the DB m ultiplier. In order to p erform the base transformation,

computations are required. A pure p erm utation is not p ossible, since this requires the

existence of irreducible trinomials (see Section 3.1.2), whic h do not exist if 8 j k [Gol67 ].

Another set of syn theses aimed on fast m ultipliers. It w as found that the arc hitectures

are appro ximately equally fast for �elds with k = 4 ; 8 ; 16, if dela y optimized arc hitectures

w ere syn thesized. F or larger �elds the comp osite �eld m ultiplier w as found to b e consid-

erably slo w er under the giv en conditions. Ho w ev er, comparing the \fastest" comp osite

�eld arc hitectures with the corresp onding \smallest" traditional arc hitectures sho ws that

the �rst one outp erforms the traditional m ultipliers with resp ect to b oth, gate and time

complexit y . The only exception is the �eld GF (2

24

), where the \smallest" DB m ultiplier

is somewhat faster than the \fastest" comp osite �eld m ultiplier. As a conclusion, it seems

as though the traditional m ultipliers compiled with the \smallest" option are not the b est

c hoices under the giv en conditions.

An estimation of the maximal data throughput for the comp osite �eld m ultiplier re-

sulted in v alues b et w een 1.33 and 3.88 Gbit/sec. These v alues corresp ond to clo c k fre-

quencies from 333 do wn to 121 MHz. Due to the ac hiev able high data throughput, the

arc hitectures seem to b e attractiv e for man y high sp eed applications, suc h as fast sp ecial

purp ose Reed-Solomon deco der c hips or dedicated arithmetic units for general purp ose

pro cessors.



Chapter 8

P arallel In v erters o v er Comp osite

Fields

8.1 In tro duction

This c hapter in tro duces an arc hitecture for parallel in v ersion o v er comp osite �elds whic h

is based on an idea of Itoh and Tsujii [IT88, Section 6]. The original algorithm w as applied

to comp osite �elds GF ((2

n

)

m

) represen ted in normal base. Ho w ev er, w e will in v estigate

the algorithm's application to comp osite �elds in standard base represen tation. Unlik e

the original algorithm, w e prop ose that in v ersion in the sub�eld is p erformed b y a direct

metho d rather than b y F ermat's Theorem. It will b e sho wn that the signi�can tly lo w er

complexit y of the algorithm compared to other arc hitectures allo ws the implemen tation

of parallel in v erters. Moreo v er, w e will sho w that the basic algorithm prop osed b y Morii

and Kasahara [MK89] is a sp ecial case of the algorithm explained hereafter.

F or the complexit y of the algorithm, the follo wing measures will b e used.

� 


n

and 


nm

denote general m ultiplication in the �elds GF (2

n

) and GF ((2

n

)

m

),

resp ectiv ely .

� 


cnst

n

and 


cnst

nm

denote constan t m ultiplication in the �elds GF (2

n

) and GF ((2

n

)

m

),

resp ectiv ely .

� 


� 1

n

denotes in v ersion in the �eld GF (2

n

).

� �

n

denotes addition in the �eld GF (2

n

).

The goal is the determination of the in v erse of A 2 GF ((2

n

)

m

), A 6= 0. A is giv en as

A ( x ) = a

m � 1

x

m � 1

+ � � � + a

1

x + a

0

; a

i

2 GF (2

n

) :

As do man y other arc hitectures, w e also apply F ermat's Theorem whic h is in the notations

used here

A

2

nm

� 1

= 1 ; 8 A 2 GF ((2

n

)

m

) n f 0 g : (8.1)

78
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Equation (8.1) is equiv alen t to

AA

2

nm

� 2

= 1 ;

from whic h it follo ws that

A

� 1

= A

2

nm

� 2

: (8.2)

Equation (8.2) sho ws that computing the in v erse of a �eld elemen t A can b e accomplished

b y raising it to the p o w er of 2

nm

� 2 = 2 + 2

2

+ 2

3

+ � � � + 2

nm � 1

. A straigh tforw ard application

of the w ell kno wn \binary metho d" [Kn u81] of rep eated squaring and m ultiplying results

in a computational complexit y of nm � 1 squarings and nm � 2 m ultiplications. These

op erations refer to arithmetic in the �eld GF ((2

n

)

m

). Ho w ev er, the binary metho d do es

not pro duce optim um results. In [IT88 , Section 4, Theorem 2] an impro v ed metho d is

prop osed, whic h reduces the n um b er of m ultiplications to

b log

2

( nm � 1) c + H

w

( nm � 1) � 1 � 2 b log

2

( nm � 1) c ; (8.3)

where H

w

( � ) denotes the Hamming w eigh t of the op erand's binary represen tation.

The outline of the remainder of this c hapter is as follo ws. The next section dev elops the

algorithm giv en in [IT88] in our notation. After the algorithm is in tro duced, expressions

for the computational complexit y with resp ect to a comp osite �eld represen tation in

standard base will b e deriv ed. In Section 8.4 it will b e sho wn that the algorithm results

in the arc hitecture [MK89] if w e c ho ose m = 2. In the last section, t w o examples for

parallel in v ersion in the imp ortan t �elds GF (2

8

) and GF (2

16

) will b e giv en.

8.2 Itoh and Tsujii's Algorithm for In v ersion in Com-

p osite Fields

The basic prop ert y of the algorithm explained in this section is that in v ersion in GF ((2

n

)

m

)

is reduced to in v ersion in the sub�eld GF (2

n

). Itoh and Tsujii's algorithm will b e dev el-

op ed with a di�eren t notation, starting with the follo wing lemma.

Lemma 2 The multiplic ative inverse of an element A of the c omp osite �eld GF ((2

n

)

m

)

c an b e c ompute d by

A

� 1

= ( A

r

)

� 1

A

r � 1

;

wher e A

r

2 GF (2

n

) .

Pro of. First, the auxiliary parameter

1

r is de�ned as

r =

2

nm

� 1

2

n

� 1

:

1

r corresp onds to the parameter a in the original pap er.
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An imp ortan t prop ert y of r is that [LN83] :

A

r

2 GF (2

n

) ; 8 A 2 GF ((2

n

)

m

) ; (8.4)

from whic h Lemma 2 follo ws directly . �

W e are also able to establish a relationship b et w een the in v ersion form ula giv en ab o v e

and the in v ersion based on F ermat's Theorem. The exp onen t 2

nm

� 2, needed for the

in v ersion according to Equation (8.2), can b e expressed in terms of r :

2

nm

� 2 =

2

nm

� 1

2

n

� 1

(2

n

� 1) � 1 = r (2

n

� 1) � 1 = r (2

n

� 2) + r � 1 :

Inserting the new expressions in to Equation (8.2) yields

A

� 1

= A

r (2

n

� 2)+ r � 1

= A

r (2

n

� 2)

A

r � 1

= ( A

r

)

� 1

A

r � 1

;

where for the �nal step prop ert y (8.4) w as used.

Lemma 2 implies a new metho d for computing the m ultiplicativ e in v erse for a com-

p osite �eld elemen t. The metho d will b e divided in to four steps:

Step 1 Compute A

r � 1

(Exp onen tiation in GF ((2

n

)

m

).)

Step 2 Compute A

r � 1

A = A

r

(Multiplication in GF ((2

n

)

m

), where the pro duct is an

elemen t of GF (2

n

).)

Step 3 Compute ( A

r

)

� 1

= A

� r

(In v ersion in GF (2

n

).)

Step 4 Compute A

� r

A

r � 1

= A

� 1

(Multiplication of an elemen t from GF (2

n

) with an

elemen t from GF ((2

n

)

m

).)

F or the remainder of the c hapter, a parallel implemen tation of the corresp onding

arc hitecture will b e in v estigated. Figure 8.1 sho ws a blo c k diagram of a parallel realization

of the arc hitecture. It is assumed that all blo c ks w ork bit parallel.

8.3 Analysis of the Complexit y of a P arallel Realiza-

tion

In this section the complexit y of the algorithm's four steps are analyzed. W e will use the

complexit y measures whic h w ere giv en in the in tro duction.



P arallel In v erters 81

Figure 8.1: Blo c k diagram of an in v erter o v er comp osite �elds

8.3.1 Complexit y of Step 1

Step 1 of the algorithm ab o v e is the follo wing op eration

A

r � 1

; A 2 GF ((2

n

)

m

) ;

where r is de�ned in Lemma 2. The op eration is clearly an exp onen tiation in the �eld

GF ((2

n

)

m

). The sp ecial structure of r , together with the fact that A is elemen t of a

comp osite �eld, will lead to an e�cien t metho d.

The parameter r can b e expressed as a sum of p o w ers:

r � 1 =

2

nm

� 1

2

n

� 1

� 1 = 2

n

+ 2

2 n

+ 2

3 n

+ � � � + 2

( m � 1) n

:

This represen tation is similar to the binary represen tation of the n um b er 2

nm

� 2 =

2 + 2

2

+ 2

3

+ � � � + 2

nm � 1

. Hence the optimized metho d from [IT88] with the computational

complexit y giv en in Equation (8.3) can b e applied. The metho d requires b log

2

( m �

1) c + H

w

( m � 1) � 1 general m ultiplications and m � 1 exp onen tiations to the p o w er

of 2

n

, with b oth t yp es of op erations p erformed in GF ((2

n

)

m

). E�cien t structures for

general m ultiplication are studied in detail in Chapters 5 and 6. In the follo wing the

exp onen tiation will b e studied.

Let B and C b e elemen ts of GF ((2

n

)

m

). W e wish to p erform the exp onen tiation of

C ( x ) = B

2

n

, where B ( x ) =

P

m � 1

i =0

b

i

x

i

. This can b e p erformed as follo ws (the pro of is

based on [McE87 , Lemma 5.12]:)

C ( x ) =

m � 1

X

i =0

c

i

x

i

=

 

m � 1

X

i =0

b

i

x

i

!

2

n

=

m � 1

X

i =0

b

2

n

i

x

i 2

n

=

m � 1

X

i =0

b

i

x

i 2

n

; b

i

2 GF (2

n

) : (8.5)
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In order to ac hiev e general expressions for the complexit y , w e assume 2

n

> m � 1. With

this assumption, there are m � 1 p o w ers of x whic h m ust b e reduced mo dulo the �eld

p olynomial P ( x ), namely the p o w ers x

i 2

n

, i = 1 ; 2 ; : : : ; m � 1. W e use the follo wing

notation for the represen tation of these p o w ers in the residue classes mo dulo P ( x ):

x

i 2

n

= s

0 ;i

+ s

1 ;i

x + � � � + s

m � 1 ;i

x

m � 1

mo d P ( x ) ; i = 1 ; 2 ; : : : ; m � 1 :

Using the co e�cien ts s

j;i

, the exp onen tiations in Equation (8.5) can b e expressed in matrix

form as

0

B

B

B

B

@

c

0

c

1

.

.

.

c

m � 1

1

C

C

C

C

A

=

0

B

B

B

B

@

1 s

0 ; 1

s

0 ; 2

� � � s

0 ;m � 1

0 s

1 ; 1

s

1 ; 2

� � � s

1 ;m � 1

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 s

m � 1 ; 1

s

m � 1 ; 2

� � � s

m � 1 ;m � 1

1

C

C

C

C

A

0

B

B

B

B

@

b

0

b

1

.

.

.

b

m � 1

1

C

C

C

C

A

:

Since all s

j;i

are (constan t) elemen ts from GF (2

n

), the complexit y of one exp onen tiation

is ( m � 1) m constan t m ultiplications ( 


cnst

n

) and m ( m � 2) + 1 = ( m � 1)

2

additions ( �

n

).

The complexit y of the �rst step is therefore

C

1

= ( m � 1)[( m � 1) m 


cnst

n

+ ( m � 1)

2

�

n

] + [ b log

2

( m � 1) c + H

w

( m � 1) � 1] 


nm

= ( m � 1)

2

m 


cnst

n

+ ( m � 1)

3

�

n

+ [ b log

2

( m � 1) c + H

w

( m � 1) � 1] 


nm

: (8.6)

8.3.2 Complexit y of Step 2

Step 2 p erforms the op eration

A

r

= A

r � 1

A; (8.7)

where A

r

2 GF (2

n

), and the t w o op erands are elemen ts in GF ((2

n

)

m

). The op erand

A

r � 1

is the result of the computations of Step 1. One p ossibilit y for computing (8.7) is

to apply a general m ultiplier o v er GF ((2

n

)

m

), suc h as suggested in [IT88]. In this case,

the complexit y of Step 2 is

C

0

2

= 


nm

:

Ho w ev er, it is p ossible to tak e adv an tage of the �a priori kno wledge that A

r

is an

elemen t of the sub�eld. F or small v alues of m , this leads to a reduced complexit y . In the

sequel, complexit y expressions for this approac h will b e dev elop ed.

In order to pro vide general expressions, w e consider the m ultiplication of B � C =

D mo d P ( x ), with B ; C 2 GF ((2

n

)

m

) and D 2 GF (2

n

). First, w e consider the pure

p olynomial m ultiplication of B and C :

D

0

( x ) = B ( x ) C ( x ) =

 

m � 1

X

i =0

b

i

x

i

!  

m � 1

X

i =0

c

i

x

i

!

=

 

m � 2

X

i =0

d

i

x

i

!

: (8.8)
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W e kno w that D

0

( x ) = d

0

mo d P ( x ), i.e. that all but the zero co e�cien t v anish after

reduction mo dulo P ( x ). If the matrix represen tation from Chapter 5, in tro duced in

Equation (5.20), is used for the mo dulo reduction, the co e�cien t d

0

can b e expressed as

D = d

0

= d

0

0

+ r

0 ; 0

c

0

m

+ r

0 ; 1

c

0

m +1

+ � � � + r

0 ;m � 2

c

0

2 m � 2

= d

0

0

+

2 m � 2

X

i =0

r

0 ;i

d

0

m + i

mo d P ( x ) : (8.9)

The co e�cien ts r

0 ;i

are the en tries of the upp ermost ro w of the reduction matrix R

in Equation (5.20). There are m � 1 constan t m ultiplications with the co e�cien ts r

0 ;i

in v olv ed. Equation (8.9) rev eals that the computation of D only requires the co e�cien ts

d

0

i

, i = m; m + 1 ; : : : ; 2 m � 2 and d

0

0

. Application of the straigh tforw ard metho d for

p olynomial m ultiplication to the computation of these co e�cien t results in an o v erall

complexit y for Step 2 of:

C

00

2

�

m ( m � 1) + 2

2




n

+

m ( m � 1)

2

�

n

+ ( m � 1) 


cnst

n

: (8.10)

F or small v alues of m , the complexit y (8.10) is lo w er than the complexit y of a general

m ultiplier o v er GF ((2

n

)

m

). Let's consider m = 4 as an example. In this case, a general

m ultiplier based on the K O A, suc h as describ ed in Chapter 5, requires 9 


n

and 22 �

n

(if

the mo dulo reduction is neglected.) According to Equation (8.10), the impro v ed metho d

requires only 7 


n

and 6 �

n

(if the constan t m ultiplications are neglected.)

F or a giv en p olynomial P ( x ), further impro v emen ts are p ossible. These impro v emen ts

stem from the sp eci�c structure of the asso ciated reduction matrix together with the �a

priori kno wledge that all d

i

except d

0

will b e zero. W e will explain the approac h with an

example.

Example. W e consider a comp osite �eld GF ((2

n

)

4

), generated b y a T yp e I I

p olynomial as in tro duced in De�nition 15. The reduction mo dulo P ( x ) = x

4

+ x

3

+

x

2

+ p

0

after the p olynomial m ultiplication can b e expressed as

0

B

B

B

@

d

0

d

1

d

2

d

3

1

C

C

C

A

=

0

B

B

B

@

1 0 0 0 p

0

p

0

0

0 1 0 0 0 p

0

p

0

0 0 1 0 1 1 p

0

0 0 0 1 1 0 1

1

C

C

C

A

0

B

B

B

B

@

d

0

0

d

0

1

.

.

.

d

0

6

1

C

C

C

C

A

;

where d

1

= d

2

= d

3

= 0. The pro duct D could b e computed through D = d

0

=

d

0

0

+ p

0

( d

0

4

+ d

0

5

), whic h w ould tak e 6 


n

, 5 �

n

, and 1 


cnst

n

. This is already an

impro v emen t of the complexit y of Equation (8.10). Ho w ev er, using the relations

d

2

= d

0

2

+ d

0

4

+ d

0

5

+ p

0

d

0

6

= 0 ;

d

0

4

+ d

0

5

= d

0

2

+ p

0

d

0

6

;

d

0

= d

0

0

+ p

0

( d

0

4

+ d

0

5

) = d

0

0

+ p

0

d

0

2

+ p

2

0

d

0

6

; (8.11)

it b ecomes p ossible to compute D = d

0

0

with 5 


n

, 4 �

n

, and 2 


cnst

n

.
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8.3.3 Complexit y of Step 3

The op eration of Step 3 is

( A

r

)

� 1

;

whic h is in v ersion in the sub�eld GF (2

n

) b ecause of Lemma 2. Since our goal is the

dev elopmen t of a parallel arc hitecture, in v ersion in the ground �eld m ust also b e p erformed

bit parallel. F or in v ersion in small sub�elds the direct metho d based on matrix in v ersion,

whic h is describ ed in Subsection 3.3.1, is suited. In particular, for v alues n � 6 direct

in v ersion has a lo w er gate coun t than a parallel implemen tation of the arc hitectures based

on F ermat's Theorem, suc h as prop osed in [IT88 ]. F orm ulas for direct in v ersion in the

�eld GF (2

n

), with n � 7 are listed in App endix A. It should b e noted that the form ulas

listed are not optimized. F or instance, the in v ersion form ulas for GF (2

4

) require 23 X OR

and 22 AND gates if implemen ted in a straigh tforw ard manner. On the other hand, in

[Mas91, Section 9.2] optimized form ulas for this case are giv en, whic h ha v e an estimated

gate coun t of 25, in v olving X OR , AND , and binary in v erters.

The complexit y of Step 3 is in our notation:

C

3

= 


� 1

n

:

8.3.4 Complexit y of Step 4

Step 4 requires the op eration

A

� r

� A

r � 1

= A

� 1

;

where A

� r

2 GF (2

n

)and A

r � 1

2 GF ((2

n

)

m

). In order to determine the complexit y of this

step, w e denote B = b

0

2 GF (2

n

)and C ( x ) =

P

m � 1

i =0

c

i

x

i

2 GF ((2

n

)

m

). The op eration

B � C = D mo d P ( X ) is:

D = B � C = b

0

m � 1

X

i =0

c

i

x

i

=

m � 1

X

i =0

b

0

c

i

x

i

: (8.12)

=

m � 1

X

i =0

d

i

x

i

:

Equation (8.12) has a complexit y of m m ultiplications in the ground �eld. There is no

reduction mo dulo P ( x ) required. Hence the complexit y of Step 4 equals:

C

4

= m 


n

:

8.3.5 Ov erall Complexit y

The o v erall complexit y is ac hiev ed b y summation of the four partial complexities:

C = C

1

+ C

0

2

+ C

3

+ C

4

= [ b log

2

( m � 1) c + H

w

( m � 1)] 


nm

+ 


� 1

n

+ m 


n

+ ( m � 1)

3

�

n

+ ( m � 1)

2

m 


cnst

n

; (8.13)
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where the non-optimized complexit y of Step 2 w as assumed.

In terms of complexit y , the most imp ortan t steps are the �rst and the third ones.

The ma jor gain of the new metho d is that the exp onen t of A is reduced from 2

nm

� 2 to

r � 1 = (2

nm

� 1) = (2

n

� 1) � 1 in Step 1. In Subsection 8.3.1 it w as sho wn that the n um b er

of op erations in GF ((2

n

)

m

), required for Step 1, is of order O (log

2

m ), whereas it w as

stated in Equation (8.2) that raising A to the p o w er of 2

nm

� 2 is of order O (log

2

( nm )).

The \price" whic h m ust b e paid for the gain is Steps 2, 3 and 4, of whic h Step 3 is the most

critical one. Ho w ev er, as can b e seen in App endix A, the direct in v ersion GF (2

n

) required

b y Step 3 can b e implemen ted with a relativ ely small n um b er of gates if n is k ept small.

Generally sp eaking, w e m ust �nd a trade o� b et w een the t w o parameters n and m of the

comp osite �eld GF ((2

n

)

m

). The �rst one determines the complexit y of the in v ersion in the

sub�eld, while the latter one determines the n um b er of m ultiplications in the comp osite

�eld GF ((2

n

)

m

). Section 8.5 will giv e t w o examples for the decomp osition of the �elds

GF (2

8

) and GF (2

16

), whic h leads to parallel in v erters with mo derate complexit y .

8.4 A Relationship with Morii and Kasahara's In-

v erter

This section establishes a relationship b et w een Itoh and Tsujii's algorithm for in v ersion in

GF ((2

n

)

m

) in standard base, and the core algorithm of Morii and Kasahara's arc hitecture

for in v ersion o v er to w er �elds. The �rst one is describ ed in the previous section, the latter

one in Subsection 3.3.3. It will b e sho wn that the core algorithm of the arc hitecture is

the same as Itoh and Tsujii's metho d for the case m = 2.

Morii and Kasahara's arc hitecture is based on consecutiv e �eld extensions of degree 2.

Ho w ev er, the core algorithm is based on one �eld extension. In order to establish the

relation, the comp osite �elds considered are GF ((2

n

)

2

). The �eld p olynomial is P ( x ) =

x

2

+ x + p

0

. An arbitrary �eld elemen t is represen ted b y A ( x ) = a

1

x + a

0

, its in v erse B

b y B := A

� 1

= b

1

x + b

0

. Let's recall the core algorithm of the in v erter prop osed b y Morii

and Kasahara, giv en in Equation (3.44):

b

0

=

a

0

+ a

1

a

0

( a

0

+ a

1

)+ p

0

a

2

1

b

1

=

a

1

a

0

( a

0

+ a

1

)+ p

0

a

2

1

9

=

;

:

It w as stated that there are 1 in v ersion, 3 general m ultiplications, 2 additions, 1 constan t

m ultiplication with p

0

and 1 squaring required to compute the in v erse from the equations

ab o v e.

In the sequel, w e in v estigate the algorithm from Section 8.2 for the case m = 2 with

the �eld p olynomial P ( x ). The parameter r is no w r = (2

2 n

� 1) = (2

n

� 1) = 2

n

+ 1. Step 1

of the algorithm is:

A

r � 1

= ( a

1

x + a

0

)

r � 1

= a

1

x

r � 1

+ a

0

= [ a

1

s

1 ; 1

] x + [ a

1

s

0 ; 1

+ a

0

] : (8.14)
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The computation in Step 2 is:

A

r

= A

r � 1

A = [ a

0

a

1

s

1 ; 1

+ a

2

1

s

0 ; 1

+ a

0

a

1

+ a

2

1

s

1 ; 1

] x + [ a

0

a

1

s

0 ; 1

+ a

2

0

+ a

2

1

s

1 ; 1

p

0

] : (8.15)

Ho w ev er, A

r

is an elemen t of the sub�eld and therefore its co e�cien t at x is zero. Using

this, a relation b et w een the co e�cien ts can b e established:

0 = a

0

a

1

s

1 ; 1

+ a

2

1

s

0 ; 1

+ a

0

a

1

+ a

2

1

s

1 ; 1

, 0 = a

0

s

1 ; 1

+ a

1

s

0 ; 1

+ a

0

+ a

1

s

1 ; 1

, a

1

s

0 ; 1

+ a

0

= ( a

0

+ a

1

) s

1 ; 1

(8.16)

Inserting the auxiliary relation (8.16) in to the Equations (8.14) and (8.15) results in new

expressions for Step 1 and Step 2, resp ectiv ely

A

r � 1

= s

1 ; 1

( a

1

x + [ a

1

+ a

0

]) ;

and

A

r

= s

1 ; 1

[ a

0

( a

1

+ a

0

) + a

2

1

p

0

] : (8.17)

Step 3 is the in v ersion of A

r

:

( A

r

)

� 1

= s

� 1

1 ; 1

[ a

0

( a

1

+ a

0

) + a

2

1

p

0

]

� 1

:

The result in Step 4 is computed as B = A

r � 1

( A

r

)

� 1

:

B ( x ) = b

1

x + b

0

= A

r � 1

( A

r

)

� 1

=

a

1

x + ( a

1

+ a

0

)

a

0

( a

1

+ a

0

) + a

2

1

p

0

: (8.18)

Equation (8.18) is exactly the same as the resulting Equations (3.44) of the core

algorithm of Morii and Kasahara. If only one �eld extension is used for the to w er in v erter,

its arc hitecture is the same as the arc hitecture of Itoh and Tsujii's in v erter in standard

base in the �eld GF ((2

n

)

2

). Moreo v er, the arc hitecture describ ed in the previous section

can b e view ed as a generalization of Morii and Kasahara's core algorithm. Ho w ev er, it

is not true that it is a generalization of Morii and Kasahara's ar chite ctur e , since this is

based on to w er �elds, i.e. m ultiple �eld extensions of degree t w o.

8.5 Tw o Examples

In this section the space complexit y of parallel in v erters in the tec hnically imp ortan t �elds

GF (2

8

) and GF (2

16

) will b e in v estigated. The measure whic h will b e used is the n um b er

of mo dulo 2 adders ( X OR ) and m ultipliers ( AND ). It will b e sho wn that the same �eld

decomp osition whic h w as used for the m ultiplier arc hitectures in the previous c hapters

can b e applied. Hence these m ultipliers can b e used as mo dules within the in v erter

arc hitecture.
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8.5.1 A P arallel In v erter o v er GF (2

8

)

F or in v ersion in the �eld GF (2

8

) w e c ho ose a decomp osition in to GF ((2

4

)

2

). The primitiv e

�eld p olynomial for the ground �eld is Q ( y ) = y

4

+ y + 1, and the extension �eld is

generated b y P ( x ) = x

2

+ x + !

14

. The c hoice of Q ( y ) allo ws the application of the

Mastro vito m ultiplier for the ground �eld, whic h has a complexit y of 15 X OR /16 AND

gates. The co e�cien t p

0

= !

14

of P ( x ) has a complexit y of 1 X OR gate for constan t

m ultiplication, as can b e seen from the �rst table in App endix B.

As Section 8.4 sho w ed, the optimized equations of the to w er in v erter can b e used for

this comp osite �eld. The in v erse, B , of an elemen t A = a

1

x + a

0

can b e computed from

Equation (8.18):

B ( x ) = b

1

x + b

0

= A

r � 1

( A

r

)

� 1

=

a

1

x + ( a

1

+ a

0

)

a

0

( a

1

+ a

0

) + a

2

1

p

0

:

In this case, all arithmetic op erations are p erformed in the ground �eld GF (2

4

). The

op erations required are 1 in v ersion, 3 general m ultiplications, 2 additions, 1 constan t

m ultiplication with p

0

and 1 squaring. Next, the gate coun t of the arithmetic op erations

in a parallel hardw are implemen tation will b e determined.

� F or computing the in v erse in GF (2

4

), the direct metho d describ ed in Section 3.3.1 is

dev elop ed. App endix A lists form ulas for direct in v ersion. F or the ground �eld con-

sidered here, a straigh tforw ard realization of the form ulas w ould require 23 X OR /22

AND gates. This is certainly an upp er b ound, b ecause redundancies in the form ulas

ha v e not b een used to impro v e the gate coun t.

� F or the three general m ultiplications, the Mastro vito m ultiplier from Subsection 3.1.1

is used. This results in a gate coun t of 3(15 X OR + 16 AND ) = 45 X OR + 48 AND .

� The t w o additions in GF (2

4

) require 2 � 4 = 8 X OR gates.

� Constan t m ultiplication with p

0

= !

14

requires 1 X OR gate.

� Squaring of an elemen t c =

P

3

i =0

c

i

y

i

in GF (2

4

) in v olv es the follo wing op eration:

c

2

= c

3

y

6

+ c

2

y

4

+ c

1

y

2

+ c

0

= c

3

y

3

+ ( c

3

+ c

1

) y

2

+ c

2

y + ( c

2

+ c

0

) ;

where y

6

= y

3

+ y

2

mo d Q ( y ) and y

4

= y + 1 mo d Q ( y ). The complexit y of the

op eration is 2 X OR .

The o v erall complexit y for parallel in v ersion in GF ((2

4

)

2

) is obtained b y summation of

the partial complexities. By denoting the complexit y with C

2

4

w e get:

C

2

4

< (23 + 45 + 8 + 1 + 2) X OR + (22 + 48) AND = 79 X OR + 70 AND
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This complexit y is remark ably lo w. It is in teresting to compare this complexit y with

standard base multiplic ation . The Mastro vito m ultiplier, whic h is one of the b est standard

base arc hitectures, has a gate coun t of 84 X OR /64 AND (see T able 3.1.) W e conclude that

in v ersion in GF (2

8

) can b e p erformed with almost the same gate coun t as m ultiplication,

if comp osite �elds are in tro duced.

8.5.2 A P arallel In v erter o v er GF (2

16

)

F or in v ersion in the �eld GF (2

16

) w e c ho ose a decomp osition in to GF ((2

4

)

4

). A decom-

p osition in to GF ((2

8

)

2

) is not advisable, b ecause this w ould require direct in v ersion in

GF (2

8

) whic h is already v ery costly if direct in v ersion is applied.

The primitiv e �eld p olynomials c hosen are Q ( y ) = y

4

+ y + 1 and P ( x ) = x

4

+ x

3

+ x

2

+

p

0

. Again w e can apply the Mastro vito arc hitecture to the ground �eld m ultiplication.

F or m ultiplication in GF ((2

4

)

4

), the arc hitecture dev elop ed in Chapter 6 will b e used.

T able 6.2 sho ws that the complexit y of the m ultiplier is 144 X OR and 238 AND gates.

W e apply the in v ersion algorithm describ ed in Section 8.2. The parameter for the

decomp osition is m = 4. In the sequel, the gate coun ts of the four steps of the algorithm

are ev aluated.

� According to Equation (8.6), there are 36 constan t m ultiplications, 9 additions and

3 general m ultiplications required for Step 1. The general m ultiplications refer to

arithmetic in the comp osite �eld GF ((2

4

)

4

), the t w o �rst t yp es of op eration to

arithmetic in the ground �eld GF (2

4

). In order to �nd a measure for the constan t

m ultiplication, w e use the optimized a v erage complexit y giv en in T able 4.1. F or this

ground �eld, it is 3.3 X OR gates p er constan t m ultiplication. Using this estimation,

w e obtain a complexit y for Step 1 of 36 � 3 : 6 + 9 � 4 + 3 � 144 = 658 X OR and 3 � 238 = 714

AND .

� F or Step 2, the optimized complexit y dev elop ed in the example in Subsection 8.3.2

is v alid. It is 5 m ultiplications, 4 additions and 2 constan t m ultiplications. All

arithmetic is p erformed in the ground �eld. Hence the complexit y equals 5 � 15 + 4 �

4 + 2 � 3 : 3 = 98 X OR and 5 � 16 = 80 AND .

� As in the previous example, an upp er estimate for one in v ersion in the ground �eld,

required for Step 3, is 23 X OR and 22 AND .

� The four ground �eld m ultiplications required b y Step 4 ha v e a complexit y of 4 � 15 =

60 X OR and 4 � 16 = 64 AND .

The o v erall gate coun t is obtained b y summation of the partial complexities. By denoting

the complexit y with C

2

16

w e get:

C

2

16

< 839 X OR + 880 AND :
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As exp ected, the complexit y has increased dramatically if compared to the in v erter

o v er GF (2

8

). Ho w ev er, the complexit y is still in the range of the complexities of the

m ultipliers whic h w ere syn thesized in Chapter 7. As matter of fact, the m ultiplier o v er

GF ((2

8

)

4

), whic h w as syn thesized, has a theoretical gate coun t 576 X OR and 998 AND .

This complexit y is comparable to the gate coun t of the in v erter. Since the syn thesis

resulted in an actual gate consumption of 3554 gate equiv alences, w e can exp ect that the

in v erter will ha v e a similar area complexit y . This rough estimation implies that parallel

implemen tations of in v erters o v er GF (2

16

) are still p ossible.



Chapter 9

An Application: A DSP Based

Reed-Solomon Deco der with

External Arithmetic Unit

P arts of this c hapter w ere presen ted in [PH94].

9.1 Motiv ation

In this c hapter the implemen tation of a Reed-Solomon deco der) (RS deco der) on a digital

signal pro cessor (DSP) is discussed. The DSP has an external, �eld programmable gate

arra y (FPGA) attac hed, con taining the parallel �nite �eld m ultiplier o v er GF ((2

4

)

4

) whic h

w as dev elop ed in Chapter 5. W e will sho w that the external FPGA enables the pro cessor

to p erform Galois �eld m ultiplication more than one magnitude faster than in soft w are.

The ma jor goals whic h w ere pursued b y the implemen tation can b e describ ed as fol-

lo ws:

� Dev elopmen t and v eri�cation of a new concept for systems in v olving �nite �eld

op erations, consisting of a general purp ose pro cessor and a dedicated external �nite

�eld arithmetic unit.

� V eri�cation of the arc hitectures for parallel m ultiplication o v er comp osite �elds de-

v elop ed in this thesis.

� Dev elopmen t of an RS co de op erating with sym b ols longer than 8 bits and short

blo c k length.

� Implemen tation of a reasonably fast ( � 1 Mbps) RS deco der whic h is reprogrammable

and whose co de parameters are th us alterable.

90
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9.2 In tro duction

Reed-Solomon co des are error con trol co des, b elonging to the imp ortan t class of cyclic

co des [LC83] [Bla83 ]. They are a sp ecial case of BCH (Bose-Chaudh ury-Ho cquenghem)

co des. RS co des are, in addition to cryptograph y and signal pro cessing, one of the most

imp ortan t tec hnical areas where �nite �elds are applied. Ov er the last t w en t y y ears they

ha v e gained widespread application, ranging from space comm unication [LL84] [WHPH87]

[PRM90] to error correction on compact discs [P ee85 ] [SI91]. RS co des p erform arithmetic

in Galois �elds of the form GF (2

k

), where eac h �eld elemen t is represen ted b y k binary

bits. The v ast ma jorit y of applications so far has op erated o v er �elds with k � 8 [SI91]

[Mes91 ]; RS co des o v er GF (2

8

) w ere actually standardized as part of a concatenated

co ding sc heme of the ESA (Europ ean Space Agency) and NASA [Kum83 ]. On the other

hand, to da y's digital systems tend to p ossess binary w ord lengths that are longer than 8

bits. T ypical are 16 or 32 bits, while an extension to 64 or more bits is exp ected in the

near future. RS co des whic h op erate o v er Galois �elds with �eld order exp onen ts k equal

to 16 or 32 are therefore certainly attractiv e for man y applications.

Another adv an tage of an increased sym b ol length matc hing the bus width of to da y's

pro cessors is, that faster soft w are implemen tations of RS deco ders and RS enco ders b e-

come p ossible. Although the use of a m ulti purp ose pro cessor as a deco der limits the

p ossible data throughput to one or t w o magnitudes of a VLSI solution [PD90 ] [Mes91 ],

a DSP inhibits sev eral adv an tages. In addition to the shortened dev elopmen t time and

costs, programmable deco ders o�er m uc h more 
exibilit y if c hanges in the co ding sc heme

b ecome necessary . An impressiv e example of the dra wbac ks of �xed co ding sc hemes is

giv en b y the Galileo spacecraft's 
igh t to the planet Jupiter, and the problems caused b y

its non-unfolding an tenna [CDD

+

93].

9.3 Implemen tational Asp ects

9.3.1 Co de Sp eci�cation and Deco ding Algorithm

The parameters of the implemen ted co de are as follo ws:

� RS-co de c haracteristics:

n = 10 : n um b er of sym b ols p er RS co dew ord

k = 8 : n um b er of information sym b ols p er RS co dew ord

t = 1 : n um b er of sym b ol errors that can b e corrected p er RS co dew ord

co de rate : 0.8

� The generator p olynomial of the the RS-co de is:

g ( X ) = ( X � �

0

)( X � �

1

) = ( X � 1)( X � � ) ; (9.1)

with � b eing a primitiv e elemen t of GF ((2

4

)

4

). The pair of consecutiv e ro ots f 1, � g

of this generator p olynomial w ere tak en as suggested in [Ber82]. They indeed pro v ed
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to b e optimal with resp ect to the enco der complexit y (gate coun t) after an exhaus-

tiv e searc h through all p ossible pairs of ro ots.

� Arithmetic is p erformed in the comp osite �eld GF ((2

4

)

4

), with Q ( y ) = y

4

+ y + 1

and P ( x ) = x

4

+ x

3

+ x

2

+ ! b eing the �eld p olynomials of the ground and extension

�eld, resp ectiv ely .

Standard RS-co des o v er a �eld GF ( q ) ha v e a co de w ord length n that is equal to

n = q � 1 [Bla83 ], [LC83]. Using a �eld GF (2

16

) w ould result in a co de w ord length of

(2

16

� 1) � 16bit = 131 kByte. This kind of blo c k size is extremely di�cult to handle with

resp ect to the required memory and in tro duced dela y . Therefore the approac h tak en here

uses a shortened RS-co de.

In the case of a shortened RS-co de only n < q � 1 sym b ols of the co de w ord are used

to carry information; the others are considered to b e zero sym b ols. If a systematic co de

is used, the deco der has the �a priori information ab out whic h of the information sym b ols

are in fact the zero sym b ols. These sym b ols carry no information and can therefore b e

neglected in deco ding algorithms.

Shortened RS-co des are, just lik e standard RS-co des, Maxim um Distance Separable

(MDS) Co des, b ecause they meet the Singleton b ound with equalit y: d

min

= n � k + 1

[Bla83 ]. With a sym b ol error probabilit y equal to p

s

and using the w eigh t distribution

of MDS-co des [ML85], the undetected error probabilit y for a (n,k) (shortened) RS-co des

o v er GF ( q ) is upp erb ounded b y :

P

U

( E ) =

n

X

i =0

 

n

i

!

( q � 1)

1 � i

i � d

X

j =0

( � 1)

j

 

i � 1

j

!

q

i � d � j

p

i

s

(1 � p

s

)

n � i

;

In order to k eep the in tro duced deco ding dela y lo w, w e constructed a co de with a

relativ ely short blo c k length of 10 sym b ols and d

min

= n � k + 1 = 3. T o a v oid the

time consuming solving of the k ey equations b y means of Euclid's or Massey/Berlek amp's

algorithm, a design parameter of t = 1 w as c hosen. Using a co de with t = 1 results in

a pair of syndromes (9.2) and (9.3), whic h allo w the determination of error lo cation and

error magnitude b y a direct metho d.

Co de w ords are m ultiples of the generator p olynomial (9.1). A t the deco der w e receiv e

w ords r ( X ), whic h can b e considered co de w ords c ( X ) with p ossible error w ords e(X)

added to them:

r ( X ) = c ( X ) + e

i

X

i

; 0 � i � 9 :

Ev aluation of this receiv ed w ord at the ro ots of the generator p olynomial g ( X ), giv es

the syndromes:

Y := r (1) = c (1) + e

i

1

i

= e

i

= S

1

= r

9

+ r

8

+ � � � + r

1

+ r

0

=

P

9

i =0

r

i

(9.2)

and

Y X := r ( � ) = c ( � ) + e

i

�

i

= e

i

�

i

= S

2

= ( � � � ( r

9

� + r

8

) � � � � + r

1

) � + r

0

;

(9.3)
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with Y := e

i

(, e

i

2 GF (2

16

)) b eing the error v alue and X := �

i

indicating an error at

p osition i [Bla83 ].

With the calculation of S

1

, whic h tak es 9 additions (i.e. bit wise X OR ,) the v alue Y

of the error is kno wn. F urthermore, when this v alue is zero, w e assume that no error

has o ccurred. F or the calculation of S

2

in (9.3), whic h is actually the ev aluation of a

p olynomial with kno wn p o w ers x

j

and v ariable co e�cien ts r

j

, Horner's rule [Kn u81] is

w ell suited. In this particular case it has a complexit y of 9 additions and 9 m ultiplications.

In the second deco ding step the error p osition X can b e found b y systematically

trying whic h one of the p ossible v alues of X satis�es S

2

= Y X , with S

2

and Y giv en.

The complexit y of this metho d is in the w orst case, i.e. an error at p osition i = 7, eigh t

m ultiplications. When none of the p ossible X satisfy the equation, an uncorrectable error

(i.e. more than t w o sym b ol errors) is detected. Using this kind of systematic searc h w e

a v oid the in v ersion of Y, (i.e. X = S

2

� Y

� 1

) whic h w ould tak e 15 m ultiplications and 16

squaring op erations if the standard binary metho d for exp onen tiation is applied [Kn u81].

9.3.2 The Hardw are Concept

As men tioned in the in tro duction, the deco der w as implemen ted on a DSP TMS320 C25

from T exas Instrumen ts whic h has in ternally and externally a 16 bit wide bus. The

TMS320 C25 is an enhanced v ersion of the TMS320 20 with an instruction cycle of 100 ns

when running at full sp eed (40 MHz.) In the �eld GF (2

16

), addition is simply p erformed

b y a bit wise X OR of the t w o op erands whic h tak es only one instruction cycle. In order

to o v ercome the b ottlenec k imp osed b y slo w �nite �eld m ultiplication in soft w are, an

external m ultiplier w as attac hed. A blo c k diagram of the deco der is sho wn in Figure 9.1.

F rom the a v ailable metho ds for �nite �eld m ultiplication { table lo ok-up, calculation

in soft w are, serial hardw are m ultiplication and parallel hardw are m ultiplication { only

the last one is suited for this application. The frequen tly applied table lo ok-up [TM90],

[Y A CD89] w ould easily exceed the memory a v ailable on c hip for the �eld size used. Ex-

ternal memory w ould not only b e p enalized b y a higher access time, but will not ev en b e

su�cien t if the prop osed system design is generalized for pro cessors with longer w ord size.

F or instance, if TI's third of forth generation DSPs with 32 bit are applied. In general,

the memory size required for a table lo ok up in GF (2

k

) is of O (2

k

), where k is also the

pro cessor's w ord size.

W e used the m ultiplier arc hitecture prop osed in Chapter 5 whic h has a gate coun t of

144 AND / 258 X OR and whic h could easily b e implemen ted on a X C3142 FPGA from

Xilinx. The m ultiplier c hip is lo cated on a prin ted circuit b oard whic h can b e accessed

b y the DSP via its regular I/O p orts through fast in terface logic. Ho w ev er, the access

time of the DSP I/O p orts b y assem bler instructions is rather long (b oth read and write

need 2 mac hine cycles, i.e. 200 ns ), suc h that the o v erall time for p erforming an en tire

m ultiplication adds up to 700 ns when using indexed addressing, or ev en 1000 ns when

m ultiplying t w o n um b ers that w ere not previously in registers.
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Figure 9.1: Blo c k diagram of the DSP based RS deco der with external �nite �eld m ultiplier



A DSP Based Reed-Solomon Deco der 95

Har dwar e Softwar e

C-libr ary MAPLE

pure TMS320C25 IBM 80486D X2 TMS320C25 IBM

FPGA + FPGA RS6000/580 66 MHz (estimated) RS6000/580

80 ns 700 ns 4.8 � s 6.1 � s 12 � s 2.6 ms

T able 9.1: Sp eed comparison of v arious metho ds for general m ultiplication in the �nite

�eld GF (2

16

)

9.4 Results and Comparison

T able 9.1 sho ws a comparison of hardw are/soft w are solutions for general m ultiplication

in GF (2

16

). F or reasons stated ab o v e, w e assume that table lo ok-up is not feasible and

therefore all metho ds giv en in the table c alculate the result of the m ultiplication. The

soft w are metho ds are based on a self written C-library with an esp ecially optimized m ul-

tiplication routine and the m ulti purp ose program MAPLE for algebraic computation.

F or a generalization of the results for larger �elds it should b e noted that the sp eed of the

library function increases at least prop ortionally with the logarithm of the �eld order 2

k

.

F or instance, m ultiplication in GF (2

32

) w ould at least double the m ultiplication time.

The maxim um data rate of the deco der is limited b y the time required for the deco ding

algorithm plus some o v erhead for the in terrupt handling. F or the system implemen ted, a

CD based signal w as used whic h results in a clo c k sp eed of 10 = 8 � 1 : 41Mbps = 1 : 76Mbps.

This corresp onden ts to 91 � s for the receiving of an en tire blo c k of 160 bits. The DSP

needs 68 � s for input, output, and deco ding in a w orst case situation, whic h is 75 % of the

a v ailable 91 � s. Therefore the data rate can b e increased theoretically up to 1.9 Mbps.

The DSP I/O and deco ding pro cess cause a dela y of t w o blo c ks or 320 bits, whic h is equal

to appro ximately 0.2 milliseconds.

T able 9.2 sho ws a comparison of our system with the t w o DSP-based RS-deco ders

prop osed in [TM90] and [Y A CD89]. These deco ders apply table lo ok-up for m ultiplication

in the �elds GF (2

8

) and GF (2

4

), resp ectiv ely . The co ding sc hemes implemen ted are

standard, i.e. non-shortened, RS-co des. W e are a w are of the fact that it is di�cult to

pro vide a fair comparison due to progress in pro cessor tec hnology and due to di�eren t

co de parameters used. Ho w ev er, the signi�can tly increased data rate of our approac h

compared to those in [TM90 ], [Y A CD89] seems to pro v e the success of the new system

design, using dedicated external arithmetic units that allo w arithmetic in �elds whic h

matc h the pro cessor's bus structure.

A complete v ersion of the system, including an FPGA enco der and a sim ulated c hannel

whic h corrupts digital data from a compact disc pla y er at a sp eed of 1.76 Mbps, w as

exhibited in the researc h section of the CeBIT computer fair, held in Marc h 1994 in

Hanno v er, German y .
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System DSP Co ding Sc heme Co de Maxim um Dela y Deco ding

rate data rate algorithm

Prop osed T exas Inst. (10,8) o v er 0.80 1.9 Mbps 0.2 ms Direct

TMS320C25 GF (2

16

) solution

[TM90 ] NEC (255,223) o v er 0.87 275 kbps 14.5 ms Euclid

1990 � PD77220 GF (2

8

)

[Y A CD89] T exas Inst. (15,k) o v er 0.67 - 16 - 4.4 - Massey-

1989 TMS32010 GF (2

4

) 0.93 80 kbps 0.9 ms Berlek amp

T able 9.2: Comparison of DSP based RS deco ders

9.5 Outlo ok

Our approac h lo oks promising for an extension of the error correction capabilit y to t > 1.

F or this, in addition to the m ultiplier, a fast external �nite �eld divider/in v erter suc h as

prop osed in Chapter 3.3 should b e attac hed to the DSP . This w ould mak e more general

and more p o w erful DSP based deco ders p ossible. The in v erter w ould allo w a fast solution

of the k ey equations either through Euclid's algorithm, Massey-Berlek amp's algorithm or

an extended v ersion of the direct metho ds suc h as the algorithms prop osed in [DZ85 ]. A

further impro v emen t can b e made if the access time of the external hardw are is accelerated.

W e used the standard I/O p orts of the DSP , but a sophisticated DMA-based access sc heme

ma y result in faster m ultiplication/in v ersion.



Chapter 10

Discussion

10.1 Summary and Conclusions

This thesis describ es v arious bit parallel VLSI arc hitectures for computation in Galois

�elds of c haracteristic t w o. The arithmetic functions considered are: m ultiplication with

a constan t, general m ultiplication and in v ersion. The arc hitectures mak e extensiv e use

of a decomp osition of �elds GF (2

k

) in to a sub�eld GF (2

n

), together with an extension

of degree m , where nm = k . These �elds are referred to as \comp osite �elds." The

arc hitectures are based on algorithms whic h lead to small theoretical gate coun ts.

The arc hitectures use a p olynomial represen tation of comp osite �elds elemen ts. This

means, the elemen ts are represen ted b y p olynomials with a maxim um degree of m � 1

and co e�cien ts of GF (2

n

). Th us, computation in GF ((2

n

)

m

) is p erformed b y applying

arithmetic mo dules from GF (2

n

). This setup p ossesses sev eral natural adv an tages for

VLSI implemen tations:

� The arc hitectures are mo dular, with mo dules p erforming GF (2

n

) arithmetic with

w ell de�ned functions and in terfaces.

� Since m ultiplication is considerably more \costly" than addition in GF (2

n

) in terms

of gate coun t and dela y , e�cien t algorithms kno wn from in teger arithmetic can b e

applied to arithmetic in GF ((2

n

)

m

). This ma y result in an impro v ed gate coun t.

� Since the complexit y of in v ersion in �nite �elds GF (2

k

) increases dramatically with

the �eld order, algorithms o v er comp osite �eld whic h reduce in v ersion in GF ((2

n

)

m

)

to in v ersion in GF (2

n

) are p oten tially v ery e�cien t.

There are t w o e�cien t algorithms describ ed whic h can b e used as to ols for the prac-

tical application of comp osite �eld arc hitectures. The �rst algorithm describ es a linear

mapping b et w een a binary (traditional) �eld represen tation and a comp osite �eld repre-

sen tation, suc h that the arc hitectures in tro duced here can b e used together with other

arc hitectures. The second algorithm p erforms a test in order to determine whether a

97
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p olynomial o v er GF (2

n

) is primitiv e. P olynomials whic h pass the test can b e used for

constructing comp osite �elds. The latter algorithm seems to b e esp ecially useful, since

tables of these p olynomials are v ery rare in literature. The tables a v ailable usually con tain

irreducible p olynomials o v er GF (2) or p olynomials o v er other prime �elds; one of the few

exceptions is reference [GT74].

After the in tro duction of a lo cally optim um algorithm for gate optimization of constan t

m ultipliers, di�eren t arc hitectures for m ultiplication of t w o arbitrary elemen ts in comp os-

ite �elds are dev elop ed. A general arc hitecture can b e applied to �elds GF ((2

n

)

m

), where

m is a p o w er of t w o. The arc hitecture is based on the Karatsuba-Ofman algorithm, whose

application to the m ultiplication of p olynomials o v er �elds GF (2

n

) is studied in detail.

It is sho wn that the computational complexit y of this op eration is of order O (( nm )

log

2

3

),

and the theoretical dela y of order O (log

2

( nm )). Applying an exhaustiv e searc h results in

primitiv e p olynomials whic h p erform mo dulo reduction in �elds up to GF (2

32

) with lo w

complexit y . F or t w o t yp es of comp osite �elds, those with the �xed comp ositions GF ((2

n

)

2

)

and GF ((2

n

)

4

), impro v ed arc hitectures are pro vided. F or all �eld orders, arc hitectures

w ere found that are b elo w the 2 k

2

� 1 lo w er complexit y b ound of traditional arc hitectures.

Moreo v er, the complexities are also b elo w the complexities of an arc hitecture that applies

the Karatsuba-Ofman algorithm to elemen ts in a binary �eld represen tation [Afa90 ]. The

m ultiplier o v er GF (2

8

), in tro duced in Section 6.1, has the lo w est gate coun t rep orted in

tec hnical literature. F or larger �elds, the arc hitectures p erform sligh tly w orse than those

o v er to w er �elds, but p ossess the adv an tage of a higher mo dularit y .

A VLSI syn thesis compares three traditional m ultipliers, whic h uses standard, dual,

and normal base represen tation, resp ectiv ely , with comp osite �eld m ultipliers. The syn-

thesis p erforms an automatic mapping of the arc hitectures to a sea-of-gates c hip. The

ma jor result is that the theoretically impro v ed gate coun t of the comp osite �eld m ulti-

plier can b e transformed to actual gate arra y implemen tations under the giv en conditions.

W e conclude that the prop osed m ultiplier arc hitectures are of great in terest for tec hnical

applications.

An algorithm of Itoh and Tsujii for in v ersion in comp osite �elds is applied to elemen ts

in standard base represen tation. The algorithm reduces in v ersion in GF ((2

n

)

m

) to in-

v ersion in the ground �eld GF (2

n

). The algorithms is divided in to four steps, eac h of

whic h are in v estigated with resp ect to space complexit y . It is prop osed that in v ersion in

GF (2

n

) is p erformed b y a direct metho d. Tw o examples sho w that parallel in v ersion with

elemen ts in standard base is p ossible with a surprisingly lo w gate coun t.

A new concept for systems in v olving �nite �eld arithmetic is prop osed. The concept is

based on a general purp ose pro cessor together with dedicated hardw are for computation

in �nite �elds. As an application for the parallel arc hitectures o v er relativ ely large �elds

dev elop ed in this thesis, a fast Reed-Solomon (RS) deco der with 16 bit sym b ols w as

implemen ted on a digital signal pro cessor. The pro cessor has an external �nite �eld

m ultiplier o v er GF (2

16

) attac hed. It is sho wn that a shortened (10,8) RS co de allo ws a

deco ding sp eed of up to 1.9 MHz/sec.
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10.2 Recommendations for F urther Researc h

It has b een demonstrated in this thesis that it is adv an tageous to apply comp osite �elds

to bit parallel VLSI arc hitectures. During the researc h, sev eral questions regarding the

arc hitectures presen ted arose whic h are as y et unansw ered. Moreo v er, some extensions of

the results can b e suggested.

1. Chapter 5 dev elops a general arc hitecture for m ultiplication o v er GF ((2

n

)

m

). Whereas

it w as p ossible to pro vide general expression for the complexit y of the m ultiplication

of t w o p olynomials o v er GF (2

n

), �eld p olynomials P ( x ) whic h p erform the op era-

tion mo d P ( x ) with lo w complexit y w ere determined through an exhaustiv e searc h.

It w ould b e in teresting to pro vide general expression for mo dulo reduction with low

c omplexity as w ell. A p ossible approac h w ould b e to in v estigate the existence of

�eld p olynomials o v er GF (2

n

) with lo w co e�cien t w eigh t.

2. In Chapter 6, only the existence of T yp e I p olynomials o v er GF (2

n

), n o dd, could

b e pro v ed. W e could not �nd a similar pro of of existence for T yp e I I p olynomials

o v er GF (2

n

), n ev en. Since the �elds GF ((2

n

)

4

), n ev en, are esp ecially in teresting

for tec hnical applications, it w ould b e helpful to pro vide suc h a pro of.

3. It seems in teresting that T yp e I p olynomials do not exist o v er �elds GF (2

n

) when

n = 2 ; 4 ; 6 ; 8. These observ ations suggest a further study of the question \Do T yp e I

p olynomials exist only over �elds GF (2

n

) with n o dd"? An answ er to this question

w ould extend Lemma 1 on page 66. A more generalized question is: \Do primitive

trinomials of de gr e e four exist over �elds GF (2

n

) with n even?" In order to answ er

this question it migh t b e helpful to study [Gol67 ], where the non-existence of binary

trinomials of degree 8 i , i in teger, is stated.

4. Both t yp es of arc hitectures in Chapter 6, o v er �elds GF ((2

n

)

2

) and GF ((2

n

)

4

),

impro v e the general arc hitecture of Chapter 5 o v er GF ((2

n

)

m

) b y com bining the

third stage of the Karatsuba-Ofman Algorithm and the mo dulo reduction. An

extension of this approac h to comp osite �elds with m = 8 ; 16 ; : : : seems promising.

5. Up to whic h �eld order the parallel m ultiplier dev elop ed in Chapter 5 can realis-

tically b e implemen ted in VLSI should b e in v estigated. F or instance, is parallel

m ultiplication in �elds of order � 2

500

p ossible?

6. A lo cally optim um algorithm for optimized constan t m ultiplication o v er GF (2

n

) w as

in tro duced in Chapter 4. In order to obtain solutions whic h are glob al ly b etter, it

migh t b e w orth while to apply the principle of sim ulated annealing [AK89] to the

algorithm.

7. In [Mas91, Chapter 6] h ybrid m ultipliers w ere in tro duced. These m ultipliers are

arc hitectures based on comp osite �elds whic h p erform the ground �eld m ultiplica-

tion in parallel, but p erform the extension �eld algorithm in a serial manner. In
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particular, h ybrid arc hitectures seem to b e attractiv e for arithmetic in Galois �elds

of v ery higher order, suc h as needed for some applications in cryptograph y . With

the material pro vided in this thesis, the construction of h ybrid m ultipliers o v er large

Galois �elds should b e p ossible: The algorithm of Section 2.3 can b e used for the

determination of suitable �eld p olynomials; the results of the gate arra y syn thesis

describ ed in Chapter 7 can b e used for an estimation of the time p erformance.

8. As stated in Section 9.5, a programmable RS deco der should b e implemen ted whic h,

in addition to a �nite �eld m ultiplier, has also a parallel hardw are in v erter attac hed.

What is the ac hiev able sp eed of the h ybrid soft w are/hardw are deco der?



App endix A

Direct In v ersion in GF (2

n

)

The follo wing form ulas describ e direct in v ersion in the �elds GF (2

n

), n = 3 ; 4 ; 5 ; 6 ; 7. The

notation of the v ariables refers to

B = ( b

n � 1

; : : : ; b

1

; b

0

) = A

� 1

= ( a

n � 1

; : : : ; a

1

; a

0

)

� 1

;

where A; B 2 GF (2

n

). The form ulas are not optimized, i.e. they con tain redundancies.

F or an implemen tation, a gate optimization is recommended. The �eld p olynomials are

giv en in T able 3.1.

1. Equations for in v ersion in GF (2

3

):
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2. Equations for in v ersion in GF (2

4

):

b

0

= a

0

+ a

1

+ a

2

+ a

0

a

2

+ a

1

a

2

+ a

0

a

1

a

2

+ a

3

+ a

1

a

2

a

3

b

1

= a

0

a

1

+ a

0

a

2

+ a

1

a

2

+ a

3

+ a

1

a

3

+ a

0

a

1

a

3

b

2

= a

0

a

1

+ a

2

+ a

0

a

2

+ a

3

+ a

0

a

3

+ a

0

a

2

a

3

b

3

= a

1

+ a

2

+ a

3

+ a

0

a

3

+ a

1

a

3

+ a

2

a

3

+ a

1

a

2

a

3

3. Equations for in v ersion in GF (2

5

):
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4. Equations for in v ersion in GF (2

6

):
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5. Equations for in v ersion in GF (2

7

):
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App endix B

Complexities of Constan t Multipliers

This app endix con tains complete tables of the complexities for constan t m ultiplication

with elemen ts from GF (2

n

), n = 4 ; 5 ; 6 ; 7 ; 8. The complexities are measured in X OR

gates. The complexities w ere optimized with the second greedy algorithm describ ed in

Chapter 4. Due to the nature of the algorithm, the complexities are sub optim um. The

a v erage complexit y for eac h �eld is giv en in T able 4.1 in the text.
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i

X OR !

i

X OR !

i

X OR !

i

X OR !
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X OR
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1 !
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4 !
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2 !
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5 !

8

4 !

11

5 !
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!

3

3 !

6

4 !

9

5 !

12

3

T able B.1: Space complexities for m ultiplication with elemen ts of GF (2

4

) generated b y

Q ( y ) = y

4

+ y + 1, where Q ( ! ) = 0
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1

T able B.2: Space complexities for m ultiplication with elemen ts of GF (2

5

) generated b y

Q ( y ) = y

5

+ y

2

+ 1, where Q ( ! ) = 0
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T able B.3: Space complexities for m ultiplication with elemen ts of GF (2

6

) generated b y

Q ( y ) = y

6

+ y + 1, where Q ( ! ) = 0
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109

12

!

5

5 !

26

10 !

47

14 !

68

11 !

89

13 !

110

11

!

6

6 !

27

10 !

48

13 !

69

13 !

90

12 !

111

10

!

7

7 !

28

11 !

49

12 !

70

14 !

91

11 !

112

9

!

8

8 !

29

12 !

50

12 !

71

14 !

92

12 !

113

9

!

9

8 !

30

13 !

51

11 !

72

13 !

93

13 !

114

10

!

10

8 !

31

14 !

52

11 !

73

12 !

94

14 !

115

11

!

11

8 !

32

14 !

53

10 !

74

12 !

95

15 !

116

12

!

12

8 !

33

14 !

54

10 !

75

13 !

96

15 !

117

12

!

13

8 !

34

14 !

55

11 !

76

14 !

97

14 !

118

12

!

14

9 !

35

15 !

56

12 !

77

13 !

98

14 !

119

12

!

15

10 !

36

15 !

57

11 !

78

13 !

99

14 !

120

11

!

16

10 !

37

14 !

58

11 !

79

15 !

100

13 !

121

6

!

17

11 !

38

13 !

59

10 !

80

16 !

101

13 !

122

5

!

18

12 !

39

14 !

60

10 !

81

15 !

102

12 !

123

4

!

19

13 !

40

13 !

61

9 !

82

14 !

103

11 !

124

3

!

20

14 !

41

13 !

62

8 !

83

13 !

104

11 !

125

2

!

21

14 !

42

13 !

63

7 !

84

13 !

105

12 !

126

1

T able B.4: Space complexities for m ultiplication with elemen ts of GF (2

7

) generated b y

Q ( y ) = y

7

+ y + 1, where Q ( ! ) = 0
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!

i

X OR !

i

X OR !

i

X OR !

i

X OR !

i

X OR !

i

X OR

!

1

3 !

44

15 !

87

16 !

129

17 !

171

17 !

213

19

!

2

5 !

45

13 !

88

18 !

130

16 !

172

16 !

214

17

!

3

8 !

46

12 !

89

15 !

131

14 !

173

16 !

215

16

!

4

10 !

47

11 !

90

16 !

132

14 !

174

16 !

216

16

!

5

12 !

48

10 !

91

15 !

133

14 !

175

16 !

217

13

!

6

14 !

49

10 !

92

15 !

134

13 !

176

16 !

218

11

!

7

15 !

50

10 !

93

15 !

135

14 !

177

16 !

219

10

!

8

16 !

51

11 !

94

15 !

136

13 !

178

16 !

220

10

!

9

15 !

52

12 !

95

14 !

137

12 !

179

15 !

221

11

!

10

15 !

53

14 !

96

13 !

138

12 !

180

14 !

222

13

!

11

15 !

54

15 !

97

12 !

139

14 !

181

15 !

223

11

!

12

15 !

55

16 !

98

12 !

140

14 !

182

16 !

224

12

!

13

15 !

56

17 !

99

12 !

141

14 !

183

16 !

225

13

!

14

14 !

57

17 !

100

12 !

142

14 !

184

17 !

226

15

!

15

15 !

58

17 !

101

13 !

143

13 !

185

17 !

227

15

!

16

16 !

59

17 !

102

14 !

144

14 !

186

17 !

228

17

!

17

18 !

60

16 !

103

15 !

145

14 !

187

16 !

229

15

!

18

17 !

61

17 !

104

17 !

146

14 !

188

14 !

230

13

!

19

16 !

62

17 !

105

17 !

147

14 !

189

14 !

231

13

!

20

15 !

63

16 !

106

18 !

148

15 !

190

13 !

232

13

!

21

14 !

64

16 !

107

16 !

149

16 !

191

13 !

233

14

!

22

12 !

65

16 !

108

16 !

150

16 !

192

14 !

234

12

!

23

10 !

66

16 !

109

16 !

151

17 !

193

14 !

235

13

!

24

9 !

67

16 !

110

17 !

152

16 !

194

13 !

236

14

!

25

10 !

68

15 !

111

17 !

153

15 !

195

13 !

237

16

!

26

11 !

69

15 !

112

16 !

154

15 !

196

13 !

238

15

!

27

12 !

70

15 !

113

17 !

155

15 !

197

14 !

239

17

!

28

12 !

71

15 !

114

17 !

156

15 !

198

14 !

240

17

!

29

12 !

72

16 !

115

17 !

157

15 !

199

16 !

241

17

!

30

12 !

73

15 !

116

16 !

158

14 !

200

15 !

242

18

!

31

11 !

74

16 !

117

14 !

159

15 !

201

14 !

243

17

!

32

11 !

75

18 !

118

14 !

160

16 !

202

12 !

244

16

!

33

11 !

76

18 !

119

14 !

161

17 !

203

11 !

245

17

!

34

11 !

77

19 !

120

14 !

162

17 !

204

11 !

246

17

!

35

11 !

78

19 !

121

14 !

163

17 !

205

10 !

247

17

!

36

11 !

79

17 !

122

14 !

164

16 !

206

10 !

248

16

!

37

12 !

80

18 !

123

14 !

165

17 !

207

10 !

249

14

!

38

14 !

81

19 !

124

15 !

166

18 !

208

12 !

250

12

!

39

16 !

82

17 !

125

17 !

167

19 !

209

13 !

251

10

!

40

16 !

83

16 !

126

17 !

168

18 !

210

15 !

252

8

!

41

18 !

84

15 !

127

17 !

169

17 !

211

15 !

253

5

!

42

17 !

85

16 !

128

17 !

170

17 !

212

17 !

254

3

!

43

15 !

86

15

T able B.5: Space complexities for m ultiplication with elemen ts of GF (2

8

) generated b y

Q ( y ) = y

8

+ y

5

+ y

3

+ y

2

+ 1, where Q ( ! ) = 0
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